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Abstract

Blockchain is a new technology that allows transactions to be carried out securely
and transparently and without interference from third parties.

Its structure is decentralized, which means that the data is distributed among the
users of the network, so that the information can never be erased. These features

make blockchain technology suitable for managing driving licenses and combating
the presence of unlicensed drivers.

In order to ensure that only qualified people who have received proper driver
training and have a genuine driver’s license are allowed to drive vehicles, we will

introduce a decentralized system based on blockchain technology to solve this
issue.

key-words : Blockchain, Driver’s license , Smart contract, blockchain based
license management.



Résumé

Blockchain est une nouvelle technologie qui permet d’effectuer des transactions en
toute sécurité et transparence et sans interférence de tiers.

Sa structure est décentralisée, ce qui signifie que les données sont réparties entre les
utilisateurs du réseau, de sorte que les informations ne peuvent jamais être

effacées. Ces fonctionnalités rendent la technologie blockchain adaptée à la gestion
des permis de conduire et à la lutte contre la présence de conducteurs sans licence.

Afin de garantir que seules les personnes qualifiées ayant reçu une formation de
conduite appropriée et disposant d’un véritable permis de conduire soient

autorisées à conduire des véhicules, nous introduirons un système décentralisé
basé sur la technologie blockchain pour résoudre ce problème.

Mots-clés :Blockchain, Permis de conduire, Smart contract, gestion des licences
basée sur la blockchain .
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General Introduction

Among the issues facing transportation systems is road safety which has become a
matter of national concern given the terrible rise in road traffic accidents in recent
years.

There are numerous factors account for these accidents, like human error, speed,no
application of the driving code, incompetent drivers getting licenses through unfair
means or carrying a forged license .and given the seriousness of the situation our
work will focus on one of the most important parts, namely the driver’s license
wich is an essential part in transportation for any driver.

In view of this, we are led to ask how we can secure the process of obtaining
driver’s licenses and to fight the presence of unlicensed drivers ?. This in order to
preserving human lives and property.

To achieve this, we will propose a decentralized system based on blockchain
technology to manage the driver’s license starting from its creation. Where we find
that the most important reasons make us use Blockchain are:

The high security that it provide , it is unlikely that Blockchain being the target
for tring to hack because it is distributed, so no single point to target it, which make
the information more secure and these systems can achieve transparency in evalu-
ation , prevent illegal transactions around information and deliberate manipulation
by corrupt authorities.

Our project is organized in parts: concerns the state of the art of our subject
and presents the realization of a system for driver’s license management using
Blockchain .

• The introduction where we are going to begin our thesis with associate intro-
duction to the context of this work, the targeted problem, and also the solution
that we propose and why we choise it.

1



• The first chapter presents the general and important concepts of Blockchain
technology, including history,components, types and features of Blockchain .
Next, we will indicate how the Blockchain working with its advantages and
disadvantages. Finally, we will present the most implementations of Blockchain.

• The second chapter is devoted to describe drive’s license and her process of
creation as well as problems that it is facing . The chapter ends with Traffic
offense penalties.

• The third chapter offers the design of the proposed system and therefore presents
the global and detailed architecture and presents implementation of our sys-
tem.

• Finally, we end our thesis with a general conclusion.

2



Chapter 1

Blockchain Technology

1.1 Introduction

Blockchain has become very popular in recent years, as it is the latest wave of tech-
nical digitization, it has promised to positively alter the existing paradigms of all
industries. Blockchain transmits information in a reliable and secure manner in a
decentralized system that is difficult to penetrate. The most famous examples for
this technology are Bitcoin and Ethereum.

In this chapter, we will cover the basic concepts of this technology.

1.2 History of Blockchain

Blockchain is one of the most important inventions which emerged in the late 1980s
and early 1990s [23].

In 1991, a signed chain of information was used for digitally signing documents
whereby facilely show no one could varied the signed documents [23].

In 2008 , the person(s) who’s working under the pseudonym Satoshi Nakamoto
conceptualized the first Blockchain, and described in the paper Bitcoin: A Peer to
Peer Electronic Cash System.

In 2009, the Bitcoin cryptocurrency blockchain network was launched and was
the first blockchain application [23].

In 2013, Ethereum introduced blockchain in the form of “a decentralized plat-
form that runs smart contracts” wich is the first expansions outside of currency and
her officially launched in 2015 [18].

3



1.3 Definition of Blockchain Technology Chapter 1

1.3 Definition of Blockchain Technology

There are many definitions of blockchain technology, and they all revolve around
being a secure, distributed technology that is implemented without the need for a
third party. To get to know this technology more, we can do so through the following
definitions:

Blockchain is a distributed digital ledger, in which the storage of all database
entries on one computer is replaced with their storage on multiple computers. The
stored data is a block, each block related to the previous block [11].

Blockchains are distributed digital ledgers of cryptographically signed transac-
tions that are grouped into blocks. Each block is cryptographically linked to the pre-
vious section after validation and a unanimous decision. With the addition of new
blocks, modifying old blocks becomes more difficult. New blocks are replicated via
ledger copy within the network, and any conflicts are resolved automatically using
established rules [23].

Technically a blockchain is defined as: It is a peer-to-peer, distributed ledger
that is cryptographically secure, append only, immutable, and updateable only via
consensus or agreement among peers [7].

Blockchain is a peer-to-peer,and cryptography is used in the distributed ledger
to provide security services that make the ledger safe against tampering and misuse,
and data can only be added to the blockchain in a sequential order that is immutable
and updateable only by consensus or peer agreement. This is what gives it the
power of decentralization [7].

The concept of peer-to-peer, which was previously mentioned, means that all
participants talk to each other directly without a third-party involvement [7].

1.4 Components of blockchain

The main components of a blockchain are as follow[23] :

1.4.1 Blocks

The core component of blockchain is block (Fig 1.1 )which is a collection of transac-
tions that are stored digitally such as a record of bank transfers or a registry of real
estate titles...

A block can be also described as a container that hold different types of informa-
tion which can be summarized as follow:

1. Block header:

4



1.4 Components of blockchain Chapter 1

Figure 1.1: Block figure

A block header is the very important portion of a block that contains metadata
about the block itself, These metadata are as follows :

(a) The hash of the previous block’s header :is contained in the hash of the
new block. Without this component, there would be no connection and
chronology between each block, its size is 32 bytes.

(b) Timestamp :is the time of block creation and the time of transaction records,
its size is 4 bytes.

(c) The nonce value :is the variable needed for consensus process. For blockchain
networks which utilize mining, this is a number which is manipulated to
solve the hash puzzle ,its size 4 bytes.

(d) Hash of block data( markle root) :is hash of the actual block that different
methods can be used to accomplish it, its size is 32 bytes.The name merkle
root derives from the fact that Bitcoin uses the Merkle tree to generate the
hash from the data in the block.

2. Block data:

A block data is the other portion of a block that contains a list of validated
transactions and have been submitted to the blockchain network.

Validity and authenticity is guaranteed by checking that the transaction is correctly

5



1.4 Components of blockchain Chapter 1

formatted and that the providers of digital assets in each transaction have each cryp-
tographically signed the transaction.

There is a very important and special block in the blockchain called genesis
block, let’s describe it:

The genesis block also known as Block 0. It is the first block in the blockchain
and the basis on which other blocks are added to form a chain of blocks.In technical
terms, it means that the Genesis Block has it’s “previous hash” value set to 0. Every
node in the network can identify the genesis block’s hash and structure, the fixed
time of creation, and the single transactions within.

1.4.2 Transactions

A transaction is the fundamental unit of a blockchain which represents a transfer of
the cryptocurrency between blockchain network users or could be a way of record-
ing activities occurring on digital or physical assets where Transactions between
network users are grouped together in a data structure called a block.To add this
block to the Blockchain, it must be first validated by specific nodes of the network
called miners where their role is to answer a complex crypto mathematical puzzle.
Each answer found is specific to only one block which preventing its reuse for the
validation of a new block. Once the block is validated by them and approved by
the other nodes, it is time-stamped and added to the top of the block chain and all
nodes in the network add it to their copies of the chain[9].

1.4.3 Chaining Blocks

Blocks are chained together through each block containing the hash digest of the
previous block’s header. If a previously published block were changed, it would
have a different hash. This in turn would cause all subsequent blocks to also have
different hashes since they include the hash of the previous block.figure 1.2

1.4.4 Consensus

Consensus refers to the mechanism of guarantee that a transaction is not fraudulent
and is valid through an optional process known as mining, and for achieve con-
sensus, different consensus algorithms are used where it’s governed by the type of
blockchain in use. let’s describe some of these algorithms below:

1. Proof of work(PoW): is the first consensus algorithm created and used by cryp-
tocurrencies where a publishing node wins the right to publish the next block
by being the first to solve a computationally intensive puzzle .The puzzle is
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Figure 1.2: Generic chain of blocks

designed such that his solving is difficult but easy to verify .This enables all
other full nodes to easily validate any proposed next blocks. Figure 1.3 shown
process of proof of work.

Figure 1.3: Proof of work

2. Proof of Stake (PoS): Was developed in 2011 as an alternative to PoW, as there
are some differences and basic characteristics between them, especially while
examining new blocks . it is based on the idea that the more stakea user has
invested into the system, the more likely they will want the system to succeed,
and the less likely they will want to subvert it where the blockchain network
is secured by users locking an amount of cryptocurrency into the blockchain
network, a process called staking. Figure 1.4 shown process of Proof of Stake.

3. Round robin:is consensus model for permissioned blockchain networks where
nodes are pseudo-randomly selected to create blocks, but a node must wait
several block-creation cycles before being chosen again to add another new
block.

To learn more about these algorithms ,we will be presented them by comparing
them in 1.5 and 1.6 figures:
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Figure 1.4: Proof of Stake

1.5 Functioning of Blockchain

Blockchain protocol is based on a peer-to-peer architecture, each participant con-
stituting a node in the network. These participants store an identical copy of the
ledger and then work together in the process of validating and certifying digital
transactions, adding new transactions to the ledger.

The process of adding transactions involves evaluating the proposed transaction
and submitting it to a vote. If the majority of participants believe that the transaction
is valid, it is added to the ledger, which links it to the previous transaction. Each
transaction that goes through the binding process is grouped into a block, which
further contains a cryptographic hash from the previous block, and then added
linearly to the ledger in chronological order. Changes to the ledger are replicated
across the network, so each participant has a complete copy of the updated ledger.
It means that no one participant has the ability to easily attack the entire distributed
network[14]. This can be represented with the scheme 1.7.

1.6 Cryptography in Blockchain

Cryptography is a method of developing techniques and protocols to prevent a third
party from accessing and gaining knowledge of the data from the private messages
during a communication process. In blockchain, cryptography is used for the fol-
lowing two purposes:

1. Securing the identity of the sender of transactions

2. Ensuring that past records cannot be tampered

To understand cryptography in blockchain, we have to understand the types of
cryptography.

8
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Figure 1.5: Consensus Comparison Matrix 1

1.6.1 Type of Cryptography

There are mainly three different ways to perform cryptographic algorithms, namely,
symmetric-key cryptography, asymmetric key cryptography, and hash functions
[20].

1.6.1.1 Symmetric-Key Cryptography

Symmetric-Key Cryptography (also referred to as Secret-Key Cryptography) take a
single key into application. This common key is used for the encryption as well as
the decryption process. Using a common single key creates a problem of securely
transferring the key between the sender and the receiver.

1.6.1.2 Asymmetric-Key Cryptography

Asymmetric-Key Cryptography uses a pair of keys where an encryption with a pri-
vate key, and a decryption with a public key. The key pair generated by this algo-
rithm consists of a private key and a unique public key that is generated using the
same algorithm.
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Figure 1.6: Consensus Comparison Matrix 2

1.6.1.3 Hash Functions

Hash Functions uses a cipher to generate a hash value of a fixed length from the
plain text where Any changes in the input completely changes the output. It is
nearly impossible for the contents of plain text to be recovered from the ciphertext.

Cryptographic hash functions have these important security properties [23]:

1. Input and output are one-way; it is impossible to compute the correct input
value given some output value (e.g., given a digest, find x such that hash(x) =
digest).

2. Cannot find an input that hashes to a specific output. More specifically, cryp-
tographic hash functions are designed so that given a specific input, it is im-
possible to find a second input which produces the same output (e.g., given x,
find y such that hash(x) = hash(y)).

3. Cannot find two inputs that hash to the same output. More specifically, it is
impossible to find any two inputs that produce the same digest (e.g., find an x
and y which hash(x) = hash(y)).

1.7 Features of blockchain

Several characteristics are associated with the blockchain: disintermediation,transparency,
immutability and security. Let’s describe them bellow :
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Figure 1.7: Functioning of Blockchain

1.7.1 disintermediation

Blockchain technology makes it possible to trade without the control of a third party.
The validation and the addition of a block result from a consensus between the user-
validators, which is based on the possibility of verifying their validation work and
which makes it unnecessary to control by a reference institution. Everything is done
without the intervention of a central authority, the users operate the surveillance,
and control each other, ensuring the certification of the safeguards and their consis-
tency [21].

1.7.2 Immutability

Once data is registered to the blockchain and a enough number of participants have
agreed on this state, the information is stored permanently and immutably. Chang-
ing the information contained in a particular block would require to also changing
all the following blocks to her and this infeasible [9].
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1.7.3 Transparency

Once a document is registered on the blockchain, this is enough to prove that it
does exist at time T and that it has not been modified. The blockchain is qualified as
transparent because anyone can download it in its entirety and check its honesty at
any time. All blockchain users can thus see current and past transactions [17].

1.7.4 Security

Decentralized makes blockchain a secure technology which has great resistance, be-
cause all the data is copied to the different servers. This makes it resistant to cyber
attacks or state control. This offers the blockchain a high level of security. The
blockchain is therefore considered to be unassailable and inviolable [17].

1.8 Types of blockchain

Blockchain technologies can be roughly divided into three types:

1.8.1 Public Blockchain

public blockchains are permissionless distributed ledger system. they are open to
the public, and anyone can participate as a node in the decision-making process.
All users use a distributed consensus mechanism to decide the eventual state of
the ledger. their primary advantages of using public blockchain are that it is se-
cure and transparent and the biggest public blockchain examples are the Bitcoin
and Ethereum blockchain [7].

1.8.2 Private Blockchain

A private blockchain is permissioned distributed ledger system working only in a
locked network where they are open only to a consortium or group of individuals
or organizations who have decided to share the ledger among themselves and there
are one or more entities which monitoring the network.their primary advantages of
using private blockchain are that it is Fast and Scalable and the biggest examples
about that is Hyperledger Fabric of Linux Foundation [7].

1.8.3 Semiprivate blockchain (Hybrid)

With semiprivate blockchains, part of the blockchain is private and part of it is pub-
lic, the private part is controlled by a group of individuals, while the public part
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is open for participation by anyone. This hybrid model can be used in scenarios
where the private part of the blockchain remains internal and shared among known
participants, while the public part of the blockchain can still be used by anyone[7].

1.9 Uses of blockchain

There is a lot of wide usage of Blockchain beyond finance, We mention some of
them:

1.9.1 Electronic Voting

Blockchain technology provides an electronic voting system that provides security
and less cost [15] becouse distributes individual voting information to thousands of
computers around the world,that making it impossible to edit or delete votes once
they have been cast. The Blockchain protocol would also maintain transparency in
the electoral process, reducing the staff needed to conduct elections and providing
officials with immediate results [10] .

1.9.2 Supply Chain Management

Blockchain technology provides transparency to the whole supply chain process. It
gives businesses the ability to track the goods from the source points to their deliv-
ery points. These trackings are done accurately and provide a better way to handle
goods and their condition [19].

1.9.3 Healthcare

Blockchain provides a transparent, trust, and immutable system that can change
how healthcare can tackle the problems. For exmple, the medicines can be tracked
by integrating it into the supply chain. Also, BurstIQ is a security platform that
enables companies to securely transfer patient’s data from one place to another, that
making BurstIQ’s proprietary Blockchain platform the leader in health insurance
portability and accountability law compliant. to the HIPAA secure data platform
[22].

1.9.4 Automobiles

With blockchain technology, the onboard sensors can not only capture the informa-
tion but also securely and transparently store and distribute it with the authorized
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entities. These will improve trust and collaboration among the parties involved in
the ecosystem including consumers, vehicles, and businesses.The automobiles exec-
utives are also accepting that blockchain technology can have its impact felt within
the next three years.

1.9.5 Insurance

There are many companies that are actively working to integrate blockchain tech-
nology in their insurance organization. Etherisc is one of those companies that is
providing an open source development platform for decentralized insurance appli-
cations.French insurance company Axa recently launched a policy called Fizzy via
the Ethereum Blockchain. The purpose of travel insurance is to insure passengers
against delays. The aim is to make the contracts and the settlement of claims more
transparent on using Blockchain [5] .

1.9.6 Identity Management

Verifying a person’s identity is a challenge in some areas of the business. However,
with the help of blockchain technology, people’s identities can be identified more
securely and faster than ever before. This is based on extensive databases which al-
low identification and verification. In particular, existing identification documents:
driving licenses, passports and identity cards could thus be implemented digitally
in complete security. Data loss would also be avoided since the data is stored in a
decentralized manner [13].

1.10 Smart Contracts

The theory of smart contracts was first introduced by Nick Szabo in the late 1990s
in an article titled Formalizing and Securing Relationships on Public Networks. The
true potential and benefits of it were appreciated with the invention of Bitcoin and
the development in blockchain technology. Smart contracts are described by Nick
Szabo as "A smart contract is a computerized transaction protocol that executes the
terms of a contract where the general objectives of it are to satisfy common con-
tractual conditions (such as payment terms, liens, confidentiality, and even enforce-
ment),reduce exceptions both malicious and accidental, and reduce the need for
trusted intermediaries"[7].
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1.10.1 Definition

A smart contract is computer protocol that is deployed using cryptographically
signed transactions on the blockchain network Where it aims to organize and man-
age agreements between members of the network and it is executed by nodes within
the blockchain network. All nodes that execute the smart contract must derive the
same results from the execution, and the results of execution are recorded on the
blockchain. smart contract is also activated automatically when the conditions pre-
viously specified in this contract are met, which makes us dispense with the pres-
ence of a third party [23].

a smart contract has the following four properties:

1. Automatically executable

2. Enforceable

3. Semantically sound

4. Secure and unstoppable

In any smart contract, an automatically executable property and an enforceable
property must be realized. As for a Semantically sound property and a secure
and unstoppable property that is not required or enforceable in some scenarios, for
example:a financial derivatives contract does not perhaps need to be semantically
sound and unstoppable but should at least be automatically executable and enforce-
able at a fundamental level. On the other hand, a title deed needs to be semantically
sound and complete, therefore, for it to be implemented as a smart contract, the
language must be understood by both computers and people [7].

1.10.2 Programming language

There is a lot of smart contract programming languages like Solidity, Pact, Liquidity
but in this part we will discuss solidity:

1.10.2.1 solidity

Solidity is a programming language with a similar syntax to JavaScript built for
writing smart contracts which is the primary choice language for implementing
smart contracts on the Ethereum platform.Solidity was influenced by C++, Python
and JavaScript and runs on the Ethereum Virtual Machine (EVM) that is hosted on
Ethereum nodes connected to the blockchain.It supports inheritance, libraries and
complex user-defined types among other features [16].
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With Solidity you can create contracts for uses such as voting, crowdfunding,
blind auctions, and multi-signature wallets.

1.10.2.2 Contract Implementation

In figure 1.8, we show a smart contract example , we named ’Hello’.

Figure 1.8: Hello implementation in Solidity

1.11 Advantages and Disadvantages of Blockchain

Every technology has it’s advantages and disadvantages that we need to know.we
present it as follows :

1.11.1 Advantages

1.11.1.1 Decentralized system

It is the main advantage of blockchain technology becouse the system works with-
out intermediary and all participants make the decisions [12].

1.11.1.2 Trusty

Trust is the result of each transaction is recorded to the Blockchain wich are avail-
able to every participant and cannot be changed or deleted. Trust can be increased
further, because there can be more shared transaction [12]
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1.11.1.3 Security

Security is the other main advantage where it becomes harder for any type of attack
to be a success with the increase of people work on the network so It is impossible
to malicious actors to gain control over the network.

1.11.1.4 High availability

The system becomes highly available becouse it is based on thousands of nodes in a
peer-to-peer network where the data is replicated and updated on every node. Even
if some nodes leave the network or become inaccessible, the network as a whole
continues to work, so making it highly available [7].

1.11.1.5 Faster dealings

Faster dealings: blockchain play a vital role by enabling the quick settlement of
trades. Blockchain doesn’t demand a lengthy process of verification and reconcili-
ation because a single version of agreed-upon data is already available on a shared
ledger between all participant organizations in this blockchain [7].

1.11.2 Disadvantages

1.11.2.1 The high energy consumption

It is the main disadvantage of the Blockchain. The consumption of power is neces-
sary for protection a real-time ledger. The network’s miners are trying to solve a lot
of solutions per seconds to validate transactions. They are using substantial quanti-
ties of computer power and the signature verification is the one of the reasons to the
high energy consumption too[12].

1.11.2.2 The high costs

The average cost of the transaction is between 75 and 160 dollars and most of it
covers by the energy consumption .this is one of disadvantage of the Blockchain
[12].

1.11.2.3 Scalability

This is the most important problem that could mean the difference between wider
adaptability of blockchains or limited private use only by consortiums where the
general approach toward tackling the scalability issue generally revolves around
protocol-level enhancements. Another approach to addressing limitations in blockchains

17



1.12 Blockchain today Chapter 1

has been recently proposed by Miller and others in their position paper" On Scaling
Decentralized Blockchains" [7].

1.12 Blockchain today

1.12.1 Cryptocurrencies

Cryptocurrencies have been in existence since 2009, and they are an alternative to
the traditional central banking system where the digital currency is designed to be
able to exchange electronic cash using strong encryption to ensure the security of
funds and transactions, and there are 1,833 cryptocurrencies listed with a market
cap of 200 billion dollar. Let’s get to know some of them [11]:

1.12.1.1 Bitcoin

Decentralization of currency was made possible for the first time with the inven-
tion of bitcoin and the one that has proven to be extremely secure and stable from a
network and protocol point of view. It is the first application of blockchain technol-
ogy where can be defined as it’s a combination of peer-to-peer network. Nodes in
this peer-to-peer network talk to each other using the Bitcoin protocol. The double
spending problem is resolved in Bitcoin by using a distributed ledger where every
transaction is recorded permanently [7].

1.12.1.2 Ethereum

Vitalik Buterin provided a conceptual of Ethereum in November, 2013. Ethereum is
a decentralized platform that runs smart contracts to handle funds utilizing blockchain
technology to overcome downtime and third-party interference . The first version
of Ethereum, was released in May, 2015. It is an applications that run exactly as
programmed without any possibility of downtime, censorship or fraud [11].

The Ethereum blockchain platform is one of the best platforms for developers to
build decentralized applications. Key features of Ethereum are:

1. open to the public.

2. Proof-of-work system.

3. Application in several languages such as C++ and python.
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1.13 Conclusion

During this chapter, we outlined in detail the blockchain, its principles, and its use-
fulness as it became clear why many people are interested in this new technology
and are thinking of developing it in order to achieve efficiency. In the next chapter,
we will see an area in which we apply the blockchain, as it is completely different to
digital currencies.
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Chapter 2

Driver’s license

2.1 Introduction

In the previous chapter, we presented the theoretical background of the Blockchain
technology, where the latter has developed its applications on a large scale with
technological progress, as this technology has proven its importance in many ar-
eas, including the domain of transportation, and in this study we will focus on the
important part of this domain called the driver’s license.

In this chapter, we will cover the basic concepts and everything related to driver’s
license and drivers.

2.2 Definition of driver’s license

A driver’s license is an official driving document, received after passing a driving
test, that giving permission to drive one or more types of motor vehicles, such as
cars, motorcycles, trucks or buses on a public road in a specific geographic area [9].

The successful completion of the driving license examination, the admitted can-
didate is issued with a temporary driving license called a probationary driving li-
cense. This document is valid for a period of two years, during this period, the new
driver cannot apply for a new category.

At the end of this two year probationary period, the new driver will apply a
demand to get permanent license.Citizens over the age of sixty are required to renew
their driving license every two years regardless of the categories obtained.

2.3 Type of driver’s license

The driving license types are as follows [9]:
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2.3.1 Category A

1. A1: Light motorcycles (cylinder volume from 50 to 80 cubic centimeters) with
a maximum power of 11 kW, and tricycles and four-wheelers (cylinder volume
equal to or less than 125 cubic centimeters) with a maximum power of 15 kW.

2. A2: Motorcycle (cylinder volume from 80 to 400 cubic centimeters) with a
power not exceeding 35 kW and with a power/weight ratio not exceeding
0,2 kW/kg.

2.3.2 Category B

Vehicles with a maximum authorized mass not exceeding 3.5 tons, a B license is
sufficient to carry a maximum of 8 people, excluding the driver, a total of 9 people
in the same vehicle. A trailer weighing not more than 750 kg can be towed so that
the total weight does not exceed 3.5 tons.

2.3.3 Category C

1. C1: Vehicles are allowed to be driven to transport goods whose weight is be-
tween 3.5 tons and 19 tons for single vehicles. A trailer with a weight not
exceeding 750 kg can also be towed. To obtain it, you must have a driver’s
license of category B, and age 25 years old or more .

2. C2: Vehicles are allowed to be driven to transport goods whose weight exceeds
19 tons for a single vehicle or whose weight exceeds 12.5 tons for a vehicle run-
ning next to a group of vehicles or an articulated vehicle . A trailer weighing
no more than 750 kg can also be towed. To obtain it, you must have a category
B driver’s license, and are 25 years of age or over.

2.3.4 Category D

Public transport vehicles for persons, which include more than 8 seats plus the
driver’s seat (more than 9 seats). The vehicle of this class exceeds the total licensed
gross weight with a payload of 3.5 tons and can tow a trailer whose total licensed
weight does not exceed 750 kg. To obtain it, you must have a category B driver’s
license, and are 25 years of age or over.
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2.3.5 Category E

A driver’s license of category E is a license to drive vehicles of classes (B, C, and
D) that tow a trailer of more than 750 kg. To obtain this license, the candidate must
have obtained a driver’s license of category B with a precedence of more than two
years, and are 25 years of age or over.

2.3.6 Category F

It is a driver’s license for people with special needs, where cars of category A1, A2
or B are driven by the defective and specially adapted to take into account their
disability.

the duration for the renewal of the driving license is fixed as follows [8]:

1. Category F is valid for two years.

2. Categories C1, C2, D and E are valid for five years.

3. Categories A1, A2 and B are valid for ten years.

over the age of sixty are required to renew their driving license every two years
regardless of the categories obtained.

2.4 The process of obtaining a driver’s license

Driving license has become a necessity in our daily life and it is impossible to think
of getting it in a few days. Here we will explain the steps needed to get it:

1. Step 1: Pass the theorical test:

From the age of 16 can pass the road code. Once he enroll in the driving school,
he will be able to train to be able to pass the theorical code test. he will need
to complete a number of training sessions before he can take the test. The
candidate must pay a fee to pass the road code, and the test is done as follows:

The candidate answers a number of questions, which include traffic lights,
transit priorities and restrictive laws. The candidate must answer each ques-
tion correctly to successfully pass the test, thus, he automaticly start the prati-
cal part .once he failed this test , he could retake the test after two weeks.

2. Step 2: Pass the practical test:

Any candidate for the driver’s license test must have completed at least 20
hours of driving with an engineer to be eligible to register for the driving test.
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Your training center handles all registration procedures for the driver’s license
after the candidate pays a fee to pass this test, and you have the right to fail
the driver’s license exam 4 times in th same year. You will need to take your
road code if you do not get your driver’s license within the time allowed.

3. Step 3: If the candidate pass all tests ,he will get a temporary license valid for
two years, during this period, the license holder has 12 points . In the event of
loss of points during this period, the holder of this license shall continue the
training at his expense to recover the lost points.

4. Step 4: After two years, the driver obtain a permanent license valid for 10
years, and 24 points are awarded if the license holder has not committed any
offense.

Finally, we will resume all the steps of the process of obtain driving license in the
scheme 2.1 .

Figure 2.1: The process of obtaining a driver’s license.
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2.5 Driver’s license problems

The existing system is known that has a lot of loopholes that’s what make dishonest
people use every possible means to achieve their goals like issue licenses to unqual-
ified drivers in exchange for a bribe. Let’s give below some of the major problems
with the existing system:

1. Issuing a driver’s licence to a person who does not deserve it with the help of
people working in the system, either by inserting unauthorized data into the
database or by using identity theft.

2. In several cases, traffic police fail to differentiate between an authorized driv-
ing license and a forged one.

3. System with security faults and therefore exposed to Attacks, it is possible
for fraudsters with computer knowledge to find ways to access the system’s
database and modify the information.

4. Traffic rules violators arn’t held responsible for their actions and any violation
is usually not traceable by the system.

2.6 Traffic rules

Everyone must abide by the traffic law to avoid violations, and the most important
traffic rules on Algerian roads are the following:

1. Traffic moves on the right side of the road.

2. Minimum driving age is 18 years old.

3. Cell phones are not allowed while driving, even with a hands-free device.

4. Children under 10 years old are not permitted in the front seat.

5. The speed limit for drivers with a new driver’s license is 80 km/h.

6. Dark windows are illegal.

7. A solid line can’t be skipped.

8. Dangerous change of direction without the use of an order indicator is illegal.

9. Rotation is not permitted on highways.
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10. Official processions and military convoys, including ambulances, fire trucks,
and funeral cars, always have priority.

11. Vehicles already in the roundabout have priority over oncoming traffic.

12. The permissible level of alcohol in the blood is 0.01

13. The driver and the passenger sitting in the front seat must wear a seat belt.

2.7 Traffic offense penalties

Fines and penalties are imposed on drivers who violate traffic rules. This can be
explained briefly as follows [6]:

1. Violation of the first degree:

One point is deducted. These violations relate to provisions related to lighting,
signaling, and curbing bicycles, submitting vehicle documents, non-conformity
of vehicle equipment, and wearing seat belts. The fine has been set at 2000
DZD.

2. Violation of the Second degree:

2 points are deducted and a fine is fixed at 2500 DZD. As these offenses relate
to crossing continuous lines, chaotic parking lots, and exceeding the autho-
rized legal speed limit ..

3. Violation of the third degree:

There are 13 violations, in which 4 points are deducted, and their fine is set at
3000 DZD, as for motorcyclists, among them is not wearing shaft. Transporting
children under 10 years old on the front seat...

4. Fourth degree violation:

There are 30 offenses, in which 6 points are deducted and a fine set at 5,000
DZD. Among them are a violation related to road intersection, traffic priority,
violation of prohibited maneuvers in the railways, driving cars without lights,
and using cell phones and headphones.

If drivers do not pay the fines within 45 days, a report will be sent to the At-
torney General. The fine will be raised to 3,000 dinars for first-degree offenses,
4,000 dinars for second-degree offenses, 6,000 dinars for third-degree offenses,
and 7,000 dinars for fourth-degree offenses.
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2.8 Related works

Over the years, several methods of verifying identity documents have been pro-
posed such as signature verification and fingerprints. In our days, the solution pro-
posed is using blockchain technology.

2.8.1 Implementation of the Blockchain in the Optimization of the

Security of Transport Documents (Driver’s License and Ve-

hicules Registration Cards):

Georges Bell Bitjoka 1 , Pierre Bilong 2 , Moses Macaire Nnanga Edoa 2
This article focuses on Cameroon facing challenges in its licensing system and

describes the means by which dishonest drivers obtain forged documents and li-
censes, such as using specialized software or exploiting weaknesses in the system.

The objective of this work is eliminates the possibility of drivers obtaining li-
censes without proper training where only qualified persons who have received
appropriate driver training and hold a authentic driving license can be authorized
to drive vehicles. and allows the traffic authorities to verify the authenticity of their
license.

To achieve this, they proposed a framework using Corda, they used a consortium
blockchain to set up them system.

They noted that the strengths of this work are:
The operation of the system and its database is decentralized in each node of

the blockchain network, the time to obtain a driver’s license and vehicle registration
is reduced, traceability and transparency during audit and creation of a driving li-
cense for a person who has not been accepted The competition for a driving license
becomes difficult because all the nodes of the network have results.

2.8.2 A Novel Framework for Blockchain Based Driving License

Management and Driver’s Reputation System for Bangladesh:

Md. Mumtahin Habib Ullah Mazumder , Tahmidul Islam ,Md. Raiyan Alam
This article focuses on Bangladesh facing challenges in its current system which

is notorious for loopholes and inefficiency where this is often abused by the author-
ities who issue licenses to unqualified drivers in exchange for a bribe.

The objective of this work is bring transparency in the evaluation and prevent
illegal transactions where every step of the licensing procedure and any violation
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of traffic regulations will be recorded as transactions on the blockchain. All the
associated actors can interact with the Blockchain using User App.

To achieve this, they proposed a framework using Hyperledger Fabric platform
wich provides a distributed permissioned blockchain .

Their proposed system makes the licensing process easier, more efficient and se-
cured while respecting privacy of the actors involved. their system eliminates the
brokers, third parties, redundant queue for authentication, verification and attesta-
tion.

2.9 Conclusion

In this chapter, we learned about everything related to the driver’s license and the
many challenges it faces, and in the next chapter we will learn about the proposed
system to solve these challenges.
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Chapter 3

Design and Implementation

3.1 Introduction

After we have chosen the blockchain technology because of its advantages to estab-
lish our project, in this chapter, we will present the general structure of our system
in addition to its detailed design applied, and we will also present the implementa-
tion of the specific system by explaining the hardware and software environment on
which our system was developed. Then cite the tools and languages used, then we
move on to describe the main components of our system by presenting screenshot.

3.2 Global Architecture

A decentralized application or "Dapp" is an application developed according to the
standards of distributed consensus protocols. As a result, these applications are
deployed on the Blockchain and shared through peer-to-peer networks.

Dapps are more transparent in their operation and more powerful which aims to
eliminate the intermediaries who are omnipresent, and to improve traceability and
transparency of information and that what make us propose a decentralized system
for managing driver’s license starting from its creation, where every steps of the li-
censing process and traffic violation are recorded as a transaction on the Blockchain.
All associated actors can interact with the Blockchain through the interface and the
scheme 3.1 will show the overall system workflow.

3.2.1 Interaction of user sing in

Users who want to obtain driver’s license need to fill in the form by entering their
information through the interface. those information being about the user such as:
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Figure 3.1: Overall system workflow

The full name, number, date of birth,etc. the information is sent to the server,
and the server requests the blockchain to check for duplicates and the user fulfills all
the necessary conditions, such as reaching the age specified for obtaining a driver’s
license. In the absence of duplicate accounts , the server collects information about
user and creates an account for him and publishes a copy of the the learner’s permit
which is a limited license issued to anyone undergoing driving training but if a
duplicate account exists, the user will be asked from him to login because he already
has an account .

3.2.2 Interaction to obtain driver’s license

After the user gets an account ,and learn all his lessens , he will get the date of exam.
the user goes to pass the exam where his data is extracted from the blockchain by
the approver to verify his information.The results of the exam of user are stored
in the blockchain for written and Practical test. If the scores are satisfactory after

29



3.2 Global Architecture Chapter 3

passes the tests his license is activated and the user is then notified of his results by
the approver through the interface and the process of obtaining a driver’s license is
carried out according to the scheme 2.1.

3.2.3 Interaction of police officers with system

Our system will also help police officers so that they can verify the integrity of the
license by requesting a blockchain query to find the information of a specific driver.
And in the event of a traffic violation, the police file a complaint against this driver,
which contains information from the police report such as the complaint id, the
license holder’s id, the level of the driver traffic violation and points that must be
removed. The complaint is then sent and stored in the blockchain, and if the points
deduct to zero, the license status will change from active to stopped.

3.2.4 Use case diagram for system

The figure 3.2 is presenting a use case diagram of our system ,thus, it is explaining
the role of each actor in the system.

Figure 3.2: Use case of system
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3.3 Detailed architecture

In this part, we present the sequence diagrams to define the different interactions
between each of the actors and the components of the system.

3.3.1 User Sequence Diagram

the "User" sequence diagram shown in Figure 3.3 present the interaction and all sce-
narios of user with system where the first one is registration scenario.Once the new
user want to has a driving license , he need to filling up a form by inputting creden-
tials such as full name, national identity, blood group, ect through the interface .Our
system sends the data to the server wich performs a query on the blockchain by
using searchbyid() method for duplication check and fulfilling all the necessary con-
ditions, such as reaching the age specified for obtaining a driver’s license.If there is
no duplicate account and he fulfilling all the conditions to user ,the server collects
information about user and creates an account for him using adddriver() method and
publishes a copy of the the learner’s permit which is a limited license issued to any-
one under going driving training .In case there is a duplicate account exists, the user
will be asked to login because he already has an account.

Second scenario is login, once the user login , he will be able to see his dash-
board.if he was a learner , he can see the test date that he will be pass and also he
can see his result and history. if he is a driver , he will be able to see in his dashboard
all his information and the history of all violations issued against him.

Figure 3.3: "User" sequence diagram
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3.3.2 Sequence diagrams of admin

A "Admin" sequence diagram shows admin interactions with our system . It de-
picts the actors involved in the scenario and the sequence of messages exchanged
between the actors needed and admin to carry out the functionality of the scenario.

The administrator first needs authentication to access the system where he will
login with his username and password through the interface. our system sends
the data to the server wich performs a query on the blockchain for authentification
check and there is no error in password or username. if there is no error ,the server
collects information and open the admin dashboard , if there is error he will receive
message to try again .

The administrator has the authority to access the list of users and their informa-
tion as well as the list of approvers and their records, and he can accept or refuse
both or them, also he can access the Blockchain. In addition, he is the one who must
verify the correctness of the information entered by the users who want to sign up .

Scheme 3.4 illustrates the role of the admin.

Figure 3.4: "Admin" sequence diagram
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3.3.3 Sequence diagrams of police

Interaction of the policeman scenarios are defined in sequence diagram as shown in
Figure 3.5,where the first one is registration scenario which lies in his login into the
system with his username and password through the interface. our system sends
the data to the server wich performs a query on the blockchain for authentification
check and there is no error in password or username. if there is no error ,the server
collects information and open the policeman dashboard .

After he login and through the interface he could seeing all the information and
history of the driver ,thus, he has the possibilite to check driver’s identity and the
integrity of the license through request for a query to the blockchain by invoking
searchbyid() method .

If the policeman find any violation from the driver ,he is filing a complaint
against him by filling up a form by inputting id driver, the cause and level of vi-
olation and the point reduced through the interface then this complain sent and
stored in the blockchain using addcomplain() method. If several police complain
and deduce points of driver to zero, the status of the license will be changed from
Active to Stalled.

Figure 3.5: "Police" sequence diagram
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3.3.4 Sequence diagrams of approver

Scenarios of "Approver" tasks are defined in sequence diagram As shown in Figure
3.6,where the first one is registration scenario. once the approver filling up a form by
inputting credentials such as full name,national Identity ,ect through the interface.

Our system sends the data to the server wich performs a query on the blockchain
by using searchbyid() method for duplication check and fulfilling all the necessary
conditions, such as he able to educating learners. if there is no duplicate account
and he fulfilling all the conditions, the server collects information about him and
creates an account for him using addapprover() method and open his dashboard. in
case there is a duplicate account exists, the approver will be asked to login because
he already has an account.

After the approver login in the system where he will login with his username
and password through the interface. our system sends the data to the server wich
performs a query on the blockchain for authentification check and there is no error
in password or username. if there is no error ,the server collects information and
open the approver dashboard .

The approver must specify the test date for users and also access their files of
course, to verify their information by searchbyid() method. After passing the exam,
the approver puts the points in the blockchain through the interface and server and
also approver notifies the user of his results through the interface.

Figure 3.6: "Approver" sequence diagram
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3.4 Implementation

3.4.1 Development Tools

Firstly, the main tools that we used for the realization of our system are as follows:

3.4.1.1 System Configuration and Operating System

The project are performed on processeur Intel® Pentium(R) CPU B960 2.20GHz, and
4 Go of memory. We implement the project using ubuntu 18.04.5 LTC.

3.4.1.2 Node.js

Figure 3.7: Nodejs logo

Is an open-source, environment that runs on the V8 engine and executes JavaScript
code outside a web browser.it lets developers to write command line tools and for
server-side scripting to produce dynamic web page content before the page is sent
to the user’s web browser. To develop smart contracts, we must configure our envi-
ronment by installing Node Package Manager (NPM), supplied with Node.js [3].

3.4.1.3 Ganache

Figure 3.8: Ganache logo

Is a personal blockchain that allows you to create an Ethereum blockchain so
that you can run tests, execute commands, and inspect status while monitoring the
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operation of the chain. It gives you the ability to perform whatever actions you
would do on the main channel without the cost. Many developers use it to test their
smart contracts during development.

Thanks to ganache we can have 10 Ethereum accounts with a balance of 100
ether (fake ether) for each account and even it allows us to examine everything that
is happening in this blockchain which is why we have chosen it. All versions of
Ganache are available for Windows, Mac, and Linux [2].

3.4.1.4 Metamask

Figure 3.9: Metamask logo

Is a crypto wallet that can be used on Chrome, Firefox browsers. It works as a
bridge between normal browsers and the Ethereum blockchain. It is Accessible to
everyone, its primary purpose is to make the development of decentralized appli-
cations easier.

3.4.1.5 Remix IDE

Figure 3.10: Remix IDE logo

A powerful open source tool that helps you write Solidity contracts right from
the browser. Written in JavaScript, Remix supports both in-browser and locally .We
chose it because :
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1. It is very practical and very relevant to learn to code on Solidity

2. You can access it just by browser and there is nothing to install

3. We automatically have the latest versions of Solidity

4. It allows you to compile and execute smart contracts instantly, in all kinds
of blockchains, i.e. you can deploy a smart contract in the real Ethereum
blockchain directly from Remix. It is therefore very flexible .

3.4.1.6 Truffle

Figure 3.11: Truffle logo

Is a Framework for developers to launch a smart contract project with one click
and provides you with a project structure, files and directories that make it easy to
deploy and test. We chose truffle because it is powerful and it helps us and facilitates
interaction with our smart contract.

3.4.1.7 web3.js

Is a collection of libraries which allow you to interact with a local or remote ethereum
node, using a HTTP connection. It interacts with the Ethereum blockchain and smart
contracts, and more [4].

3.4.1.8 React.js

Figure 3.12: React js logo
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React or React.js is a free JavaScript library developed by Facebook since 2013.
The main purpose of this library is to facilitate the creation of single page web ap-
plication, through the creation of state dependent and generating components an
HTML page at each change of state.React is a library that only manages the inter-
face of the application, seen as the view in the MVC model. thus,It can be used with
another library or an MVC framework like AngularJS. The library stands out from
its competitors with its flexibility and performance, working with a virtual DOM
and only updating the rendering in the browser when needed.

3.4.1.9 Visual Studio Code

Figure 3.13: Visual Studio Code logo

Is a lightweight but powerful source code editor which runs on your desktop
and is available for Windows, macOS and Linux. It comes with built-in support for
JavaScript, TypeScript and Node.js and has a rich ecosystem of extensions for other
languages (such as C++, Java, Python, PHP, Go) and runtimes (such as .NET and
Unity) [1].

We chose it to implement the project because free and open-source, also it easy
to use.

3.4.1.10 JavaScript

Figure 3.14: JavaScript logo

Is a scripting programming language primarily used in interactive web pages
and as such is an essential part of web applications. Along with HTML and CSS
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technologies, JavaScript is sometimes considered one of the core technologies of
the World Wide Web. A large majority of websites use it, and the majority of web
browsers have a dedicated JavaScript engine to interpret it, regardless of security
considerations that may arise if necessary. It is an object-to-prototype oriented lan-
guage.

3.4.1.11 Solidity

Figure 3.15: Solidity logo

Is an object-oriented, high-level language for implementing smart contracts wich
are programs govern the behaviour of accounts within the Ethereum state.Solidity is
influenced by C++, Python and JavaScript, and is designed to target the Ethereum
Virtual Machine (EVM). Solidity is statically typed, supports inheritance, libraries
and complex user-defined types among other features.

3.4.2 Environment Configuration

To implemente the system of the driver’s license management web application in-
teracting with the blockchain. First, we will create a directory that will contain the
files of our project as follow :

$ mkdir drivers
$ cd drivers
Now that we are in our file, let’s get started building our the project manually.

The project directory structure look like at Figure 3.16.
This is a truffle project that I have created to building full blockchain applica-

tions, all the the dependencies that we need for project are declared on package.json
after that we installed from the command line like this: $ npm install

Let’s examine the project directory structure that we just created:

• contracts directory: this is where all smart contacts live that handles our mi-
grations to the blockchain.
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Figure 3.16: Directory structure of project

• migrations directory: this is where all of the migration files live. Whenever
we deploy smart contracts to the blockchain, we are updating the blockchain’s
state, and therefore need a migration.

• node_modules directory: this is the home of all of our Node dependencies we
installed.

• test directory: this is where we’ll write our tests for our smart contract.

• Components directory: this is where we will develop our client-side applica-
tion.

• truffle-config.js file: this is the main configuration file for our Truffle project,
where we’ll handle things like network configuration.

3.4.3 Writing Smart Contract

Inside the contract form, we define seven state variables,one to store the address of
owner of contract, which is the account for deploying the smart contract, "driver-
Count" and " imageCount" to keep track of how many drivers and complains exist
in the smart contract, "Result" for result of driver’s tests, and other static variables.
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We created data structures, with attributes by creating a driver struct, approver
struct, police struct, cmplain struct. Structures stored all the attributes that we need
and we modeled it like at Figure 3.17.

Figure 3.17: Struct of project

We created a mapping on Solidity to store driver, approver, complain and police
on the blockchain. Mappings have unique keys that return unique values. In our
case, we used an id as a key, and the value was a driver struct, approver struct and
police struct. This make us essentially to look up a driver by id (have the same work
with searchbyid () method ) and the same thing with approver, complain and police.

1. mapping(uint => driver) public drivers;

2. mapping(uint => complain) public complains;

3. mapping(uint => police) public polices;

4. mapping(uint => approver) public approvers;

The constructor function( Fig 3.18 ) is a special function that gets called whenever
the smart contract is created for the first time, thus, deployed to the blockchain and
usually defines the initial contract behavior. Our constructor is defined that the
sender’s address must be as owner and we set it to msg.sender, which is the repre-
sente the global variable of the address that calls the function.Also we created events
( Fig 3.18 ), they are an important concept in smart contracts,wich make every one
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can listen for this event to verify that a driver, approver, complain and police were
created on the blockchain and errorLog informs us that there is an error during reg-
istration.

Figure 3.18: Events and constructor of project

We created a functions for driver’s license management .Let’s explain the work
for each one of them:

• The Register Functions:

We set a function registerdriver() ( Fig 3.19 )that allows a user(learner, driver)
to signup which accept six argument. We set the function visibility to public so
that it can be called outside of the smart contract, like in the console, or from
the client side for example. Next, we add requirement that must be satisfied
before the function continues execution. Also we increments the user count to
have possibilite to know how mutch users we have in system.

After that , we put a condition that if id duplicated, trigger an event that this
id is already registered . Else we create a new user(learner, driver) and add it
to the mapping. Note that msg.sender is the address of the admin accepting
the register of user. Finally, we trigger an event to let everyone know that the
user(learner, driver) was created sucesfully.

The same scenario with addapprover(), addpolice(), uploadcomplain() there is
a little difference between them lies in difference of attributes of each struct.
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Figure 3.19: The Register Functions of project

• The settestresult() Functions:

We set a function settestresult() ( Fig 3.20 ) that allows approver to put learner’s
test result which accept three argument, they are driver id and approver id and
test mark. We set the function visibility to public so that it can be called outside
of the smart contract, like in the console, or from the client side for example.
After that , we put a condition that if finalGrade was false (that’s mean user
is not a driver) and the approver test code was 1 or 2, put the mark of learner,
else will asks for enter valid approver id. In the case finalGrade was true, we
can not change marks.

• The upgrade() Functions:

We set a function upgrade() ( Fig 3.21 ) that allows upgrade learner after he
succeed in all tests to be a new driver , which this function accept one argu-
ment, it is driver id. We set the function visibility to public so that it can be
called outside of the smart contract, like in the console, or from the client side
for example. After that , we check the result of learner. Depending on how
much his result, he will be a new driver or still learner. If the result was more
then 6, we update the learner final Grade to true and also update his statue to
new driver and his points to 12.

• The reducepoints() Functions:

We set a function reducepoints() ( Fig 3.22 ) that allowed just for police man
to use. This function useful when the police man find a traffic violation from
driver.We set the function visibility to public so that it can be called outside
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Figure 3.20: The Set result function of project

of the smart contract. In the body of function, we initially check whether the
total of the points of driver is higher than 0 using require(drivers[_id].points
> 0);. Depending on that we reduce points from his points depending degree
of traffic violation.Afterwards, we update the driver’s points in our mapping.

3.4.4 Compiling Smart Contract

We compile the smart contract to make sure that everything worked and there are
no errors. After compiling ,a new file was generated (’./src/abis/License.json’). This
file is the smart contract ABI file wich contains a JSON representation of the smart
contract functions that can be exposed to external clients, like client-side JavaScript
applications.The figure 3.23 shows that we do it successfully.

3.4.5 Deploying Smart Contract

We deploy our smart contract to the personal blockchain network by creating a mi-
gration script inside the migrations directory meant to alter the state of our applica-
tion’s contracts, moving it from one state to the next by issue $ truffle migrate com-
mand. In case that we successud the ganache shows that the state of the blockchain
has changed and the figure 3.24 representing that.
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Figure 3.21: The up grade function of project

Figure 3.22: The reduce points function of project

3.4.6 Testing Smart Contract

We test our smart contract to ensure that all function of contract works properly.
There is two ways to do that :

First, testing our contract with create a file called License.test.js and creating test
using JavaScript to simulate client-side interaction with our smart contract and the
figure 3.25 shows the result of some test that we have create. Second, testing our
contract with Remix IDE and the figure 3.25 shows the most functions of our smart
contract after the deployment using Remix IDE.

3.4.7 Front End

After all past steps that we have done. We build also the client side to interact with
driver’s license management smart contract.We connected our web browser to the
blockchain using Metamask which connected to our Ganache personal blockchain
and import some accounts from Ganache into Metamask so that we can act on their
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Figure 3.23: Result of compiling smart contract

Figure 3.24: Blockchain state after contract deployment

behalf as users of our application.
The main steps to connect our client side application to the blockchain is import-

ing web3 into our App.js and created a new function which it instantiates web3 and
function which detects the presence of an Ethereum provider in the web browser(
loadWeb3()). Also we created a function that loads data from the blockchain named
loadBlockchainData().

3.4.8 Presentation of the system interfaces

First, we running our development server by $ npm run start to automatically open
the website in our browser on home page (Fig 3.26) of system where making the
client register and search and login if he alredy signup in system.

Access to the system:
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Figure 3.25: Test result with Truffle

When the client want to access to the system, he will have two options:

• Either he already have an account, and in this case he can access to the system
by login interface (Fig 3.27), thus, when the enter information is reight, the
client will be directed to his profile.

• Either you don’t have an account, and therefore you must click on the "Regis-
ter" in the navbar. That will take you to the registration form .When the client
full the form and click on register button , will showing him metamask win-
dow to confirm the transaction as shown in Figure 3.29. in case that every
thing right, he will receive window of confirmed transaction (Fig 3.28) mean
that his account is created, after that he converts to his profile.

Admin and client profiles
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Figure 3.26: Home page

• Admin profile:

If you are an admin, and after you go through the authentication step , you can
view your system, can have the list of users , also can have the list of approvers
and complain . as the Figure 3.30 shows.

• Approver profile:

After the authentication step, the approver can access to his profile which can
upload mark by full the form and click on upload mark where that action form
a transaction and the figure 3.33 shows that. Also he can see the liste of users
in system and Upgrade user as the figure show.
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Figure 3.27: Login page

Figure 3.28: confirmed transaction

Figure 3.31: User list in approver profile

49



3.4 Implementation Chapter 3

Figure 3.29: Register to system

Figure 3.32: Approver upgrade condidate
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Figure 3.30: Admin profile

Figure 3.33: Approver upload mark
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• Police profile:

The police access to his profile which can add complain with picture and de-
scription,this action of click on upload button form a transaction and the figure
3.34 shows that . Also he can see the liste of users in system and has a botton
of logout.

Figure 3.34: Police profile
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Figure 3.35: Result of transaction

Figure 3.36: Add complain
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3.5 Conclusion

In this chapter, we introduced the design of our system (global and detailed archi-
tecture), by adopting a Blockchain for using driver’s license, and we shows actors
and their interactions in the system.Also we introduced the development tools we
used as well as the most important interfaces of our application through a set of
screenshots.
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General Conclusion

The promising innovative technology of the Blockchain that has proven its effec-
tiveness in the field of security and decentralization in various sectors has made
reliance on the use of data collected from traditional systems unpopular as there is
no guarantee that the data will not be tampered in some way.

In this work, our solution to the driver’s license management problem addresses
( like the lack of integrity of users and service providers ) using blockchain technol-
ogy:

• Transparency that ensures that they brings multiple benefits to all entities in
the system .

• Trace-ability which is the main feature to avoid forgery and dishonesty , it
enables us to find out who is eligible from whom not.

These two characteristics are among the most prominent characteristics of this tech-
nology, which also has many benefits.

We can cite points among the strengths of this work that using blockchain tech-
nology, the information will be present and not falsifiable as long as the blockchain
exists and also since the blockchain is a large distributed record that is copied in sev-
eral places this makes it impossible to lose the driver’s license and all the recorded
information in system.
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