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PAN = Personal Area Network.
LAN = Local Area Network.

WAN = Wide Area Network.

MAN = Metropolitan Area Network.

CSMA / CD = Carrier-Sense Multiple Access with Collision Detection.

IP = Internet Protocol.

OSI = Systems Interconnection Model.

EIGRP = Enhanced-Interior-Gateway-Routing-Protocol.
IGRP = Interior Gateway Routing Protocol.

RIP = Routing Information Protocol.

OSPF = Open Shortest Path First.

IS-1S = Intermediate-System-to-Intermediate-System.
NIC = Network Interface Card.

MAC = Media Access Control.

PSTN = Public Switched Telephone Network.

DSL = Digital Subscriber Line.

BNC = Bayonet-Neil-Concelman.

RJ-45 = Registered Jack 45.

STP = Spanning Tree Protocol.

STP = Shielded Twisted-Pair.

UTP = Unshielded Twisted-Pair.

ST = Straight Tip.

SC = Subscriber Connector.

FC = Ferrule Connector.

LC = Lucent Connector.

ISO = International Organization for Standardization.

UDP = User Datagram Protocol.
TCP = Transmission Control Protocol.

XI
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VLAN = Virtual Local Area Network.
VPN = Virtual Private Network.

SSH = Secure Socket Shell.

IP Sec = IP Security.

VTP = Virtual Trunking Protocol.

ISL = Inter-Switch Link.

DHCP = Dynamic Host Configuration Protocol.
NAT = Network Address Translation.

ISP = Internet Service Provider.

AAA = Authentication / Authorization / Accounting.
HSRP = Hot Standby Router Protocol.

DTP = Dynamic Trunking Protocol.
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Abstract:

In light of the rapid spread of information and communication technology and the
growing role it plays in various fields, we have researched one of the most important
communications technology which is computer networks.

The networks of our time have become very important and more used in institutions for
easy transmission and sharing of information, which prompted us to do a comprehensive study in
this field because it is considered a sea itself for its enormous information and different varieties.
We also know that as this technology evolves, it becomes more vulnerable to threats to the
security and integrity of existing information, as a result of the emergence of so-called
cyberattacks such as malware, hacking software, and various forms aimed at sabotaging or
stealing and damaging enterprise information.

Our goal in this research is to embody everything we have learned throughout our career
in networking and collect it in this thesis, from the basics of networks to study the design and
development of a campus network, which consists of a set of network devices and protocols used
to build the network. And test the connection of devices with each other or outside the network
(such as Internet connection or another branch), and protect them from any attacks either inside
or outside using the simulator software of the company "Packet Tracer."
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:datie 1.3
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pfadgd
Ll ik
‘ j'_j Jpagl dide
e =, By e W e T W Tgman
" w AR - W' Wy | e we s
PR} e Vel 4y
e g0 pd {40 Lt iy

gralall apal) A8 il JSe ¢ 23084
53 IPosbis Lasadis VLAN clsed dpans 3.4.3

VLAN cilad Jgoa 1.3.4.3

Interface 4¢als A o glie vlan a)
Network
Sw8 Sw7 | Sw6 | Sw5| Sw4 | Sw3 | Sw2 | Swl Address
FO/1 FO/0 | 192.168.10.0/24 | Vlanl0
FO/2 | FO/1| FO/1| 192.168.20.0 /24| Vlan 20
FO/5 | FO/2 192.168.30.0 /24 | VIlan 30
FO/1 | FO/1 | FO/1 192.168.40.0 /24 | Vlan 40
FO/2 FO/2 192.168.50.0 /24 | Vlan 50
FO/5 | FO/2 192.168.60.0 /24 | Vlan 60
F0/1-2 | FO0/1-2 192.168.250.0 /24 Vlan
FO/5-6 | FO/5-6 250

A 8 s gl slies VLAN @ilSes s 1.30 93
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10mgliad) Jgaa 2.3.4.3

-

s gl IP sl il 52l
FO/3 255.255.255.252 10.0.0.58 Fo/0 EDGE
FO/3 255.255.255.252 10.0.0.62 FO/1
ETO/1 255.255.255.252 11.0.0.1 ETHO0/0/0
ETHO0/0/0 255.255.255.252 11.0.0.2 ETO/1 FIREWALL
F0/0 255.255.255.252 13.0.0.1 ETO/0
ETO/0 255.255.255.252 13.0.0.2 F0/0 ISP
S0/2/0 255.255.255.252 15.0.0.1 S0/2/0
S0/2/0 255.255.255.252 15.0.0.2 S0/2/0 R-Outside
FO/1 255.255.255.252 14.0.0.1 F0/0
FO/4 255.255.255.252 10.0.0.6 FO/1 C1
FO/4 255.255.255.252 10.0.0.14 F0/2
F0/0 255.255.255.252 10.0.0.57 F0/3
FO/5 255.255.255.252 10.0.0.22 FO/4
FO/5 255.255.255.252 10.0.0.30 FO/5
FO/1 255.255.255.252 10.0.0.41 F0/6
FO/3 255.255.255.252 10.0.0.37 FO/7
FO/4 255.255.255.252 10.0.0.34 FoO/1 C2
FO0/4 255.255.255.252 10.0.0.26 F0/2
FO/1 255.255.255.252 10.0.0.61 F0/3
FO/5 255.255.255.252 10.0.0.18 FO/4
FO/5 255.255.255.252 10.0.0.10 FO/5
F0/2 255.255.255.252 10.0.0.45 F0/6
F0/2 255.255.255.252 10.0.0.49 FO/7
FO/1 255.255.255.252 10.0.05 FO/4 D1
FO/5 255.255.255.252 10.0.0.9 FO/5
FO/2 255.255.255.252 10.0.0.13 FO/4 D2
FO/4 255.255.255.252 10.0.0.17 FO/5
F0/2 255.255.255.252 10.0.0.21 FO/4 D3
FO0/4 255.255.255.252 10.0.0.25 FO/5
FO/1 255.255.255.252 10.0.0.33 FO/4 D4
FO/5 255.255.255.252 10.0.0.29 FO/5
FO/7 255.255.255.252 10.0.0.50 F0/2 DC1
FO/7 255.255.255.252 10.0.0.38 FO/3
FO/5 255.255.255.252 10.0.0.69 FO/5
F0/6 255.255.255.252 10.0.0.42 FO/1 DC2
F0/6 255.255.255.252 10.0.0.46 FO/2
FO/5 25.255.255.252 10.0.0.70 FO/5
F0/2 255.255.255.0 192.168.250.103 FO | SERVER-WEB
FO/1 255.255.255.0 192.168.250.100 FO | SERVER-
TACACS+
FO/1 255.255.255.0 192.168.250.102 FO | SERVER-
EMAIL
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interface FastEthernet0/1

description to vlan 10 host

switchport access vlan 10

switchport mode access

switchport nonegotiate

switchport port-security

switchport port-security maximum 2
switchport port-security mac-address sticky
switchport port-security violation restrict
switchport port-security mac-address sticky
0040.0B2C.32C9

spanning-tree portfast

spanning-tree bpduguard enable
storm-control broadcast level 40

| interface FastEthernet0/2

description to vlan 20 host

switchport access vlan 20

switchport mode access

switchport nonegotiate

switchport port-security

switchport port-security maximum 2
switchport port-security mac-address sticky
switchport port-security violation restrict
switchport port-security mac-address sticky
00D0.9726.336E

spanning-tree portfast

spanning-tree bpduguard enable

storm-control broadcast level 40
!

o3 lde a3 30 switch port

el dgmala 4y 58 A0S aranai g BlSlas

interface FastEthernet0/3
ip dhcp snooping trust
switchport mode trunk
switchport nonegotiate

!

interface FastEthernet0/4
ip dhcp shooping trust
switchport mode trunk
switchport nonegotiate

!

interface FastEthernet0/5
switchport mode trunk
switchport nonegotiate

!

interface FastEthernet0/6

switchport access vlan 10
!

f0/6 « 0/5 f0/4<f0/3¢ f0/2:F0/Ligals : 1.3 al daild

vlan 10 Judi & Cus vians sae ) A a5 VEAN Gl fdY) dlaal) 4080 s Joaty -
LS el Sledl) andiid) Gipuls Sleas dlaia dgals JS 8 (AcCESS)dpasll s 8 Vian 20

vian igaly ?5)5 ?“\(13-)'5 MG)@AC_@}A}A

C¥aldly dalall dgals o Ll 2y cilalae) e 3)le port security ok oo 8Ll oda 4les -
s 2l @iy OIS Jla 3 cusy MAC Address 31 Gpb e 4l L)) dsaall & - lad) ol aiall
Bl aal e olea Ty pasdll A8y Jaall e mpae e

bl Gkl Tl Al ) Jsaal) e oSy ol )

: STP Closaa aia dleall -

oy iy of s pdladl ppall Ala ) Ml Al jeal Port Fast Jedy Ld e

. (Convergence Time

BPDU J) Jilsy Jliinl aae 5 3Ll 4lea) BPDU guard Juxiiy o
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18l L) (g o (Rl (g S Floodd clesa (e lSull) dyleald 3000 dualastorm Control

SIS g G Sl Jlols JUELY sl didy  Alaidl L 8 Trunk gy duds

A

Server-FT
TACACS+

aadl e liie 3gage die JS Jan cililal) 35a Al s 43,5,

. VLANS 41l
Akl deals Je DTP sl Bty o580 SWitchport nonegotiate

Data Center ) clbal) S : 2 g2 2.4.4.3

S T |
el e
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- WEB

Server-PT
Server-FT Server-FTorpy ER-EMAIL
WEB SERWER 1

4 A1 adlsall arens

bl et 4.3084

eSlaall iy L Jaiatl 2358l Cead DU Rl UL 3S5e i
£ A adpl Wllewin Uiy pha 3 Ll Aaslil

:Tacacst adld eSS o

B TaACACSs

===

Wi Managerment
Radius EAF

Physical Config Services Desktop Programming Attributes.
[ SERWVICES ]| - o
[ = ]
[ DHCP ] Service W@ an 0 OFF Radius Port 1645
| DHCPWG 1
[ TETE ] Metwork Configuration
{ EMs } Client Mame EDGE Client IF 10.0.0.58
SYSLOGS
[ = _] Secret 4050 Serveriype [Tac_acs - ]
[ MNTFE ] lient Marm: Client I erver Typ ey il
[ EMAIL 1
I ==5 ] 1 | EDGE 10.0.0 .58 Tacacs 4050
| IoT ] 2 EDGE 10.0.0.62 Tacacs 4050
[ ]
[ ]

User Setup

Usernams Password

Ussrnams Password

1 M 123456789

=] Top
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: Email a2l (nsss o

P SERVER-EMLAIL ==r=T]

telecom 1
telecom 2
electronigque 1
electronigue 2

WM Management

FRadius EAP

Physical Config Services Desktop Programming Attricutes

[ SERVICES I = ENLAIL

{ ;;_::F; } SMTP Serwvice POF3 Service

[ DHCOCPwWE ] @ oM @ OFF @ oM @ OFF

[ TFTP ]

I [=10T=] ]

[ SvSLOG ] Domain Mame: email.com Set

[ Aunn, ] User Setup

[ NIE ] User Password

L EMAIL B

[ FTE ] telecom )

—— | |===1
[ ] -

| | R

Change

Password

=] Top

. Email a3ls : 6.3 Js&
ol Jitad L) Legunsis i)l JlsY psiiy -

:WEB add ¢usS3 0

R WEB ===

</html=

W Management
Radius EAP

Physical Config Services Desktop Programming Attributes
—————
[ SERVICES ] it File Mame: index.htmi
L HITE J
[ DHCP ] =htmi=
=center=<=font size="+2" color="blue’>Cisco Packet Tracer</font=</center=
[ DHCPWE ] hee
[ TFTF ] <
[ DMNS ] =
hallo
[ STYSLOG ] -
[ AuBA ] =
[ NTE ] =<p=CQuick Links:
=br=<a href="hellow orid. htmr=24 small page</a=
[ EMAIL | =br=<a href="copyrights.htmr=Copyrights=/a=
[ FTFP ] <br==<a href="image.html=Image page</a>
[ ToT ] =br==a href="cscoptliogo177x111_jpg=Image</a=

[ Fie manager | [ sawve |

=] Top

WEB ala (s 7.3 Jed
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rolial yalg¥) Al 8 ma;mge b LS anygill Adda (4 6Shy Liad

enable password cisco

I

ip dhcp excluded-address 192.168.10.1
192.168.10.3

ip dhep excluded-address 192.168.20.1
192.168.20.3

ip dhcp excluded-address 192.168.30.1
192.168.30.3

I

ip dhcp pool vlan10

network 192.168.10.0 255.255.255.0
default-router 192.168.10.1

dns-server 8.8.8.8

domain-name cisco.com

ip dhep pool vlan20

network 192.168.20.0 255.255.255.0
default-router 192.168.20.1

dns-server 8.8.8.8

domain-name cisco.com

ip dhcp pool vlian30

network 192.168.30.0 255.255.255.0
default-router 192.168.30.1

dns-server 8.8.8.8

domain-name cisco.com

I

ip routing

|

interface GigabitEthernet0/1
switchport trunk encapsulation dotlq
switchport mode trunk

switchport nonegotiate

I

interface GigabitEthernet0/2
I

interface Vlanl

no ip address

shutdown

|

interface VIan10

mac-address 0001.9713.1601

ip address 192.168.10.2 255.255.255.0
standby 10 ip 192.168.10.1

I

interface Vl1an20

mac-address 0001.9713.1602

ip address 192.168.20.2 255.255.255.0
standby 20 ip 192.168.20.1

standby 20 priority 120

standby 20 preempt

spanning-tree vlan 10 priority 28672
I

interface FastEthernet0/1

switchport trunk encapsulation dotlq
switchport mode trunk

switchport nonegotiate

|

interface FastEthernet0/2

switchport trunk encapsulation dotlq
switchport mode trunk

switchport nonegotiate

|

interface FastEthernet0/3

switchport trunk encapsulation dotlq
switchport mode trunk

switchport nonegotiate

|

interface FastEthernet0/4

no switchport

ip address 10.0.0.5 255.255.255.252
duplex auto

speed auto

|

interface FastEthernet0/5

no switchport

ip address 10.0.0.9 255.255.255.252
duplex auto

speed auto

interface VIan30

mac-address 0001.9713.1603

ip address 192.168.30.2 255.255.255.0
standby 30 ip 192.168.30.1

standby 30 priority 120

standby 30 preempt

I

router eigrp 1

network 10.0.0.4 0.0.0.3
network 10.0.0.8 0.0.0.3
network 192.168.10.0
network 192.168.20.0
network 192.168.30.0

no auto-summary
1

esl) diday (aldll clidal) aaie Jase 1 2.3 yal daild
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i A e auag 2y Sles U (IP Address) olsie cud oo ) 58 DHCPUS 555 -
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AAA
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CORE CONFIG Gighi1 Fali3
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Ryl Fa05s
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FaOM ggp.- Falil & o, -l T~
: 550 _— - I Ll <177 P "'--..\
/' ” # Wuttilaver Fal/7 ”’\ ‘\\
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!
ip routing
I

port-channel load-balance src-dst-ip
spanning-tree mode pvst

!

interface Port-channell

no switchport

ip address 10.0.0.1 255.255.255.252
|

interface FastEthernet0/1

no switchport

ip address 10.0.0.6 255.255.255.252
duplex auto

speed auto

|

interface FastEthernet0/2

no switchport

ip address 10.0.0.14 255.255.255.252
duplex auto

speed auto

|

interface FastEthernet0/3

no switchport

ip address 10.0.0.57 255.255.255.252
duplex auto

speed auto
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interface FastEthernet0/4

no switchport

ip address 10.0.0.22 255.255.255.252
duplex auto

speed auto

|

interface FastEthernet0/5

no switchport

ip address 10.0.0.30 255.255.255.252
duplex auto

speed auto

|

interface FastEthernet0/6

no switchport

ip address 10.0.0.41 255.255.255.252
duplex auto

speed auto

|

interface FastEthernet0/7

no switchport

ip address 10.0.0.37 255.255.255.252
duplex auto

speed auto
I

router eigrp 1

network 10.0.0.0 0.0.0.3
network 10.0.0.4 0.0.0.3
network 10.0.0.12 0.0.0.3
network 10.0.0.20 0.0.0.3
network 10.0.0.28 0.0.0.3
network 10.0.0.36 0.0.0.3
network 10.0.0.40 0.0.0.3
network 10.0.0.56 0.0.0.3
no auto-summary

il Ay alall ciladal) saxie Jawe : 4.3 el daild

Al & bl el Inter-vian

Load - ans diany oLl clihall aswie Jase (ilen O Cbasipal) (ddie 8 port—channel o) -
. Etherchannel Groupas sasally (cans Jaé aaly Jasl S Lelaa 5 Jaily )l awaii Cusbalancing

.EDGE ;5 qjsill dnkally Alaial) ML) &lgic -

Al ol cpilea G sl Juadl e gl (EIGRP) aladis) -
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11.0.0.0 /30

4 EthO/Ov0

FﬂD.-'III’l T Faoi

/ 2811

EDGE

10.0.0.0 /30
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firewall s EDGE 4age: 582 5.4.4.3

ETUSU |

Et0:1

firewall 5 EDGE 4a :14.3 (&

:EDGE 433 (0588 ©

S Uil Ay 405 o Lala Sty 4308 JuatY) ey Al Bila e dsage 4ns Sles

: IS i g ye b asle Aladall CNS gl i)

enable secret 5

$1$mERr$sLrK BRiILmgCUQXa52UQTg/
!

!
aaa new-model

!

aaa authentication login default group
tacacs+ local

I

ip domain-name ccna.com

!

|

interface FastEthernet0/0

ip address 10.0.0.58 255.255.255.252
ip nat inside

duplex auto

speed auto
!

router eigrp 1

redistribute static

network 10.0.0.56 0.0.0.3

network 10.0.0.60 0.0.0.3

no auto-summary

I

ip nat inside source list nat interface
Ethernet0/0/0 overload

ip classless

ip route 0.0.0.0 0.0.0.0 Ethernet0/0/0
I

ip flow-export version 9

interface FastEthernet0/1

ip address 10.0.0.62 255.255.255.252
ip nat inside

duplex auto

speed auto

|

interface Ethernet0/0/0

ip address 11.0.0.1 255.255.255.252
ip nat outside

duplex auto

speed auto

ip access-list standard nat

permit any
I

tacacs-server host 192.168.250.100
key 4050

!

line con 0

|

line aux 0

!

linevty04

login authentication default
transport input ssh

EDGE 4s5s :5.3 4l 4aild
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bl Ay Ghgl 5 aal Jady 5 40 e el dleall )l Lig 43) Cua SSH aladia) -
oo el a5 lehals e

pasd ) ALYl A ) Jaall mplaill slheY TACACSH adla ahasiuly AAA  Jaii -
sl G iy (edd IS Sl

e Agallall 1P opstie ) Jaaiily ddaddl lSl) 6 dalall yliall aladinl assis 46 ANAT -
cen iyl Juay)

(Firewall) ASA 5505 jlga (msss O

) e 5 A e Al Glaghaall Al 5 Qgulal) @l 8 L Gl Ghalidl o Jduadlls o 58
AN Y Al edat oSl ol Jaid (e . 4S04 S50 s @il g o

hostname FIREWALL class-map inspection_default
domain-name cisco.com match default-inspection-traffic

enable password 4IncP7vTjpaba2aF !

encrypted policy-map global-policy

names class inspection_default

I inspect icmp

interface Ethernet0/0 !

switchport access vlan 2 ?ervice—policy global-policy global

I !

interface Vlanl crypto ipsec ikevl transform-set vpn_set
nameif inside esp-aes esp-sha-hmac

security-level 100 !

ip address 11.0.0.2 255.255.255.252 crypto rlnap vpn_map 10 match address
! vpn_ac

interface Vlan2 crypto map vpn_map 10 set peer 15.0.0.2
nameif outside crypto map vpn_map 10 set ikevl
security-level 0 transform-set vpn_set

ip address 13.0.0.1 255.255.255.252 crypto map vpn_map interface outside
I crypto ikevl enable outside

object network inside-nat crypto ikev1l policy 10

subnet 192.168.0.0 255.255.0.0 encraes

nat (inside,outside) dynamic interface authentication pre-share

object network outside-nat group 2

subnet 14.0.0.0 255.0.0.0 !

I tunnel-group 15.0.0.2 type ipsec-12I

route outside 0.0.0.0 0.0.0.0 13.0.0.2 1 tunnel-group 15.0.0.2 ipsec-attributes
route inside 192.168.0.0 255.255.0.0 11.0.0.1 || ikevl pre-shared-key ciscocisco

1 !

]

access-list vpn_acl extended permit ip object
inside-nat obiect outside-nat

. (Firewall) ASA 5505 jlea : 6.3 jal daild
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sall S GSas Agleadl jlaad Jladll audls Caniad) sl (< -

. Access x=ayEO0/0 4galy Je Vian 2 cp&s -

vlian 1 &us nameif pasiuls cleals an) 2aa35 IP glsie clacbi vlan 2 ¢ vian 1 Gleals Jomss =
aad dal e Lo Al sy ) el1 el (e OUtside  aud 3aL vian 2 s inside s 33k
leve-100 Juasy inside Liwe ol aas ¥V (o leve-0 e Juas, outside cua security-level
.QLJ dag Lﬂ;i

Bl Agaslly Jaadl [P cpglie e 381l 4 « ASA 4l Jaxs Laicobject network NAT Juss -
.Object network NAT el

S s B s GusSy oy «(13.0.0.2) ISP 4l Slea I pd Cub amli jlas S5 -
(EDGE) 4sasill jlea dla olail 4080 Jaka 33¢aY)

ol s e Dl el policy-map s s e AS)a canal (LY calss-map Jeis -

cblll Al ¢S Lgale dabadly Hoyall S paen a2l VPN IP Sec cps&s =

VPN IP Sec: 6 ¢ 6.4.4.3

Oimisn Lol e pae il e e e i YL 35 Sl CYSH ) e desene b
VPN IP SeC cns€il il s s pn s

I 2y ¢us FIREWALL 2 IKEVL Policy s R-Outside 4 ISAKMP Policy i assi .1
Nglasin) ips Al Gl CVE 5 15 andl aguandd  IP Seclal dalad) 43S 5 dud 5L Policy
sy adlell (o edl) Sl Jlaly  osell ASa 8y ae delaiy il Aapa e e L2

[35]. liball [sye A8 A lgaladin dipe () pililly A8abiadl) S5 5

o
(5 ‘i Senrzin

2qn
; 15.0.0.0 /30
FalD g
13.0.0.0 130
Eto/o | O Seli2/0 14.0.0.0 /30
L =
01 T e — J_ —g
-3 ! r Fal/o Falii Fal/Z Fal 45
VPN IPSec Tunnel 2811 e J-24TT PC_PT
i Switché :
5505 R-Outside cliznt
ASAD

Uar ga (pdms b ge s )l VPN IPSEC:15.3 i
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ISP 424 G588 ©

il A s AN (o 5y S 3 i ) A ) Jyem) SR Aord 3550 i
ISP e

interface FastEthernet0/0
ip address 13.0.0.2 255.255.255.252
duplex auto
speed auto
!
interface Serial0/2/0
ip address 15.0.0.1 255.255.255.252
!
ip route 14.0.0.0 255.255.255.0 15.0.0.2
ip route 192.168.0.0 255.255.0.0 13.0.0.1
I

ASP 4ssa: 7.3 ol 4aild

50/2/0 f0/0 « MLl IP (lsic (pad -

A Beal ) e Slly « Firewall slasl <5l Jala eay) o) el OV ol plee cpsSE -
.R-Outside sl |

R-Outside 4ag (ussS 0

eyl sl il deuly Sy Tl ASus Jlady) ey ¢ gl A5 Aila e dgase 4ns Dlea
D ) A el sSall Cale e VPN IP Sec 4 oS

crypto isakmp policy 10 interface FastEthernet0/0
encr aes ip address 14.0.0.1 255.255.255.252
authentication pre-share duplex auto
group 2 speed auto
! !
crypto isakmp key ciscocisco address 13.0.0.1 interface Serial0/2/0
! _ ip address 15.0.0.2 255.255.255.252
crypto ipsec transform-set vpn_set esp-aes clock rate 2000000
esp-sha-hmac crypto map vpn_map
! !
crypto map vpn_map 10 ipsec-isakmp ip route 0.0.0.0 0.0.0.0 15.0.0.1
set peer 13.0.0.1 |
set transform-set vpn_set : )
match address vpn_acl ip access-list extended vpn_acl
I h permit ip 14.0.0.0 0.0.0.255 192.168.0.0
’ 0.0.255.255
!

.R-Outside 4ase (nsSi: 8.3 sl 4aild

. S0/2/0¢f0/0 8Ll IP (jlgic (= -
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{(15.0.0.1) ISP 42l Slea () ey s ol il jlase (68 -
i) Al (555 Ledle Baslaally jgyal) Aa guen il VPN IP Sec o5& ol -

DHCP Spoofing <laaa : 7 ¢1a 7.4.4.3

FED.I"’-‘, i "-.}_‘ —
— —
FaOss ~ —— Falis " Falis == ~
= Gigos1 Gigo it
e e — — —— — . Fay
Fals2 Faorz
Fani e = Fawre v e o
a -
Fao ] . *S o ~— PP e Fao/z 1
Server- L] . o - ”
DHCP SHOOFING A I . — 7 t
I N 1
1 }f, 1
. Falss
- Fal/4 '3 1
Falis _ops o~ y i ~  Falss -
.~

-~

2
3 - P DTJ Er———
I . 5 L
— T - PC_DT
w20 w30 w10 r\.CZU B
R I P |

- Jpadl 44l e DHCP Spoofing assa : 9.3Js&

i 3hel Jias asty DHCP asaa ¢lile DHCP syl Caagiuy Cad a8y asaa 8 DHCP apan -
AP Gaslie e 4lalag) DHCP asla sitiy s 4433 DISCOVER a3a; DHCP

9.3J8d b mnse 9 WS Ciype DHCP adld 3l e VIANT10J IP (lgie aladi) : e

. DHCP SNOOFING ATTCKE = = ==
Physical Config Services Desktop Programming Attributes
SERVICES B DHCP
HTTP
DHCF ] Interface FastEthernetl - | Service @ On Off
BHOPVE Pool Mame serverPool
TFTP
DMNS Default Gateway 17218.0.2
SYSLOG DNS Server B.8.4.4
[ _aaa |
Start IP Address @ 172 16 o 3
[ wre ]
EMAIL Subnet Mask: 255 Z55 Le] o
Fre Maximum Number of Users : 10
Lol TFTP S 0.0.0.0
WM Management srer -
Radius EAP WLC Address: 0.0.0.0
[ Add ] [ Save ] Remove
Pool Default DNS Si:;rt Subnet Max TFTP wWLC
Name Gateway Server | Lo e Mask User | Server Address
serverPool 172.16.0.2 8.8.4.4 172.16.0.3 255.255.... 10 0.0.0.0 0.0.0.0
4 | (1} r
= Top

47

.Cye DHCPala : 10.3 Js&



el dgmala 4y 58 A0S aranai g BlSlas

B poo

===

Physical Config Desktop Programming Attributes

Interface FastEthernetd

IP Configuration

@ DHCP

Static DHCP request successful.
IPw4 Address

Subnet Mask

Default Gateway
DNS Server 8.8.8.8

IPwE Configuration

Automatic @ Static
IPuws Address ;
Link Local Address FES0::240:BFF:FE2C:32C0O

Default Gateway

DMNS Serwver

B02Z.13C

[ use 802.1X Security

Authentication

Username

Password

[ Top

¥ pco (===

Physical Config Desktop Programming Attributes

Interface FastEthernet0

IP Configuration

@ DHCP ) Static DHCP regquest successful
IPwd4 Address.
Subnet Mask

Default Gateway

DMS Serwer

tw
t
"
I

IPw& Configuration

Automatic Static
IPvE Address 7
Link Local Address FE&0::240:BFF.FE2C:32C9

Default Gateway

DMS Serwer

B02.1X

[ use 802.1X Security

Authentication I

Username

Password

=] Top

-aall DHCP aslally 26all DHCP asla s IP lgie @ 11.3J8&

48




el dgmala 4y 58 A0S aranai g BlSlas

DHCP 1l Jeasall (i sud) Mia Jaay 256 DHCP Snooping  dsala Licladiu) asaedl 138 (e dylaal
t el Al 8 mnge 58 LS. trusted ports (3sisal il g asst)l

ip dhcp snooping vian 10,20

no ip dhcp snooping information option
ip dhcp snooping

!

interface FastEthernet0/3
ip dhcp snooping trust
interface FastEthernet0/4
ip dhcp snooping trust

.DHCP Snooping ;yus<i :3.3 jal 4aild

B pco = = ==

Physical Config Deskiop Programming Adtriputes.

IP Configuration

Interface FastEtherneto - |

IP Con figuration
@ DHGP Static
IPuwd Address.
Subnet Mask 25

Default Gateway

DMNS Server

IPwE Configuration

Automatic @ Static
IPw6 address i
Link Local Address FES0::240:BFF:FEZC:32Co

Default Gateway
DNS Server
80213

Use 802.1X Security
Authentication MDS
Username

Passwword

. Saiall DHCP st 5o IP psie : 12.3088
il 5.4.3
-5 e Ping D) Goh oo Lo phe Sl dna (o SHIL o5 Cagu
il Luin 3 VI1an205 Vian10gw Ping - olé (1
® pco - N o i S
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VIan20 5 Vlanl0gse Ping: 16.3 Jsé

. VIan405V1an10 guilise cped 4 oldise VIans guPing - oLd (2

1ms, Maximam =

.Vlan40 5 VIan1lOgx» Ping: 17.3 Jsi

[EDGE; VIan10 o Ping - 2 (3

round trip
Minimum = Oms, Maximim = 1lms,

.EDGE s VlIan10. Ping: 18.3 Jsi&

Firewall 5VIan10 ¢ Ping - ks (4
Czh>ping 11.

Pinging 11 _0_.0_.Z2 with 32 bytes

Approximate round trip times in milli-:
Minimum = 13ms, Maximum = Z4ma, Aw

. Firewall s VIan10 ;» Ping : 19.3 Js&
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ISP VIan10 o Ping - 2 (5

IAFplng lo.0.0.2

Pinging 12.0.0.2 with 22

Minimum = 8ms, Maximum = 40

ISP Vlanl10 ou Ping : 20.3J<é

.R-Outside  Firewall ¢ Ping - . (6
FIREWALL#ping 15.0.0.2

Type escape sSegquence to abort.
Sending 5, 100-byte ICHMP Echos to 15.0.0.2, timeout is Z seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/6/14 ms

FIREWLLLE

.R-Outside , Firewall ;u Ping: 21.3J<&

ISP Firewall o Ping - ks (7
FIREWALL#ping 13.0.0.2

Type escape sSeguence to abort.
Sending 5, 100-kbByte ICMP Echos to 12.0.0.2Z2, timeout is Z seconds:

Success rate is 100 percent (5/5), round-trip mindavg/max = 0/1/73 ms

FIREWALLE

. ISP Firewall 5n Ping: 22.3Jsé

. ISP, R-Outside ; Ping - o5 (8
R-Outsidefping 15.0.0.1

Type escape seguence to zbort.
Sending 5, 100-byte ICHMP Echos to 15.0.0.1, timeout is Z seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/8/23 ma

. ISP R-Outside,s Ping: 23.3Js&
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. Firewall s R-Outside ¢ Ping - o (9

B-Cutsidefping 11.0.0.2

Type escape seguence to abort.

Sending 5, 100-byte ICMP Echos to 11.0.0.2, timeout is 2 seconds:
T.0.u

Success rate is 0 percent (0/5)

. Firewall s R-Outside s Ping: 24.3J<a
: LadAl 6.4.3

O s dgmse Jlat¥) o i L 13 Lslall 536 g A8 000 33aY) (e #lan Ping ) sy
Ping 3 of s 8 ¢ aa Sy amay s JS Jexy R-Outside s firewall o VPN IP Sec s
O Al Alead Jos firewall 3 Sles ¥ Zdalal) 83eal Juady) LeiSa ¥ A8 La)lal 56 o
chalall o ddaall AS0EN el dead Loady dua il HUasy)

s 4l 5.3

e eeals o (e ) Glisea Gn e s o iall Jendl 3 duleall 43S (e 3,88 Juadl) 138 W a8
Cala gy AL L) D) g (Sl LS Jee ail f Aabisall 53aY) o Gaiy (& & Jeal
dmals B AS apeal (e LS Dyl a8 ) CDISEAN pe ol (e LS Al Agleall Wiljles
) AP Al 5 el 55 pe s Al B dpaa cailS )
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