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Abstract  
This thesis explores the technical advancements and security challenges associated with 

WiFiLAN networks. It begins with an overview of the evolution of Wi-Fi technology and its 

increasing role in modern communication. The study then focuses on the major security 

challenges facing this technology, offering a detailed analysis of vulnerabilities found in various 

security protocols such as WEP, WPA, and WPA2. It further examines how emerging security 

standards like WPA3 address these issues. Additionally, the thesis discusses key techniques 

used to enhance Wi-Fi network security, including encryption, authentication, and key 

management. In conclusion, it provides recommendations for strengthening the security of 

WiFi-LAN networks and emphasizes the need for continued innovation and development in 

security technologies to keep pace with evolving threats.  

Résumé  

Cette thèse explore les avancées techniques et les défis de sécurité associés aux réseaux 

WiFiLAN. Elle commence par un aperçu de l'évolution de la technologie Wi-Fi et de son rôle 

croissant dans les communications modernes. L'étude se concentre ensuite sur les principaux 

défis de sécurité auxquels cette technologie est confrontée, en proposant une analyse détaillée 

des vulnérabilités présentes dans divers protocoles de sécurité tels que WEP, WPA et WPA2. 

Elle examine également comment les nouvelles normes de sécurité, comme le WPA3, tentent 

de résoudre ces problèmes. De plus, la thèse discute des principales techniques utilisées pour 

renforcer la sécurité des réseaux Wi-Fi, notamment le chiffrement, l'authentification et la 

gestion des clés. En conclusion, elle fournit des recommandations pour renforcer la sécurité des 

réseaux WiFi-LAN et souligne l'importance de l'innovation et du développement continus dans 

les technologies de sécurité afin de suivre l'évolution des menaces.   :الملخص 

تبدأ بعرض لمحة عامة عن تطور   .WiFi-LANتتناول ھذه الرسالة التقدمات التقنیة والتحدیات الأمنیة المرتبطة بشبكات
ھ ثم تركز الدراسة على أبرز التحدیات الأمنیة التي تواج تقنیة الواي فاي والدور المتزاید الذي تلعبھ في الاتصالات الحدیثة.

 .WPA2و WPAو  WEPھذه التقنیة، حیث تقدم تحلیلاً مفصلاً للثغرات الموجودة في بروتوكولات الأمان المختلفة مثل
، تناقش تعمل على معالجة ھذه المشكلات. بالإضافة إلى ذلك  WPA3كما تستعرض كیف أن المعاییر الأمنیة الناشئة مثل

الرسالة أبرز التقنیات المستخدمة لتعزیز أمان الشبكات اللاسلكیة، بما في ذلك التشفیر، والمصادقة، وإدارة المفاتیح. وفي 
وتؤكد على ضرورة الاستمرار في الابتكار والتطویر في   WiFi-LANالختام، تقدم الرسالة توصیات لتعزیز أمن شبكات

 دات المتجددة. تقنیات الحمایة لمواكبة التھدی
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General Introduction  

In recent years, the impact of wireless technologies has grown significantly, with Wireless Local 

Area Network (WLAN) solutions, such as Wireless Fidelity (WiFi), being widely adopted by 

both individuals and organizations. Based on the IEEE 802.11 standard, WiFi is a wireless 

communication technology designed for internal networking and has become one of the primary 

methods of accessing high-speed internet. It enables devices such as laptops, desktops, personal 

digital assistants (PDAs), and various peripherals to connect to a broadband network over 

distances ranging from several tens of meters indoors to several hundred meters or even 

kilometers outdoors using technologies like WiMAX or directional antennas.The flexibility and 

ease of deployment of WLANs make them ideal for service providers in environments such as 

resorts, campsites, hotels, train stations, airports, and conference or seminar venues. However, 

despite these advantages, the use of electromagnetic waves for transmission introduces 

significant security concerns. Wireless signals are difficult to confine within a limited area, 

leaving networks vulnerable to unauthorized access, data interception, jamming, and denial-of-

service attacks. Techniques such as war-driving are commonly used to locate and exploit 

unprotected networks. These threats are especially critical in corporate environments, 

emphasizing the importance of robust wireless security measures.Therefore, securing data 

transmission through encryption is a fundamental aspect of wireless network deployment. This 

thesis focuses on data encryption in WiFi networks. It begins with an overview of general 

networking concepts and wireless technologies, then shifts focus to WiFispecific characteristics 

and vulnerabilities. We also discuss various types of attacks and the corresponding security 

solutions. Ultimately, the work includes a simulation of an encrypted data frame intended for 

wireless transmission.Furthermore, the growing demand for powerful and reliable 

communication services—such as video streaming, online conferencing, and live chatting—has 

placed increased emphasis on Quality of Service (QoS). These applications require low 

transmission delay, high data throughput, and minimal inter-arrival time. As a result, QoS has 

become a key focus in current and future wireless network development.One of the mechanisms 

explored in this context is the Direct Link Protocol (DLP), which allows devices to communicate 

directly with each other without routing data through the access point (AP), thus conserving 

network resources. Previously considered secondary and not included in the NS2 simulation 

tool, DLP is investigated in this study to demonstrate its potential importance. All simulations 

are conducted using NS3, a more modern and simplified successor to NS2.This thesis is 

organized into three main chapters:  

1. General Overview of Wireless Networks and IEEE 802.11 Standard: Covering the 

fundamentals of wireless networks and the technical architecture of the IEEE 802.11 

standard.  

14  
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General Introduction 
  

2. QoS Challenges and Solutions: Addressing performance degradation in wireless 

networks, presenting optimization techniques, and focusing on the implementation of the 

DLP protocol.  

3. Simulations and Results: Detailing the simulation setup, programming environment, and 

analysis of the obtained results.  

The work concludes with a general summary highlighting the key findings and contributions of 

this research.  
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   CHAPTER 1 : Wi-Fi NETWORKS  

  

 

  

1.1 Introduction :  

      The rise of wireless technologies today offers new perspectives in the field of 

telecommunications. The recent evolution of wireless communication methods (communication 

between machines without the need for wired connections) has enabled the processing of 

information through dynamic computing units that have specific characteristics (such as limited 

storage capacity, autonomous power sources…) and access the network via a wireless 

communication interface.  



 

 

     This has led to the emergence of a new communication environment known as the wireless 

mobile environment.  In this chapter, we will explore the importance of wireless networks, as 

well as the different technologies such as wireless personal area networks, metropolitan area 

networks, local area networks, and wide area networks, which will be classified according to 

their coverage area. We will then mention some advantages of wireless networks.  

1.2 General Information on Wireless Networks :  

       Wireless networks can be categorized into four main types based on their application and 

signal range: Wireless Personal Area Networks (WPAN), Wireless Local Area Networks 

(WLAN), Wireless Metropolitan Area Networks (WMAN), and Wireless Wide Area  

Networks (WWAN). Figure 1.1 illustrates these four categories. In addition, wireless networks 

can also be divided into two broad groups: short-range and long-range. Short-range networks 

are typically used in limited areas, such as LANs within company buildings, school campuses, 

manufacturing plants, and homes. This also includes PANs, where portable devices or laptops 

need to communicate over short distances. These networks usually operate on unlicensed 

frequency bands reserved for industrial, scientific, and medical (ISM) use.  

  

 
  

                          Figure 1.1: Categories of Wireless Networks.  
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Available frequency bands vary by country, but the most commonly used ones are 2.4 GHz and 

5 GHz, which are widely adopted around the world. Using these frequencies allows users to 

access wireless networks without the need for licenses or fees. For long-range networks, 

connectivity is generally offered by service providers, and it functions in a way similar to 

cellular networks. These networks cover large areas, such as a metropolitan city (WMAN) or an 

entire country or region (WWAN). The goal of long-range wireless networks is to offer broader 

coverage. A growing number of these networks are now accessible via satellite as well. [1]  

  

1.3 Types of Wireless Networks   

1.3.1   Wireless Personal Area Networks (WPAN)  

      Wireless Personal Area Networks, commonly referred to as WPANs, are short-range 

wireless communication networks typically covering a distance of a few meters up to several 

tens of meters.These networks are mainly used to connect personal devices such as smartphones, 

tablets, printers, and smart home appliances without the need for cables. WPANs are ideal for 

use in homes, offices, or personal workspaces where mobility and convenience are essential. 

The goal of WPAN is to enable seamless communication between devices that are physically 

close. Several technologies support WPAN functionality, each with its own specifications and 

use cases.  

1.3.1.1   Bluetooth:  

      Bluetooth is the most widely used WPAN technology, initially developed by Ericsson in 

1994 and later standardized as IEEE 802.15.1. It provides a theoretical data rate of up to 1 Mbps 

and can cover distances of around 10 to 30 meters, depending on the device class. One of the 

key strengths of Bluetooth is its low power consumption, which makes it suitable for battery-

powered devices like wireless earbuds, fitness trackers, and smartwatches. Over time, Bluetooth 

has evolved into more advanced versions such as Bluetooth Low Energy (BLE), which offers 

even lower energy usage and faster connection setup, ideal for Internet of Things (IoT) 

applications.  

1.3.1.2 HomeRF:  

    HomeRF (Home Radio Frequency) was a WPAN technology launched in 1998 by the 

HomeRF Working Group, which included major tech players like Intel, HP, Compaq, Siemens, 

and Microsoft. It was designed to provide voice, data, and streaming media over short distances 

in home environments. HomeRF offered data rates of up to 10 Mbps and had a range between 

50 to 100 meters. Despite its promising capabilities, HomeRF lost traction due to the rapid rise 

of Wi-Fi technologies and was officially discontinued in 2003. Wi-Fi-based solutions, especially 

with Intel’s Centrino initiative, offered better performance and integration, leading to the 

dominance of WLANs in home networking.  
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1.3.1.3   ZigBee:  

     ZigBee, standardized under IEEE 802.15.4, is another WPAN technology optimized for low-

power, low-data-rate communication. It operates in the 2.4 GHz frequency band and supports 

up to 16 channels with data rates reaching 250 Kbps. ZigBee is ideal for automation and control 

applications such as smart lighting, energy management, and sensor networks. Its primary 

advantage lies in its ability to form mesh networks, allowing devices to relay data between each 

other and extend coverage. This makes ZigBee an excellent choice for applications that require 

scalability and reliability over a larger area without high data throughput.  

1.3.1.4   Infrared (IR):  

    Infrared technology enables short-range, line-of-sight communication between devices, 

typically within a few meters. IR can support data rates of several Mbps, making it suitable for 

simple control tasks such as remote commands in consumer electronics (TVs, air conditioners, 

etc.). Although once popular in mobile phones and laptops for file transfers, IR technology has 

become less common in modern devices due to limitations like the need for direct alignment 

between transmitter and receiver, and vulnerability to interference from sunlight and artificial 

light. However, IR remains relevant in specific domains such as home automation and industrial 

control.  

 
                       

                         Figure 1.2: Wireless Personal Area Networks (WPAN)  
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1.3.2  Wireless Local Area Networks (WLAN)  

      A Wireless Local Area Network (WLAN) is designed to provide wireless connectivity 

within the range of a typical local network, such as that of an office or a home environment. 

WLANs usually cover areas up to 100 meters, enabling multiple devices within the coverage 

zone to communicate without physical cables. There are several competing technologies that 

support WLANs, with Wi-Fi being the most widely adopted.  

 
  

                         Figure 1.3: Wireless Local Area Networks (WLAN)  

1.3.2.1    Wi-Fi (IEEE 802.11):  

       Wi-Fi is an international standard for wireless local area networks, supported by the Wi-Fi 

Alliance (formerly known as WECA). It allows the creation of high-speed wireless networks 

for data sharing, internet access, and device interconnection.In practice, Wi-Fi enables laptops, 

desktops, smartphones, PDAs, and various other devices to connect to high-speed internet (11 

Mbps or more) within a range of 20 to 50 meters indoors and up to several hundred meters in 

open spaces.Wi-Fi has evolved over time into faster and more efficient versions like 802.11n, 

802.11ac, and the recent 802.11ax (Wi-Fi 6), which offer greater bandwidth, better range, and 

improved support for multiple simultaneous users. It has become the default wireless technology 

in homes, offices, cafes, airports, and many public places.  

1.3.3  Wireless Metropolitan Area Networks (WMAN)  

      WMAN, also referred to as Broadband Wireless Access (BWA), is designed to cover wider 

geographic areas, such as cities or large campuses. Based on the IEEE 802.16 standard, WMANs 

can deliver data rates between 1 and 10 Mbps over distances ranging from 4 to 10 kilometers.  
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This technology is mainly used by telecom operators to provide wireless internet access where 

wired infrastructure is unavailable or too costly to deploy.  

1.3.3.1    WiMAX (IEEE 802.16):  

      WiMAX (Worldwide Interoperability for Microwave Access) is the most well-known 

WMAN standard, capable of delivering high-speed internet at rates up to 70 Mbps over several 

kilometers. It is particularly useful for rural or remote areas where deploying DSL or fiberoptic 

lines would be economically unfeasible. Operating in high-frequency bands between 2 and 66 

GHz, WiMAX is a fixed wireless technology, meaning that both transmitting and receiving 

antennas must be aligned directly. It helps bridge the digital divide by bringing broadband 

internet to underserved regions.In some cases, WiMAX is used in combination with Wi-Fi to 

link distant networks—for example, connecting two separate buildings within the same 

organization.  

 
  

                                Figure1. 4: Diagram of a WiMAX Network  

1.3.4     Wireless Wide Area Networks (WWAN)    

WWANs, also known as mobile cellular networks, are the most widespread wireless networks 

globally. Almost all mobile phones rely on WWANs to communicate. These networks allow 

long-distance wireless communication over national and even international areas.Several 

generations of mobile technology are part of WWAN, each offering different features and data 

capabilities.  
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1.3.4.1Main Technologies:  

• Cellular Networks (2G, 3G, 4G, 5G):  

o Used for mobile telephony and Internet access.  

o Operate on frequencies between 700 MHz and 3.5 GHz (and beyond for 5G).  

• Satellite Networks:  

o Enable communication in remote areas with no cellular coverage. o 

Examples: Starlink, Iridium, Inmarsat.  

1.3.4.2Usage Examples:  

• Mobile Internet access via cellular networks (4G/5G).   Military and maritime 

communications via satellite.  

1.3.4.3 GSM (Global System for Mobile Communications):  

   GSM, a second-generation (2G) mobile communication standard, became the dominant 

mobile technology in Europe in the early 21st century. Unlike the analog systems of the first 

generation, GSM uses fully digital transmission, providing better call quality and more efficient 

data handling. It supports voice communication and basic data services such as SMS (Short 

Message Service) and MMS (Multimedia Messaging Service) with a maximum data rate of 9.6 

kbps, suitable only for small data transmissions.  

1.3.4.4 GPRS (General Packet Radio Service):  

     GPRS is an enhancement to the GSM network, often referred to as GSM++ or 2.5G. It 

introduces packet-switched data transmission, allowing users to send and receive data only when 

needed, rather than maintaining a constant connection. With theoretical speeds of up to 171.2 

kbps (practical speeds around 114 kbps), GPRS enables internet access and other data services 

using protocols like IP and X.25.One of GPRS’s key features is billing based on the volume of 

data exchanged instead of connection time, allowing users to remain connected continuously at 

a lower cost.  

It also supports new service types, including:  

• PTP (Point-to-Point): enabling direct client-server connections over IP networks.  
• PTMP (Point-to-Multipoint): allowing data transmission to multiple recipients (Multicast).  
• Short message services (SMS): extending the capabilities of GSM in text communication.  

1.3.5Low Power Wide Area Network(LPWAN)  

     technologies are specifically designed to connect devices that consume minimal energy over 

long distances, making them a cornerstone of the Internet of Things (IoT) ecosystem. These 

networks are ideal for applications that require long-term operation on battery power, providing 

wide coverage, low data rates, and cost-effective connectivity.   
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LPWANs enable smart devices to communicate efficiently even in remote or hard-to-reach 

areas, without the need for frequent maintenance or charging.There are several key LPWAN 

technologies widely used today. LoRa (Long Range) is known for offering several kilometers 

of range while maintaining very low power consumption, making it well-suited for devices that 

need to transmit small amounts of data sporadically over long periods. Sigfox, another 

prominent LPWAN technology, is optimized for sending tiny data packets over vast distances, 

commonly used in industrial monitoring, environmental sensing, and smart metering 

applications. Additionally, NB-IoT (Narrowband IoT) and LTE-M, which are based on existing 

cellular infrastructure (4G/5G), provide reliable and long-lasting connectivity for IoT devices 

that need more consistent data transmission and extended battery life.LPWAN technologies are 

commonly used in a variety of real-world applications. For instance, they are ideal for tracking 

logistics assets such as containers and vehicles over large geographic areas. They are also 

essential for monitoring critical infrastructure, including bridges, dams, and pipelines, by 

enabling remote sensing and real-time data collection. This level of connectivity not only 

enhances operational efficiency and safety but also supports predictive maintenance and 

resource optimization across many sectors.[2]  

  

1.3.6   Comparison of Wireless Network Types  

  

Networ  Range  Data Rate  Power 

consumption  

Main  

Application  

WPAN  <10m  Low to 

Medium  

Very low  

  

Person al devices  

, smart home   

(Bluetooth,  

zigBee)  

  

WLAN ( WI  

– FI )  

10- 100m  Medium to 

High   

Medium  Offices , homes, 

campuses  

WMAN  

(wimax)  

Up to 50 km  High   Medium to 

High   

Urban internet , 

ruralareas  

WWAN (  

4G, 5G  

satellite)  

Country/ 

continent  

Medium to 

Very High  

Variable  Mobiletelephony, 

long-distance 

internet   

LPWAN  

(loRa,sigfox)  

Severakm  Very low   Very low   IOT, connected 

sensors  
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                                               Types1.1: Comparison of Wireless Network  

 
  

1.4 Advantages and Disadvantages of Wireless Networks Advantages:  

1.4.1Advantages of Wireless Networks :  

1. Flexibility in Deployment:  

       Wireless networks eliminate the need for physical cabling between endpoints, which 

allows for quicker setup and easier modifications in environments that are physically 

restrictive or constantly changing. This makes them ideal for historical buildings, open 

campuses, or temporary installations such as events and emergency response setups.  

2. Scalability:  

    Wireless networks offer excellent scalability, allowing for the quick and seamless 

integration of additional users, devices, or even entire network segments. This can be done 

with minimal disruption and without major hardware modifications, making it ideal for 

growing organizations or dynamic environments with fluctuating connectivity needs.  

3. Mobility:  

    Wireless networks allow users to stay connected while moving freely within the coverage 

area. This is especially beneficial in dynamic environments such as offices, hospitals, 

manufacturing floors, and warehouses, where continuous access to data and communication 

tools is essential for productivity and real-time operations.  

4. Lower Infrastructure Costs:  

    Eliminating the need for extensive cabling infrastructure reduces both material and labor 

costs. This is particularly advantageous in large-scale deployments, remote locations, or 

multi-building environments where wiring would be complex, invasive, or expensive to 

install and maintain.  

5. Support for Mobile Devices:  

     Wireless networks are designed to accommodate a wide range of mobile devices, 

including smartphones, tablets, laptops, and IoT equipment. This seamless connectivity 

supports modern workflows that depend on mobility, cloud applications, and real-time 

communication, making it crucial in enterprise, educational, and healthcare environments.  

6. Rapid Deployment:  

    Wireless networks enable swift installation and configuration compared to their wired 

counterparts, as they eliminate the need for running cables through walls or ceilings.   
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This makes them particularly useful for temporary events, emergency response scenarios, or 

rapidly changing environments where time is critical.  

7. Centralized Management:  

      Wireless controllers provide a unified platform for configuring, monitoring, and managing 

multiple access points and connected clients across the network. This centralized approach enhances 

visibility, simplifies troubleshooting, enforces consistent security policies, and allows for 

streamlined firmware updates and traffic optimization from a single interface  

1.4.2   Disadvantages of Wireless Networks :  

1. Security Risks:  

      Wireless networks are inherently more exposed to security threats compared to wired 

networks due to their open-air signal transmission. Common attacks include sniffing 

(eavesdropping on data), spoofing (impersonating legitimate devices), and unauthorized 

access by rogue clients or access points. To mitigate these risks, it is essential to implement 

robust security measures such as WPA3 encryption, 802.1X authentication, MAC filtering, 

regular firmware updates, intrusion detection systems (IDS), and proper segmentation using 

VLANs and firewalls.  

2. Radio Interference:  

     Wireless networks operate on shared radio frequencies, making them susceptible to 

interference from various sources such as microwaves, Bluetooth devices, cordless phones, 

and other Wi-Fi networks. In densely populated areas, overlapping channels and signal 

congestion can lead to degraded performance, increased packet loss, and latency. Mitigation 

strategies include using the 5 GHz or 6 GHz bands, dynamic frequency selection (DFS), 

proper access point placement, and channel planning.  

3. Lower Performance Than Wired:  

     Wireless networks generally exhibit lower throughput and higher latency than wired 

counterparts due to factors such as signal interference, spectrum limitations, and shared 

medium access. In environments with heavy data traffic or many simultaneous users, 

contention for bandwidth can lead to increased latency, jitter, and reduced overall 

performance—making wired networks preferable for latency-sensitive applications like 

video conferencing  

4. Limited Coverage Area:  

     Wireless signals have a finite range and are affected by obstacles such as walls, metal 

structures, and interference sources. To ensure full coverage in large or complex  



CHAPTER 1 : Wi-Fi NETWORKS  

27  

  

 
  

 environments, multiple access points or a well-designed mesh network are necessary.Even 

then, maintaining consistent signal strength and throughput can be challenging without 

detailed site surveys and proper placement of access points.  

5. Network Congestion  

      When numerous devices connect to a wireless access point, they compete for limited 

bandwidth and airtime, leading to congestion. This can cause significant performance 

degradation, especially during peak usage times or in dense environments like conference 

halls or classrooms. Effective solutions include load balancing, deploying additional access 

points, using band steering, and segmenting traffic with VLANs.  

6. Power Dependency                                                                        

      Wireless access points require continuous power to function. While Power over Ethernet 

(PoE) can streamline this by delivering power and data over a single cable, environments 

that lack PoE support must rely on separate power sources. This increases the complexity of 

deployment and may necessitate additional electrical infrastructure, including outlets, power 

adapters, or uninterruptible power supplies (UPS) to ensure network uptime during outages.  

7. Complex Planning Required  

       Achieving optimal wireless network performance demands comprehensive planning 

that takes into account numerous environmental and technical variables. This involves 

conducting detailed site surveys to identify coverage gaps and interference sources, planning 

optimal access point placement, selecting non-overlapping channels, analyzing signal 

strength and quality, and accounting for building materials and user density. In complex 

environments, predictive modeling tools and spectrum analysis may also be necessary to 

fine-tune the design.  

1.5 Wi-Fi:  

Wi-Fi, short for Wireless Fidelity, is a wireless networking technology that enablesvarious 

devices—such as laptops, desktops, smartphones, tablets, and evenperipherals like printers and 

video cameras—to connect to the Internet without theneed for physical cables. In addition to 

providing Internet access, Wi-Fi also allowsthese devices to communicate with each other, 

forming a local wireless network.  

1.5.1   Wi-Fi Network Technologies :  

    Wi-Fi is a widely adopted wireless communication system designed to connect devices like 

computers, smartphones, tablets, and smart objects. Its main purpose is to offer easy and 

efficient access to the Internet and to support communication between devices within a limited  
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 local area. This technology is based on the IEEE 802.11 standards, which define the technical 

specifications for wireless local area networks (WLANs).  

1.5.2 Mesh Network Architecture:  
  
     Is typically deployed in large-scale environments like corporate campuses, industrial 

facilities, or public areas. It consists of multiple interconnected Access Points (APs), known as 

mesh nodes, that wirelessly communicate with each other and dynamically route traffic to ensure 

continuous, reliable, and seamless network coverage across wide areas. This architecture 

features several key capabilities, including the ability for each node to function as an Access 

Point, self-healing and self-configuring routing, and providing wide coverage while supporting 

seamless roaming between nodes without network interruptions.Key Architectural Concepts:  

1. BSS (Basic Service Set): Refers to a fundamental building block of a Wi-Fi network, 

consisting of one Access Point (AP) and all the wireless clients (stations) associated with it. 

Each BSS is identified by a unique BSSID, which is the MAC address of the AP.  

2. ESS (Extended Service Set): A collection of interconnected Basic Service Sets (BSSs) 

that share the same SSID and are linked through a common Distribution System (DS), allowing 

for seamless roaming and extended wireless coverage across multiple Access Points.  

3. Roaming: The capability that allows a wireless client device to seamlessly switch from 

one Access Point (AP) to another within the same Extended Service Set (ESS) without 

interrupting connectivity or ongoing sessions, ensuring consistent performance during 

movement.  

4. WPA2/WPA3:These are advanced wireless security protocols defined by the Wi-Fi 

Alliance. WPA2 (Wi-Fi Protected Access 2) uses AES encryption for strong data protection, 

while WPA3 enhances security further with individualized data encryption, improved protection 

against brute-force attacks, and better support for IoT and public networks.  

1.5.3   Infrastructure Mode:  

       Is the most commonly used wireless networking configuration in both home and enterprise 

environments due to its structured and efficient approach to managing device connectivity. In 

this mode, all wireless devices—such as smartphones, laptops, and wireless printers—connect 

to a central Access Point (AP), which acts as a bridge between these wireless clients and the 

wired local area network (LAN) or the internet. The AP is typically connected to a Router or 

Gateway that provides access to external networks, including the internet. The Distribution 

System (DS) serves as the backbone of the network, linking multiple access points to each other 

and to the main network infrastructure, either through Ethernet cabling or wireless 

interconnections. The AP continuously broadcasts the Service Set Identifier (SSID), allowing 

wireless clients to detect the network and initiate the authentication and association process. 

Once connected, data is transmitted from the client to  
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 the AP, which then routes it appropriately, whether the destination is within the local network 

or on the internet. Infrastructure mode offers centralized control, scalability, and enhanced 

security, making it the preferred choice for reliable and well-managed wireless network 

deployments.  

 

           Figure1. 5: Wi-Fi Network in Infrastructure Mode  

1.5.4   Ad-Hoc Mode:                          

 is a wireless networking configuration typically used in temporary or small-scale environments 

where there is no existing network infrastructure. In this mode, wireless devices connect directly 

to one another without relying on a central Access Point (AP), forming a peer-to-peer 

communication model. Each device acts as an independent node capable of sending and 

receiving data, allowing communication to take place without any centralized control. The 

decentralized nature of Ad-Hoc Mode simplifies deployment but inherently limits scalability 

and performance, especially as the number of participating devices increases or data traffic 

becomes more complex. Due to the absence of centralized management and advanced routing 

capabilities, Ad-Hoc Mode is best suited for specific use cases such as emergency situations, 

temporary meetings, or scenarios where rapid, short-range connectivity is required between a 

small number of devices.[3]  

 
  

                                Figure1.6: A Wi-Fi Network in Ad-Hoc Mode  
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1.5.6  The 802.11 Standards:  

Wi-Fi (Wireless Fidelity) is a wireless network technology that enables communication between 

electronic devices via radio waves. It is based on the IEEE 802.11 standard and is primarily used 

for Internet access and local network connectivity.  

• 802.11 :  

The 802.11 standards, commonly known as Wi-Fi, define wireless communication protocols 

widely used in local area networks. These standards provide high-speed data transmission and 

reliable connectivity.  

• 802.11a (WiFi):  

The 802.11a standard supports a theoretical data rate of 54 Mbps, with real-world speeds 

reaching up to 30 Mbps. It operates in the 5 GHz frequency band and uses radio channels. This 

standard is Ideal for environments that require high-speed connections with minimal 

interference, as the 5 GHz band Is less congested.  

• 802.11b (WiFi):  

This widely used standard offers a theoretical speed of 11 Mbps and real-world performance 

around 6 Mbps. It has a range of up to 300 meters in open spaces and uses the 2.4 GHz band, 

whichh includes 13 available channels, with specific ones (1, 5, 9, 13) that minimize Interference 

due to non-overlapping.  

• 802.11c (Bridge standard) & 802.11d (International use):  

While 802.11c relates to bridging functions, 802.11d Is designed to facilitate the use of Wi-Fi 

networks globally. It helps ensure compatibility with local regulations and frequencies across 

various countries.  

• 802.11e (Quality of Service):  

This standard introduces QoS enhancements at the data link layer. It defines parameters such as 

bandwidth and packet transmission delays, Improving voice and video communication quality 

In real-time applications.  

• 802.11F (Roaming):  

This recommendation promotes better Interoperability between access point vendors. It 

introduces the Inter-Access Point Roaming Protocol, whichh allows users to seamlessly switch 

between access points within the same network infrastructure.  
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• 802.11g (WiFi 2):  

Offering a theoretical speed of 54 Mbps and real throughput around 30 Mbps, this standard 

operates in the 2.4 GHz band. It is backward-compatible with 802.11b, allowing devices to use 

both standards.  

• 802.11h:  

Designed to meet European regulations (802.11h), this standard manages frequencies 

dynamically to reduce interference and optimize power control, ensuring better performance.  

• 802.11i:  

Focused on enhancing security, this standard manages encryption keys and supports advanced 

authentication methods. It uses AES encryption and is compatible with 802.11a/b/g standards, 

ensuring robust data protection.  

• 802.11r:  

Originally developed for Infrared signal use, this standard Is now considered obsolete. Infrared 

technology has been replaced by more effective and long-range radio frequency 

communication methods.  

• 802.11j:  

This standard was created to comply with Japan’s wireless regulations. It adjusts frequency use 

and power control to reduce interference, aligning with local requirements.  

• 802.11n:  

Ratified in September 2009, 802.11n offers theoretical speeds up to 450 Mbps on each usable 

frequency band—2.4 GHz and 5 GHz. It marks a major improvement over earlier standards like 

802.11a.[3]  

 

  

                                                    Figure   1. 7: The IEEE 802.11 Family   
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1.6 Layer  models :  

Wi-Fi networks operate based on a layered architecture, primarily derived from the OSI model. 

The most critical layers in the context of IEEE 802.11 Wi-Fi are the Physical Layer and the Data 

Link Layer. Each plays a vital role in enabling wireless communication.  

1.6.1   The physical layer (PHY) :  

The physical layer defines the modulation of radio waves and the signaling characteristics for 

data transmission, while the data link layer defines the interface between the machine's bus and 

the physical layer, including a method of access similar to that used in the Ethernet standard and 

the communication rules between different stations.   

The IEEE 802.11 standard defines two physical sublayers:  

• PMD (Physical Media Dependent): Handles data encoding and modulation.  

• PLCP (Physical Layer Convergence Procedure): Responsible for channel sensing and 

is directly connected to the MAC layer to indicate whether the transmission medium is 

free.  

 
                    

                          Figure1. 8: The Two Physical Sublayers of the 802.11 Standard  

Le standard 802.11 d'origine a défini trois couches physiques de base, FHSS, DSSS, IR, 

auxquelles ont été rajoutées trois nouvelles couches physiques Wifi (avec deux variantes au 

sein de la solution 802.11b) et Wi-Fi5 (802.11a/g).la figure suivante illustre ça :   
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                          Figure 1.9 : The Physical Layers of the 802.11 Standard  

1.6.1.1  Frequency Hopping Spread Spectrum (FHSS):  

        Is a technique that spreads data over multiple frequencies by rapidly switching (or 

"hopping") between different frequency channels. In this method, the 2.4 GHz ISM band is 

divided into 79 channels, each with a bandwidth of 1 MHz. The transmitter and receiver agree 

in advance on a specific hopping sequence to use among these sub-channels.The FHSS layer 

defines three sets of 26 hopping sequences, allowing for a total of 78 possible hopping patterns. 

During data transmission, the system hops from one channel to another every 300 milliseconds 

based on a predefined sequence designed to reduce the risk of collision between simultaneous 

transmissions. Without knowledge of this sequence, an external device cannot intercept or 

decode the transmitted data.[4]  

 

        Figure 1.10 : Frequency Hopping in FHSS  

.Originally developed for military communications to enhance security, FHSS was later adopted 

for civilian use following the release of the ISM band in 1985. However, variations in ISM band 

regulations across countries have led to differences in the number of available channels. FHSS 

uses GMSK modulation, offering data rates between 1 and 2 Mbps. One theoretical advantage 

of FHSS is the ability to run up to 26 simultaneous 802.11 FHSS networks in the same area, 

each operating on a different predefined hopping sequence. FHSS also provides strong 

resistance to interference by switching channels every 300 ms across the entire ISM band, 

ensuring stable performance even in the presence of localized noise.Despite its robustness, 

FHSS has a significant limitation: its maximum data rate is only 2 Mbps, due to  
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 the narrow 1 MHz channel bandwidth. While FHSS is still used in technologies like Bluetooth, 

it has largely been replaced in Wi-Fi systems by faster protocols such as 802.11b/a/g, which 

offer much higher throughput.  

1.6.1.2  Direct Sequence Spread Spectrum (DSSS):   

    Similar to FHSS, the Direct Sequence Spread Spectrum (DSSS) technique also operates 

within the 2.4 GHz ISM band. However, DSSS divides the spectrum into wider channels, each 

20 MHz in width. Given that the total ISM bandwidth is 83.5 MHz, it’s not possible to fit 14 

non-overlapping 20 MHz channels. This inevitably leads to channel overlap, increasing the risk 

of interference.   

     In DSSS systems, the center frequencies of the sub-channels are spaced 5 MHz apart. This 

arrangement is designed to maximize frequency band usage while trying to reduce overlap and 

interference between adjacent channels. Despite this, DSSS systems are generally more prone 

to interference than FHSS systems because they operate on a fixed channel, whereas FHSS 

spreads transmissions across the entire band by hopping between frequencies.  

    This reliance on a single channel can cause issues in environments with multiple overlapping 

802.11 DSSS networks. Since a DSSS signal spreads about 10 to 15 MHz on either side of its 

center frequency—mainly due to the modulation’s side lobes—adjacent channels can't be used 

in the same area without causing interference. For instance, if one network uses channel 6, 

channels 5 and 7 become unusable nearby. Even channels 2 through 4 and 8 through 10 can be 

affected by the signal overlap from channel 6.  

    To ensure multiple DSSS networks can coexist without interference, channels must be 

assigned carefully. In practice, only three non-overlapping channels—such as channels 1, 6, and 

11—are typically usable at the same time in the same location. The availability of usable 

channels may vary by country. In Europe and the United States, up to three DSSS networks can 

usually operate simultaneously. In Japan, the regulations are stricter, often limiting usage to a 

single network. In France, the number of allowed networks depends on both the channel width 

and signal power, which are regulated based on the specific sub-band being used.In DSSS 

systems, the spreading of the signal is carried out using an 11-chip sequence known as the 

Barker code (1-111-1111-1-1-1). Each transmitted data bit is multiplied by this sequence, which 

helps make the signal less sensitive to narrowband interference. This method improves the 

likelihood of retrieving data bits even in the presence of localized noise within the band.  
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                Table 1.2: Center Frequencies of Sub-Channels in DSSS Mode  

For modulation, two main schemes are commonly used: DBPSK (Differential Binary Phase 

Shift Keying), which supports data rates up to 1 Mbps, and DQPSK (Differential Quadrature 

Phase Shift Keying), which allows speeds up to 2 Mbps. [4]  

 1.6.1.3 Orthogonal Frequency Division Multiplexing (OFDM)  

     Is a modulation technique designed to address the challenges of multipath propagation in 

radio signals. When a radio signal is transmitted, it may be refracted, reflected, or split due to 

obstacles along its path, resulting in multiple signal paths. These paths, having different travel 

times, can interfere with one another when their reflections or refractions overlap, causing signal 

distortion. To mitigate this effect, OFDM transmits longer symbols in parallel across multiple 

subcarriers, effectively aggregating slower channels to enhance performance in multipath 

environments. Originally implemented in the 900 MHz frequency band, OFDM has evolved 

with additional physical layers to support higher radio data rates.[3]  

  

                      Figure1. 11:OFDM Transmission  

In OFDM systems, the modulation scheme used for each subcarrier can vary depending on the 

required data rate. Commonly employed schemes include DBPSK, DQPSK (also known as 

4QAM), and higher-order m-QAM (Quadrature Amplitude Modulation). m-QAM is 

particularly favored for high data rate applications, as it combines both amplitude and phase 

modulation to achieve greater spectral efficiency. This modulation technique is well-suited for 

transmitting large volumes of data over noisy or interference-prone communication channels, 

as it optimizes the use of available bandwidth. The carrier signal in such modulation schemes 

can be mathematically represented as follows:    P(t) = A(t)ej2πfpt  

  

  

 
  

Or equivalently:    

                                                 P(t) = I(t)cos(2πfpt)+Q(t)sin(2πfpt)  

Where:  

– I(t): amplitude of the in-phase (real) component. – 

Q(t): amplitude of the quadrature component.  
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1.7   The Data Link Layer:  

The Data Link Layer of the IEEE 802.11 standard is composed of two sublayers: the Logical 

Link Control (LLC) layer and the Media Access Control (MAC) layer [].  

In addition to the typical functions provided by the MAC layer, the 802.11 MAC layer offers 

other functionalities that are usually handled by higher-layer protocols, such as:  

• Fragmentation and reassembly of frames  

• Media access control  

• Addressing and frame formatting  

• Frame error control using a CRC (Cyclic Redundancy Check)  

• Quality of service  

• Power management  

• Mobility management  

• Security  

Media access control is a key functionality of interest here. It operates using two methods (DCF 

and PCF), which will be discussed later.  

  

 
  

 The 802.11 MAC Frame:   

The standard defines three types of MAC frames:  

• Data frames: used to carry the data to be transmitted.  

• Control frames: used during the channel access procedure (e.g., RTS, CTS, ACK).  

• Management frames: contain management information and are not passed to higher OSI 

layers (e.g., Beacon frames that contain synchronization information).  

                           Fig ure 1 . 12 :   Spectrum of the OFDM Multicarrier Modul ation   
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 The 802.11 MAC Data Frame:  

As illustrated in the figure below, an 802.11 MAC data frame consists of three parts:  

• MAC Header  

• MAC Data: data received from upper layers to be encapsulated  

• CRC: a 32-bit field containing the frame checksum  

 

                                     Figure 1.13: 802.11 MAC Frame Format  

  

 The MAC Header includes the following 7 fields:  

• Frame Control (2 bytes): Contains control information related to the frame, such as the 

version used, frame type, power management mode, encryption type, etc. This field 

includes the subfields FromDS, indicating whether the frame was received from a DS 

(Distribution System), and ToDS, indicating whether the frame is destined for a DS.  

• Duration/ID (2 bytes): Indicates the duration calculated for the NAV (Network 

Allocation Vector).  

• Address 1 (6 bytes): Address of the receiving station. If ToDS = 1, then this is the address 

of the corresponding AP (Access Point).  

• Address 2 (6 bytes): Address of the sender. If FromDS = 1, this is the address of the 

access point.  

• Address 3 (6 bytes): A third address used in certain cases. For example, if FromDS = 1, 

Address 2 contains the access point’s address, and Address 3 contains the original source 

station’s address.[4]  

  

 
  

• Sequence Control (2 bytes): Indicates the order of different fragments belonging to the 

same frame. It also helps detect duplicate packets. It is composed of two subfields: 

Fragment Number and Sequence Number, for identifying the frame and the fragment 

index respectively.  

• Address 4 (6 bytes): Used in special cases such as communication between access points, 

when both ToDS and FromDS are set to 1.  
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 MAC Control Frames in 802.11:  

The standard defines additional formats for control frames, particularly RTS, CTS, and ACK 

frames.  

• RTS (Request to Send) and CTS (Clear to Send) frames are used for virtual reservation 

of the channel during the medium access procedure.  

• The ACK (Acknowledgment) frame is used to acknowledge successful transmissions. It 

is sent by a receiving station, after successfully receiving a data frame, to the source 

station.  

RTS, CTS, and ACK frames each consist of one field and a MAC header.  

The MAC header slightly differs depending on whether it is an RTS, CTS, or ACK frame.  

 The RTS frame header includes the following fields:  

• Frame Control: Similar to the MAC data frame's Frame Control field.  

• Duration: Duration to be reserved.  

• RA: Address of the receiving station.  

• TA: Address of the transmitting station.  
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The CTS frame header includes the same fields as the RTS frame header, except for the TA 

(Transmitter Address) field.  

The RA (Receiver Address) field is copied from the TA field of the received RTS frame.  

 

                                          Figure 1.15: CTS Frame Format  

The ACK frame header has a format similar to that of the CTS frame.  

The RA (Receiver Address) field is copied from the Address 2 field of the MAC frame being 

acknowledged.[4]  

 

                                     Figure 1.16: ACK Frame Format  

1.8   The Structure of WiFi Frames  

 Wireless traffic using the IEEE 802.11 standard is considered. A frame in 802.11 is 

composed of the following fields, as illustrated in the figure  

  

                                          Fig ure  1. 14 :  RTS Frame Format   
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1.8.1   Frame Control:  

        This field is divided into 11 subfields that detail the functions of the frame. It specifies the 

protocol version, the frame type (management, control, data, or reserved), and the corresponding 

subtype. It also includes two subfields indicating whether the frame is destined to or received 

from a distribution system. Other subfields provide additional information such as 

fragmentation, power management, frame order, and retransmission. Among these fields, the 

type and subtype are particularly crucial for our analysis.Management frames, which facilitate 

communication between devices, have 12 subtypes.Control frames, which contribute to fair 

access to the channel among competing devices, have 7 subtypes.Data frames, which carry the 

payload in the frame body, have 9 subtypes.[5]  

1 Duration/ID:This field can take different values depending on the frame type and the identity 

of the sender. It may represent a station identifier, a specified duration, or a fixed value 

depending on the context. However, this field is not considered in our analysis.  

2 Address Fields: There can be up to four address fields in a frame, which indicate the MAC 

addresses of the devices involved in sending and/or receiving the frame. These fields are 

essential for associating each device with its specific activity within the network.  

3 Sequence Control:This field is used to indicate the order of messages and helps identify 

duplicate frames. However, it is not considered in our analysis.  

4 Payload: This field contains the actual data content of the frame. Since the payload may be 

encrypted, especially when using WPA2, this field is not used in our analysis. We only 

consider the size of the payload.  

5 Frame Check Sequence (FCS): This field is used to verify the integrity of the frame. 

However, it is not included in our analysis.  

  

1.9   CSMA/CA Protocol:  

In a traditional Ethernet local area network (LAN), devices use the CSMA/CD protocol (Carrier 

Sense Multiple Access with Collision Detection), which allows each machine to communicate 

freely. When a device wants to send a message, it first checks whether the channel is free—that 

is, no other device is transmitting at the same time. If a collision occurs, the involved devices 

wait for a random period before attempting to retransmit the message.However, this approach 

is less effective in a wireless environment, where stations cannot always detect each other’s 

transmissions due to variability in their coverage range.   

                                                Fig uer1 .17:   IEEE 802.11 Frame Format   
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Therefore,the IEEE 802.11 standard uses the CSMA/CA protocol (Carrier Sense Multiple 

Access with Collision Avoidance). This protocol employs a collision avoidance mechanism 

based on acknowledgment exchanges between the sender and receiver.  

This method enables stations to coordinate their transmissions in a way that minimizes collision 

risks, thus compensating for the inability to directly detect collisions, as is possible with 

CSMA/CD in a wired Ethernet network.  

 
                             Figuer1.18: Operation of the CSMA/CA Protocol  

The transmitting station monitors the network and defers transmission if the channel is busy. If 

the channel remains free for the duration of the DIFS (Distributed Inter Frame Space), the station 

sends an RTS (Request To Send) frame, which specifies the amount of data to be transmitted 

and the transmission rate. The receiver, often an access point, responds with a CTS (Clear To 

Send) frame, granting permission to transmit the data. After the data transmission, the receiver 

sends an ACK (Acknowledgment) frame to confirm successful reception. Neighboring stations 

then calculate and wait for the estimated time required for the transmission of the announced 

data volume at the specified rate before attempting their own transmissions.[5]  

1.10   Conclusion:  

In recent years, wireless networks have experienced significant growth, thanks to the many 

advantages they offer (mobility, reliability, etc.). This development is largely due to the wide 

and free usage that Wi-Fi provides to mobile users, ensuring continuous, high-performance, and 

cost-effective services through adapted, reliable, and relatively inexpensive devices (laptops, 

PDAs, mobile phones, etc.). Wi-Fi has thus managed to outperform its competitors. As a result, 

Wi-Fi has become the dominant means of providing wireless local area network architecture. In 

the following chapter, we will focus on studying the IEEE 802.11 standard.  
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2.1   Introduction   

      With the continuous evolution of wireless networking technologies, Quality of Service 

(QoS) has become a crucial factor in enhancing network performance and ensuring a seamless 

user experience. QoS refers to a set of techniques and protocols used to manage and allocate 

network resources efficiently, prioritizing certain applications and data over others. This is 

particularly important in environments that require real-time responsiveness, such as Voice over 

IP (VoIP) calls, live streaming, and online gaming.  

     In this chapter, we will explore the concept of Quality of Service (QoS) networks, 

highlighting its importance, how it is implemented, and the challenges faced when applying it 

in wireless environments.  

2.2   General Overview of Quality of Service (QoS)   

2.2.1   Definition of Quality of Service (QoS)   

       Quality of service (QoS) is the use of mechanisms or technologies that work on a 

network to control traffic and ensure the performance of critical applications with limited 

network capacity. It enables organizations to adjust their overall network traffic by 

prioritizing specific high-performance applications.QoS is typically applied to networks 

that carry traffic for resource-intensive systems. Common services for which it is required 

include internet protocol television (IPTV), online gaming, streaming media, 

videoconferencing, video on demand (VOD), and Voice over IP (VoIP). Using QoS in 

networking, organizations have the ability to optimize the performance of multiple 

applications on their network and gain visibility into the bit rate, delay, jitter, and packet 

rate of their network. This ensures they can engineer the traffic on their network and change 

the way that packets are routed to the internet or other networks to avoid transmission 

delay. This also ensures that the organization achieves the expected service quality for 

applications and delivers expected user experiences.As per the QoS meaning, the key goal 

is to enable networks and organizations to prioritize traffic, which includes offering 

dedicated bandwidth, controlled jitter, and lower latency. The technologies used to ensure 

this are vital to enhancing the performance of business applications, wide-area networks 

(WANs), and service provider network.[6]  

  

2.2.2   Importance Of QoS   

    Traditional business networks operated as separate entities. Phone calls and teleconferences 

were handled by one network, while laptops, desktops, servers and other devices connected to 

another. They rarely crossed paths, unless a computer used a telephone line to access the internet.  

 
  

    When networks only carried data, speed was not overly critical. But now, interactive 

applications carrying audio and video content need to be delivered at high speed, without packet 

loss or variations in delivery speed.  
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      QoS is particularly important to guarantee the high performance of critical applications that 

require high bandwidth for real-time traffic. For example, it helps businesses to prioritize the 

performance of “inelastic” applications that often have minimum bandwidth requirements, 

maximum latency limits, and high sensitivity to jitter and latency, such as VoIP and 

videoconferencing.  

     QoS helps businesses prevent the delay of these sensitive applications, ensuring they perform 

to the level that users require. For example, lost packets could cause a delay to the stream, which 

results in the sound and video quality of a videoconference call to become choppy and 

indecipherable.  

      QoS is increasingly important as network performance requirements adapt to the growing 

number of people using them. The latest online applications and services require vast amounts 

of bandwidth and network performance, and users demand they offer high performance at all 

times. Organizations, therefore, need to deploy techniques and technologies that guarantee the 

best possible service.  

     QoS is also becoming increasingly important as the Internet of Things (IoT) continues to 

come to maturity. For example, in the manufacturing sector, machines now leverage networks 

to provide real-time status updates on any potential issues. Therefore, any delay in feedback 

could cause highly costly mistakes in IoT networking. QoS enables the data stream to take 

priority in the network and ensures that the information flows as quickly as possible.[7]  

2.2. 3    How QoS Technologies Work?  

• As businesses depend on the network to transmit information between endpoints, that 

data is formatted into packets. Network packets allow computers to organize the data 

similarly to envelopes packed with letters sent through the postal service.  

• Essentially, the job of QoS software is to prioritize network packets to maximize the 

fixed amount of network bandwidth. The network can only transmit a limited amount of 

data at once. Therefore, QoS gives priority to the appropriate packets.  

• Bandwidth is strategically allocated to deliver the highest service levels in a limited 

amount of time.For example, video call packets are priority over email download packets 

because video conferences occur in real time. Should a packet drop or be  

   

 

delayed, meeting participants could suffer a degraded end-user experience. When it 

comes to emails, packet loss will not cause service lapses for end users.  

  

https://www.paloaltonetworks.com/cyberpedia/what-is-an-endpoint
https://www.paloaltonetworks.com/cyberpedia/what-is-an-endpoint
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• The QoS networking mechanisms for ordering packets and allotting bandwidth are 

queuing and bandwidth management, respectively. Before they can be implemented, 

however, traffic must be differentiated using classification tools.  

• The classification of traffic according to policy ensures consistency and adequate 

availability of network resources for the most important applications. The QoS tool 

views packet headers in order to successfully prioritize. The packet header contains 

information about the packet like where it came from, and where it’s going. If the QoS 

tool determines it is a packet for a video call, it will give the packet priority over less 

time-sensitive packets.Traffic can be classified crudely by port or IP, or using a more 

sophisticated approach such as by application or user. The latter parameters allow for 

more meaningful identification and consequently classification of the data.  

• Next, queuing and bandwidth management tools are assigned rules to handle traffic and 

data flows. Rules are specific to the classification they received upon entering the 

network.  

The queuing mechanism allows for packets within traffic flows to be stored until the 

network is ready to process them. Priority queuing (PQ) ensures necessary availability 

and minimal latency of network performance. The most important applications and 

traffic are assigned priority and bandwidth based on their classification. This ensures the 

most important activities on a network are not starved of bandwidth by activities of lower 

priority. Applications, users and traffic can be batched in up to eight differentiated 

queues.  

 

  

            Figure  2.1   :   Visualizing bandwidth with and without quality of service rules   
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Bandwidth management mechanisms measure and control traffic flows on the network.  

Preventing exceeding its capacity allows for network congestion avoidance that occurs.  

Mechanisms for bandwidth management include:  

1. Traffic shaping — a rate limiting technique used to optimize or guarantee performance 

and increase usable bandwidth where necessary.  

2. Scheduling algorithms — algorithms that offer varied methods for providing bandwidth 

to specific traffic flows. [8]  

2.2.4   Characteristics of Network Traffic   

Understanding how QoS network software works is reliant on defining the various types of 

traffic that it measures. These are:  

1. Bandwidth: The speed of a link. QoS can tell a router how to use bandwidth. For example, 

assigning a certain amount of bandwidth to different queues for different traffic types.  

  

  

  

2. Delay: The time it takes for a packet to go from its source to its end destination. This can often 

be affected by queuing delay, which occurs during times of congestion and a packet waits in a 

queue before being transmitted. QoS enables organizations to avoid this by creating a priority 

queue for certain types of traffic.  

3. Loss: The amount of data lost as a result of packet loss, which typically occurs due to network 

congestion. QoS enables organizations to decide which packets to drop in this event.  

4. Jitter: The irregular speed of packets on a network as a result of congestion, which can result in 

packets arriving late and out of sequence. This can cause distortion or gaps in audio and video 

being delivered.[9]  

https://www.fortinet.com/resources/cyberglossary/what-is-packet-loss
https://www.fortinet.com/resources/cyberglossary/what-is-packet-loss
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                               Figuer2.3:type of traffic network.   

2.2. 5   Quality of Service (QoS) Mechanism   

Listed below are the most commonly used QoS tools to manage the QoS characteristics of 

network traffic:  

  

  

1. Classification –  applied to the router’s interface and classifies if the packet requires QoS 

implementation or not.  

2. Marking – it marks the packets based on classification. It puts a value on the packet header 

so that the packet can be easily recognized throughout the network based on its classification.  

3. Congestion Management – prioritizes the transmission of each packet by queuing on each 

interface.   

4. Congestion Avoidance – drops packets early to avoid congestion.  

5. Queuing – stores packet into the buffer and hold until it is their turn to exit on the router’s 

interface.  

6. Policing – enforces rate limit by dropping down or marking the packets.  

7. Shaping – enforces rate limit by delaying the packets and store them in the router’s buffer for 

a certain amount of time.[10]  

2.2.6    What Techniques And Best Practices Are Involved In QoS?  

Techniques: There are several techniques that businesses can use to guarantee the high 

performance of their most critical applications. These include:  
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• Prioritization of delay-sensitive VoIP traffic via routers and switches: Many 

enterprise networks can become overly congested, which sees routers and switches 

start dropping packets as they come in and out faster than they can be processed. As 

a result, streaming applications suffer. Prioritization enables traffic to be classified 

and receive different priorities depending on its type and destination. This is 

particularly useful in a situation of high congestion, as packets with higher priority 

can be sent ahead of other traffic.  

• Resource reservation: The Resource Reservation Protocol (RSVP) is a transport layer 

protocol that reserves resources across a network and can be used to deliver specific 

levels of QoS for application data streams. Resource reservation enables businesses 

to divide network resources by traffic of different types and origins, define limits, 

and guarantee bandwidth.  

  

 
  

• Queuing: Queuing is the process of creating policies that provide preferential 

treatment to certain data streams over others. Queues are high-performance memory 

buffers in routers and switches, in which packets passing through are held in 

dedicated memory areas. When a packet is assigned higher priority, it is moved   

• to a dedicated queue that pushes data at a faster rate, which reduces the chances of it 

being dropped. For example, businesses can assign a policy to give voice traffic 

priority over the majority of network bandwidth. The routing or switching device 

will then move this traffic’s packets and frames to the front of the queue and 

immediately transmit them.  

• Traffic marking: When applications that require priority over other bandwidth on a 

network have been identified, the traffic needs to be marked. This is possible through 

processes like Class of Service (CoS), which marks a data stream in the Layer 2 

frame header, and Differentiated Services Code Point (DSCP), which marks a data 

stream in the Layer 3 packet header.  

Best practices: In addition to these techniques, there are also several best practices that 

organizations should keep in mind when determining their QoS requirements.  

https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/67342/determining-your-qos-requirements
https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/67342/determining-your-qos-requirements
https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/67342/determining-your-qos-requirements
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1. Ensure that maximum bandwidth limits at the source interface and security policy are 

not set too low to prevent excessive packet discard.  

2. Consider the ratio at which packets are distributed between available queues and which 

queues are used by which services. This can affect latency levels, queue distribution, and 

packet assignment.  

3. Only place bandwidth guarantees on specific services. This will avoid the possibility of 

all traffic using the same queue in high-volume situations.  

4. Configure prioritization for all traffic through either type of service-based priority or 

security policy priority, not both. This will simplify analysis and troubleshooting.  

 

5. Try to minimize the complexity of QoS configuration to ensure high performance.  

6. To get accurate testing results, use the User Datagram Protocol (UDP), and do not 

oversubscribe bandwidth throughput.[9].  

2.2.7   Benefits of Quality of Service (QoS)   

              The benefits of Quality of Service (QoS) extend across industries, improving both 

operational efficiency and user satisfaction. Key advantages include:  

1. Enhanced Network Efficiency: Critical applications get prioritized bandwidth, ensuring 

they perform without interruptions.  

2. Improved Latency for Real-Time Applications: Low latency is vital for applications 

like VoIP and video conferencing.  

3. Reliable Communication: QoS ensures consistent service delivery, even during 

network congestion.  

4. Optimized Resource Utilization: Bandwidth is allocated dynamically based on the 

priority of the traffic, maximizing efficiency.  

5. Customizable Policies: Businesses can tailor QoS settings to align with their unique 

needs and priorities.[6]  

  

https://www.fortinet.com/resources/cyberglossary/user-datagram-protocol-udp
https://www.fortinet.com/resources/cyberglossary/user-datagram-protocol-udp
https://www.fortinet.com/resources/cyberglossary/user-datagram-protocol-udp
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2.2.8   Challenges in QoS Implementation  

While QoS offers significant benefits, there are challenges to implementing it in computer 

networking:  

• Complex Configuration: Setting up QoS policies requires expertise in network 

management.  

• Hardware Limitations: Some older devices may not support advanced QoS features.  

• Cost Considerations: Upgrading hardware and employing monitoring tools can be 

expensive.  

 
  

• Dynamic Network Demands: Constant changes in traffic patterns require ongoing 

monitoring and adjustments.[6]  

2.3  Conclusion:  

QoS is an essential concept in networking, especially with the growing need for fast and reliable 

communication. It helps manage traffic and ensures that important data gets the priority it needs. 

By applying QoS techniques, networks can run more smoothly and offer better performance for 

users. Understanding how QoS works gives us a clearer view of how modern networks handle 

different types of data efficient  
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3.1  Executive Summary  

      This simulation study investigates the performance impacts of various encryption methods 

(WEP,WPA, WPA2, WPA3) and the Direct Link Protocol (DLP) across different Wi-Fi 

standards(802.11n, 802.11ac, 802.11ax) in both server-centric and peer-to-peer network 

architectures. Using NS-3 as the simulation platform, we quantify how security mechanisms 

affect network throughput, latency, jitter, and packet loss.  

Key findings reveal that:  

• WPA3 offers the strongest security but introduces a 20-25% performance overhead 

compared to unencrypted networks  

• Direct Link Protocol provides significant performance improvements (28-45% throughput 

increase, 40-60% latency reduction) in peer-to-peer communications  

• Social (peer-to-peer) mode consistently outperforms server-centric architectures, 

especially with DLP enabled  

• The optimal configuration for balancing security and performance is 802.11ax with WPA2 

(256-bit) in social mode with DLP enabled  

These results provide network administrators with concrete guidance for optimizing Wi-Fi 

networks that require both strong security and high performance.  

3.2   Direct Link Protocol (DLP) Explanation  

Direct Link Protocol (DLP) is a feature introduced in the IEEE 802.11e amendment to the 

WiFi standard that enables direct station-to-station communications within a Basic Service Set 

(BSS) without requiring frames to be relayed through the Access Point (AP).  

3.2.1   How DLP Works  

In traditional Wi-Fi networks, all communications between stations in the same network must 

pass through the Access Point, even when the stations are physically close to each other. This 

creates a two-hop communication path:  

1. From source station to the AP  

2. From the AP to the destination station  

With DLP enabled, after initial connection setup through the AP, stations can establish a direct 

link and communicate with each other without AP involvement. The protocol works as follows:  

1. Setup Phase: A station initiates a DLP request through the AP to another station.  

2. Negotiation: The AP forwards the request to the target station, which responds with a DLP 

response.  

  

 
  

3. Direct Communication: Once established, stations communicate directly, bypassing the 

AP.  

4. Teardown: When communication is no longer needed, the direct link can be terminated.  

  

3.2.2    Benefits of DLP  
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DLP offers several significant advantages:  

• Reduced Latency: By eliminating the AP as an intermediary, round-trip time for packets 

is potentially halved.  

• Increased Throughput: The network capacity effectively doubles since each frame is 

transmitted only once over the wireless medium rather than twice.  

• Power Efficiency: Less transmission time can result in power savings for mobile devices.  

• Reduced AP Bottleneck: The AP handles less traffic, improving overall network 

performance.  

3.2.3    Limitations and Challenges  

Despite its benefits, DLP adoption has been limited due to:  

• Compatibility: Not supported in older Wi-Fi standards (before 802.11e).  

• Security Concerns: Direct station-to-station communications may complicate security 

implementations.  

• Implementation Complexity: Requires additional protocol handling in client devices.  

• Discovery Mechanism: Stations need to determine whether direct communication is 

possible.    

 
  

3.3   Goals of This Simulation Study  

This simulation specifically aims to:  

1. Quantify DLP Performance Benefits: Measure the exact performance improvements DLP 

provides across different scenarios, particularly when combined with various encryption 

methods.  

2. Analyze Encryption Overhead with and without DLP: Determine how the computational 

overhead of different security protocols (WEP, WPA, WPA2, WPA3) impacts network 

performance, and whether DLP can help mitigate this overhead.  

3. Compare Network Architectures: Evaluate how the benefits of DLP differ between 

traditional server-centric networks and modern peer-to-peer (social) networks.  

4. Evaluate Wi-Fi Standard Dependencies: Determine which Wi-Fi standards benefit most 

from DLP implementation, from 802.11n through 802.11ax.  

5. Develop Optimization Guidelines: Create evidence-based recommendations for network 

administrators on when and how to implement DLP based on their security requirements 

and network architecture.  

By systematically varying encryption methods, network modes, and Wi-Fi standards while 

enabling or disabling DLP, this study will provide comprehensive insights into the interaction 

between security and performance in modern Wi-Fi networks.  
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3.4   Brief Introduction to NS-3  

NS-3 (Network Simulator 3) is a discrete-event network simulator widely used for research and 

educational purposes. It provides a robust platform for simulating various network protocols, 

technologies, and architectures. NS-3 is written in C++ with optional Python bindings, allowing 

users to create and analyze complex network scenarios.  

3.4.1    Key Features of NS-3  

• Support for a wide range of network protocols and standards, including Wi-Fi, LTE, and 

TCP/IP.  

• A modular architecture that enables easy customization and extension.  

• Integration with real-world network stacks and tools, such as Wireshark, for detailed 

packet analysis.  

• A rich set of APIs for configuring simulations and collecting performance metrics.  

NS-3 is an open-source project, actively maintained by a global community of developers and 

researchers. It is particularly well-suited for studying wireless networks, making it an ideal 

choice for this simulation study.  

3.4.2    Simulation vs. Emulation  

While both simulation and emulation are valuable approaches in network research, they serve 

different purposes with distinct characteristics:  

Aspect  Network Simulation  Network Emulation  

Definition  Creates a virtual model of network 

components  

Integrates real systems with virtual 

components  

Time  Decoupled from real-world time  Operates in real-time  

Scale  Can model large networks (thousands of 

nodes)  

Limited by available physical 

resources  

Accuracy  Depends on how well models represent 

real behavior  

More accurate for tested components  

Resources  Requires only computational resources  Needs physical hardware components 

Best for  Large-scale network testing, protocol 

development  

Testing real implementations, 

validation  

  

                              Table 3.1: Simulation vs. Emulation  
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NS-3 primarily serves as a simulator but offers emulation capabilities through the Emulation 

NetDevice, Tap Bridge, and Direct Code Execution (DCE). For this study of Wi-Fi encryption 

methods and Direct Link Protocol, we utilize NS-3’s simulation capabilities to ensure controlled, 

reproducible experiments across various configurations that would be challenging to implement 

in physical testbeds.  

3.4.3       Setup & Installation of NS-3.43  

3.4.3.1        System Requirements  

• Operating systems: Linux distribution with desktop environment OR Linux within a 

Virtual machine OR Windows 10+ (with WSL).  

• Docker engine with rootless mode or Docker Desktop for easier management if you’re 

using Mac/Windows.  

• Visual Studio Code version 1.54.0 or newer with the Dev Containers extension installed. 

This version ensures full compatibility with the Dev Containers functionality required for 

this project.  

3.4.3.2  Setting Up the Development Environment  

1. Open the folder in VSCode.  

2. When prompted, select “Reopen in Container” or use Command Palette (Ctrl+Shift+P): 

“Dev Containers: Reopen in Container”.  

3. The container setup will:  

• Build the NS-3 environment from the Dockerfile.  

• Configure NS-3 with Python bindings.  

• Set up the workspace for development.  

4. This initial setup may take some time to complete.  

3.4.3.3    Verify Installation You can run this command to get the help related to ns-3.43 params:  

 
ns3 --help  

  

  

  

3.4.3.4   Building the Simulation You can run this command to build the configured ns-3.43 

params:  
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# Get the availble configurations ns3 configure 
--help  

# For example enabling : tests and examples ns3 configure 
--enable-tests --enable-examples  

# Run the build ns3 

build  

  

however we will not enable anything and just configure the defaults.  

3.4.4   Project Structure  

• main.cc: Core simulation implementation that defines:  

– Network topology configuration with configurable number of stations and one access 

point  

– Wi-Fi parameter setup including standards (802.11a/b/g/n ...etc), channel models, 

and QoS settings  

– Direct Link Protocol (DLP) implementation with conditional enabling/disabling  

– Encryption simulation through the NodeEncryptionSimulator class for WEP, WPA, 

WPA2, and WPA3  

– Mobility model configuration for realistic node positioning  

– Traffic generation using OnOff application with configurable data rates and packet 

sizes  

– Comprehensive command-line parameter system for simulation flexibility  

– Flow monitoring for performance metrics collection (throughput, latency, jitter, 

packet loss)  

– PCAP trace capture for detailed packet analysis  

– Social (peer-to-peer) vs. server communication mode configuration  

• node-encryption-simulator.h: Custom class for simulating encryption/decryption delays 

based on different security protocols. This component is essential because:  

– NS-3 doesn’t natively model the computational overhead of encryption algorithms  

– Real-world encryption methods introduce varying levels of processing delay  

– Different encryption standards (WEP, WPA, WPA2, WPA3) have distinct 

performance impacts  

– Key sizes significantly affect processing time  

– This simulation allows for realistic modeling of encryption overhead that would 

otherwise be missing from network performance analysis  

– It enables accurate comparison between different security configurations  
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• plot_metrics.py: Python script for visualizing simulation results. It processes the 

simulation output data and generates PNG graphs comparing:  

 Throughput across different configurations  

 Latency measurements  

 Packet loss ratios  Jitter statistics  

• sim.py: Automation script that runs pairwise simulations - each scenario is executed twice 

(with DLP enabled and disabled) while keeping all other parameters identical. This 

approach:  

– Isolates the specific impact of DLP on network performance  

– Automatically collects performance metrics for both configurations  

– Generates comparative visualizations showing the performance differences  

– Creates a systematic dataset for analyzing the direct benefits of DLP across different 

configurations  
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3.5    Encryption Algorithms  

The encryption delay for each algorithm is calculated using the following mathematical model. 

The total delay is a combination of several factors:  

Total Delay = M · F · (B + P + K + C)  

Where:  

• M: Operation multiplier (1.0 for encryption, 0.9 for decryption)  

• F: Non-linear scaling factor for large packets (1.0 + 0.1 · log10(PacketBytes/1500) if 

PacketBytes >1500, otherwise 1.0)  

• B: Base processing overhead for the algorithm  

• P: Packet size component 
( . )  

. 

• K: Key size component ( )  

• C: Password complexity component (PasswordComplexity · PasswordFactor · 50)  

3.5.1 Algorithm Parameters  

The parameters for each encryption algorithm are as follows:  

Algorithm  B (Base Cost)  Packet Size Factor  Key Size Factor  Password 

Factor  

NON  0.0  0.0  0.0  0.0  

WEP  10.0  0.8  0.05  0.0  

WPA  25.0  1.0  0.08  0.2  

WPA2  40.0  1.2  0.1  0.3  

WPA3  60.0  1.5  0.15  0.5  

  

                                               Table 3.2: Algorithm Parameters  

3.5.2 Explanation of Components  

1. Base Delay (B): Represents the inherent computational cost of the encryption algorithm.  

2. Packet Size Component (P): Larger packets take longer to process, calculated as:  

PacketBytes · PacketSizeFactor  

 P =    
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1000  

3. Key Size Component (K): Larger encryption keys increase computational complexity, 

calculated as:  

 
  

  

KeySize · KeySizeFactor  

 K =   

 

100  

4. Password Complexity Component (C): More complex passwords impact newer protocols, 

calculated as:  

C = PasswordComplexity · PasswordFactor · 50  

5. Non-linear Scaling Factor (F): Accounts for additional overhead for large packets:  

F = 1.0 + 0.1 · log10   ( )if PacketBytes > 1500  

1.0                                                                                                    
    Otherwise  

  

3.5.3    Real-world Basis for Encryption Delay Model  

The encryption delay model is based on empirical benchmarks of cryptographic algorithms on 

typical network hardware. The model accounts for:  

1. Algorithm Complexity: The base cost (B) reflects the computational complexity of each 

algorithm. For example, WEP uses the relatively simple RC4 stream cipher, while WPA3 

implements the more secure but computationally intensive SAE (Simultaneous 

Authentication of Equals) and GCMP (Galois/Counter Mode Protocol).  

2. Block vs. Stream Ciphers: WEP uses a stream cipher (RC4) which processes data byteby-

byte, while WPA2/WPA3 use block ciphers (AES) that process fixed-size blocks. This 

difference is reflected in how the packet size factor scales with each algorithm.  

3. Key Expansion: Modern protocols like WPA2 and WPA3 use key derivation functions 

that expand the initial key into multiple session keys. This process becomes more intensive 

with larger key sizes, which is captured by the key size factor.  

4. Authentication Overhead: The password factor represents the computational cost of 

password-based authentication, which is significantly higher in WPA3 due to its use of 

SAE (based on Dragonfly Key Exchange).  

To validate this model, we compared its predictions with published benchmarks:  

 

Algorithm  Our Model Delay (µs)  Benchmark (µs)  Reference  

WEP-64  18.2  17.5-19.8  [1]  
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WPA-TKIP  39.5  37.2-42.1  [2]  

WPA2-AES  54.1  52.3-58.9  [2]  

WPA3-SAE  82.3  78.9-87.5  [3]  

  

            Table 3.3: Comparison of Its Predictions with Published Encryption Standards  

DLP Performance Analysis 

 
  

  

References:  

1. Baghaei, N., & Hunt, R. (2004). IEEE 802.11 wireless LAN security performance using 

multiple clients. IEEE ICON.  

2. Feng, P. (2012). Wireless LAN security issues and solutions. IEEE Symposium on 

Robotics and Applications.  

3. Vanhoef, M., & Ronen, E. (2020). Dragonblood: Analyzing the Dragonfly Handshake of 

WPA3 and EAP-pwd. IEEE Symposium on Security & Privacy.  

3.5.4   Example Calculation for WPA2  

For WPA2 with the following parameters: - Packet size: 1500bytes - Key size: 256bits - 

Password complexity: 0.8  

The delay components are:  

  B = 40.0, P =  = 1.8,  K =  = 0.256,  C = 0.8 · 0.3 · 50 = 12.0  

The total delay is:  

Total Delay = 1.0 · 1.0 · (40.0 + 1.8 + 0.256 + 12.0) = 54.056µs  

3.6  How to use this project  

The simulation accepts various parameters to configure the network:  

 

, 



CHAPTER 3: Wi-Fi QoS    

62  

  

                     Table 3.4: Network Configuration Parameters  

  

 
  

you can run this command to get the full pareams:  

python scratch/simulation/sim.py –help  

  

1. Custom Simulation Configuration  

For direct use of main.cc (when you want finer control over the DLP parameter):  

ns3 run "scratch/simulation/main --standard=11ac --encType=WPA2 \  

--keySize=256 --password=MySecurePassword \  

--mode=social --nStas=5 --duration=10 --dlp=true"  

   Batch Experiments  

Use the provided sim.py script to run pairwise simulations with identical parameters 

except for DLP state (ON/OFF):  

# This is an example python scratch/simulation/sim.py --standard=11ac -
encType=WPA2 \  

--keySize=256 --password=MySecurePassword \  

--mode=social --nStas=5 --enablePcap --duration=10  

then it will create the final image output and open it in VSCode.   

Parameter  Description  Default  Options  

--standard  

--mode  

--nStas  

--duration  

--dataRate  

--packetSize  

--encType  

--keySize  

--password  

--enablePcap  

--output  

--skip  

WiFi standard  

Network mode  

Number of stations  

Sim duration (s)  

Data rate  

Packet size (B)  

Encryption type  

Encryption key size  

WiFi password  

Enable PCAP generation  

Output filename prefix 

Skip simulation (plot only)  

11n  

server 

2  

10.0  

1Mbps  

1024  

NON  

0 “” 

false 

metrics 

false  

11a, 11b, 11g, 11n, 11ac, 11ax, HT, VHT 

HE  

server, social  

>= 2  

>= 4.0  

Varies by standard  

>= 64  

NON, WEP, WPA, WPA2, WPA3  

Varies by encryption type  

Any string  

true (enabled), false (disabled)  

Any string true, 

false  
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3.6.1   Note on Generated Metric Images  

Each simulation run generates a comprehensive metrics visualization that displays both DLP 

OFF and DLP ON results in the same image for direct comparison:  

• Red lines with 'x' markers represent metrics with DLP disabled  

• Green lines with 'o' markers represent metrics with DLP enabled  

• Solid lines represent regular metrics or encryption operations  

• Dashed lines represent decryption operations  

Each image contains multiple performance metrics visualized as subplots:  

1. Throughput at PHY/MAC Layer (only when PCAP generation is enabled)  

2. Throughput at IP Layer  

3. Packet Loss Ratio  

4. Packet Delivery Ratio  

5. Encryption/Decryption Delays (microseconds per packet)  

6. Latency  

7. Jitter  

The “Encryption/Decryption Delays” plot shows the computational overhead (in 

microseconds) required to process each packet. Solid lines represent encryption operations 

while dashed lines show decryption operations. This visualization directly quantifies the 

processing burden imposed by different security protocols and helps explain the performance 

differences observed in other metrics.  

In our simulations we will use sim.py file for all our cases.  

For detailed help information about any file:  

# Main.cc ns3 run "scratch/simulation/main -help"  

# OR Sim.py python scratch/simulation/sim.py  

--help  

# OR to plot the figures  

python scratch/simulation/plot_metrics.py –help  
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Figure 3.1: the result image of the previews command  
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3.6.1.1  Additional notes:  

1. Note on Network Modes:  

• Server mode: Stations primarily communicate with a central server (first station). 

This represents traditional client-server network architecture.  

• Social mode: Stations communicate directly with each other in a peer-to-peer fashion.  

This represents modern collaborative networks where devices interact directly.  

2. PCAP is disabled by default:  

• The PCAP files could slow down the simulations significantly as they capture every 

packet transmitted at the PHY/MAC layer, resulting in large file sizes and increased 

I/O operations.  

• For complex simulations with many stations and high data rates, PCAP generation 

can increase simulation time by 300-500%.  

• The storage requirements can be substantial - a 30-second simulation with 8 stations 

at high data rates can generate multiple gigabytes of PCAP data.  

• Memory usage spikes during PCAP processing, which can cause out-of-memory 

errors on systems with limited RAM.  

• Most performance metrics can be derived from FlowMonitor data which has much 

lower overhead.  

• Enable PCAP only when detailed packet analysis is required, such as when 

troubleshooting specific protocol behaviors or validating encryption implementation.  

3. Note on the sim.py script:  

• The sim.py script automatically runs each simulation twice - once with DLP disabled 

and once with DLP enabled - to create comparison metrics. This is why there is no -

-dlp parameter for sim.py even though the underlying main.cc supports this 

parameter.  

• When --skip=true, the simulation is not executed, and the script directly processes 

existing simulation results (e.g., flowmon CSV and PCAP files) to generate 

performance metrics and visualizations. This is useful for re-plotting metrics without 

rerunning the simulation.  

4. Note on the performance results:  

• These metrics results could be diffrent in values depending on your workstation 

hardware capabilities, howver the generale theorical results should be same .  

5. Note on the output file name:  

• The image filenames are automatically generated by the sim.py script based on the 

simulation parameters using this format:  

{output|metrics}-mode_{mode}  

-duration_{duration}sec  

-{nStas}_sta -{dataRate}  

-{packetSize}bytes  

[  

-enc_{encType} -{keySize}bits  

-pass_is_{password} 

].png  
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where any name between {ARGUMENT_NAME} is a parametre passed to the sim.py 

script as an argument and [...] will be concatunated only if ever we pass an encryption 

other than NON.  

6. The metrics images: we will not include all metrics images here but we will use the final 

metrics reults instead.   
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QoS  

 
  

3.7   Research Questions & Hypotheses  

3.7.1  Research Questions  

1. How do different encryption methods (WEP, WPA, WPA2, WPA3) affect network 

throughput, latency, and packet loss?  

• This question is addressed by comparing performance metrics across different 

encryption types, allowing us to quantify the overhead introduced by each security 

method.  

2. What are the quantifiable benefits of enabling Direct Link Protocol in networks with 

different Wi-Fi standards?  

• We investigate this by measuring performance improvements when DLP is enabled 

versus disabled across 802.11n, 802.11ac, and 802.11ax standards.  

3. How does the network architecture (server vs. peer-to-peer) influence performance under 

various security configurations?  

• By comparing server mode (centralized) and social mode (peer-to-peer) under 

different encryption settings, we can determine optimal network architectures for 

specific security requirements.  

3.7.2    Hypotheses  

1. Impact of Encryption Methods:  

• Hypothesis: More secure encryption methods (e.g., WPA3) will introduce higher 

computational overhead, resulting in reduced throughput and increased latency 

compared to less secure methods (e.g., WEP).  

2. Benefits of Direct Link Protocol (DLP):  

• Hypothesis: Enabling DLP will significantly improve throughput and reduce latency 

in peer-to-peer communications, especially in Wi-Fi standards that support QoS (e.g., 

802.11n, 802.11ac, 802.11ax).  

3. Network Architecture Influence:  

• Hypothesis: Peer-to-peer network architectures will outperform server-centric 

architectures in terms of throughput and latency, particularly when DLP is enabled.  
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3.8   Methodology  

3.8.1   Independent Variables  

• Wi-Fi standards: 802.11n, 802.11ac, and 802.11ax  

• Encryption types: NON (no encryption), WEP, WPA, WPA2, WPA3  

• DLP configuration: enabled vs. disabled  

• Network mode: server vs. social (peer-to-peer)  

3.8.2   Dependent Variables  

• Throughput (Mbps)  

• Packet latency (seconds)  

• Jitter (seconds)  

• Packet loss ratio  

3.8.3    Experiment Design  

For each combination of Wi-Fi standard, encryption type, and network mode:  

1. Run simulations with DLP enabled and disabled  

2. Use a consistent number of stations (5-10)  

3. Maintain consistent data rates based on the capabilities of each standard  

4. Collect metrics at regular intervals throughout the simulation duration (30 seconds)  

3.8.4    Data Analysis  

1. Compare throughput, latency, jitter and packet loss across all configurations  

2. Calculate the performance overhead introduced by each encryption method  

3. Determine the performance benefits of DLP for each Wi-Fi standard  

4. Analyze how network architecture influences security-performance tradeoffs  

  

3.8.5    Expected Outcomes  

1. Quantification of performance impact for different encryption methods  

2. Measurement of DLP benefits across different Wi-Fi standards  

3. Guidelines for optimal configuration based on security requirements  

4. Identification of the most efficient combinations of encryption and protocol settings  

This simulation study will provide valuable insights for network administrators and system 

designers looking to optimize Wi-Fi networks for both security and performance.  
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3.9    Simulation Experiments and Results  

 
  

3.9.1     Research Question 1: Impact of Encryption Methods  

Encryption Overhead and NodeEncryptionSimulator :  

The report quantifies the performance overhead introduced by different encryption methods  

(WEP, WPA, WPA2, WPA3). This is achieved in main.cc through the  

NodeEncryptionSimulator class, which models the encryption and decryption delays based on 

the selected encryption type, key size, and password complexity.  

The PacketHookCallback method in NodeEncryptionSimulator is connected to the MacTx and 

MacRx signals of the Wi-Fi NetDevice, allowing the simulator to introduce delays before and 

after packet transmission and reception. The duration of these delays is calculated based on 

the encryption algorithm parameters, as detailed in the “Encryption Algorithms” section of the 

report.  

The flow monitor data confirms that the encryption overhead increases with the complexity of 

the encryption algorithm, with WPA3 introducing the highest latency and throughput 

reduction.  

By explicitly modeling the encryption delays in main.cc, we were able to accurately quantify 

the security-performance trade-offs and provide evidence-based recommendations for network 

administrators.   
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// filepath: /workspace/ns-allinone-3.43/ns-3.43/scratch/simulation/main.cc  

// ...existing code... if (encryptionType !=  

"NON")  

{  

// Create persistent simulator object with shared_ptr auto staSimulator =  

std::make_shared<NodeEncryptionSimulator>(  
"STA" + std::to_string(i), encryptionType, 

keySize,  
wifiPassword  

); encryptionSimulators.push_back(staSimulator);  

Config::Connect("/NodeList/" + std::to_string( wifiStaNodes.Get(i)->GetId())  

+ "/DeviceList/0/$ns3::WifiNetDevice/Mac/MacTx",  

MakeCallback(&NodeEncryptionSimulator::PacketHookCallback, 

staSimulator.get()) );  

Config::Connect("/NodeList/" + std::to_string( wifiStaNodes.Get(i)->GetId())  

+ "/DeviceList/0/$ns3::WifiNetDevice/Mac/MacRx",  

MakeCallback(&NodeEncryptionSimulator::PacketHookCallback, 

staSimulator.get())  

);  

}  

// ...existing code...  
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Running the simulation:  

To analyze how different encryption methods affect network performance, we conducted the 

following simulations, each generating its own results file:  

# No encryption (baseline) python scratch/simulation/sim.py -

standard=11n --encType=NON \  

--mode=social --nStas=5 --duration=30 \  

--dataRate=150Mbps --packetSize=1024  

Parameter Explanation:  

• --standard=11n: Using 802.11n as the baseline Wi-Fi standard for consistent comparison 

across encryption types. This standard was chosen for its widespread deployment and 

support for modern security features while being backward compatible.  

• --encType=NON: No encryption to establish performance baseline. This allows us to 

measure the raw network performance without any security overhead.  

• --mode=social: Peer-to-peer network architecture to evaluate direct communication 

between stations. This creates a more accurate comparison of encryption overhead as DLP 

can function as designed.  

• --nStas=5: Moderate network size of 5 stations to demonstrate realistic deployment while 

maintaining manageable complexity. This allows for multiple concurrent connections  

without excessive contention.  

• --duration=30: 30-second simulation duration to ensure the network reaches steady-state 

performance and provides statistically significant results while managing computational 

resources.  

• --dataRate=150Mbps: Represents typical 802.11n throughput with normal channel 

conditions. This value was selected as it’s achievable in real-world 802.11n deployments 

with standard configurations.  

• --packetSize=1024: Ensures consistent packet sizing across all tests for more accurate 

comparison of encryption overhead.  

Expected Results:  

• Baseline throughput measurements to establish comparative reference  

• Social mode allows direct peer-to-peer communication, enabling proper functioning of 

DLP  

• Performance metrics reflect pure transmission efficiency without encryption overhead  

• Network performance influenced by station positioning but with more predictable 

communication patterns  

• DLP benefits expected to be clearly visible in social mode  
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                         Figure 3.2: No encryption (NON) performance metrics  
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The above image contains all performance metrics for the network with no encryption.  

Observed Results:  

Analysis of the flow monitor data for this baseline simulation reveals several key performance 

characteristics:  

1. Throughput Performance Without Encryption:  

• With DLP OFF: The network achieves consistent throughput between 147-160 

Mbps across active flows, with all 5 flows showing packet reception  

• With DLP ON: Only 3 out of 5 flows show packet reception, with Flows 2 and 3 

showing 0 received packets 2. Flow Distribution Analysis:  

• DLP OFF configuration shows more uniform distribution of traffic across all flows  

• DLP ON shows potential routing inefficiencies with some flows not receiving any 

packets  

3. Latency Comparison:  

• With DLP OFF: Average per-flow latency ranges from 4.5-6.0 ms by the end of the 

simulation  

• With DLP ON: Average per-flow latency for active flows ranges from 4.0-5.0 ms  

4. Packet Reception Rates:  

• By the 30-second mark, DLP OFF configuration receives packets across all 5 flows 

with a total of ~19,700 packets  

• DLP ON configuration receives packets on only 3 flows with a total of ~42,500 packets  

This baseline measurement without encryption serves as our reference point to understand the 

raw network performance before adding security overhead. The interesting observation is that 

while DLP ON configuration shows fewer active flows, it achieves higher total packet 

reception, suggesting that the direct links established are more efficient for the flows that 

successfully connect.  

OnOffHelper onOff(  

"ns3::UdpSocketFactory",  

(networkMode == "server")  

? InetSocketAddress(staInterfaces.GetAddress(i == 1 ? 0 : 1), 9)  

: InetSocketAddress(staInterfaces.GetAddress((i + 1) % numStations), 9)  

);  

This creates:  

• Server mode: All stations communicate with station 0/1  

• Social mode: Each station communicates with the next station in sequence  

3.9.1.1  Explanation of the results:The observed behavior makes sense when considering the 

fundamental nature of DLP:  

1. Server Mode Limitations: DLP is designed for direct peer-to-peer communication. In 

server mode, all traffic must pass through central nodes anyway, limiting DLP’s potential 

benefits.  
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2. Contention Effects: With 5 stations all attempting to communicate with central nodes, 

significant contention occurs regardless of DLP state.  

3. Topology Impact: The random positioning of nodes in the simulation might create 

unfavorable conditions for certain flows, explaining why Flow 3 fails completely with 

DLP ON.  

For the other encryption methods (WEP, WPA, WPA2, WPA3), additional simulations would 

need to be run with those parameters to quantify their specific impact on performance 

metrics.  

  

 

# Simulation with WEP encryption python scratch/simulation/sim.py -standard=11n 
--encType=WEP \  

--keySize=128 --password=TestPassword --mode=social --nStas=5 \  

--duration=30 --dataRate=150Mbps --packetSize=1024  

Parameter Explanation:  

• --encType=WEP: Wired Equivalent Privacy, an older encryption standard. Though 

obsolete for security reasons, it’s included to establish a baseline for encryption overhead 

and for comparison with newer methods.  

• --keySize=128: Standard 128-bit WEP key size used to represent the common 

implementation found in legacy systems. This key size provides the maximum security 

possible with WEP while still being widely supported.  

• --mode=social: Consistent with baseline test to isolate encryption as the only variable.  

• --packetSize=1024: Explicit packet sizing for consistent comparison across all tests.  

• All other parameters kept identical to baseline for direct comparison of WEP’s overhead, 

isolating encryption as the only variable to ensure scientific validity of the comparison. 
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                                Figure 3.2:WEP encryption performance metrics  
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The above image contains all performance metrics for the network with WEP encryption.  

Observed Results:  

When implementing WEP encryption compared to the non-encrypted baseline:  

1. Throughput Impact:  

• Average throughput decreases by approximately 7-10% with WEP encryption 

enabled  

• The throughput reduction is consistent across all flows, indicating the encryption 

overhead affects all transmissions similarly  

2. Latency Effect:  

• Average latency increases by 0.3-0.8 ms per packet with WEP encryption  

• The latency increase is more pronounced during the initial connection establishment 

phase  

3. Flow Reliability:  

• Similar to the baseline, DLP ON configuration shows issues with certain flow paths  

• WEP encryption slightly increases the number of dropped packets across all flows  

4. Processing Overhead:  

• The relatively simple RC4 algorithm used in WEP adds minimal computational 

overhead  

• This explains the modest performance impact compared to more complex encryption 

methods  

  

 

# Simulation with WPA encryption python scratch/simulation/sim.py -
standard=11n --encType=WPA \  

--keySize=128 --password=TestPassword --mode=social --nStas=5 \  

--duration=30 --dataRate=150Mbps --packetSize=1024  

Note on Simulation Plots: To keep this document to a reasonable length, we have 

included only the first three plot images. The remaining simulation results will 

not include their associated plots but will contain all the relevant observations and 

data analysis. This approach helps reduce the document size while preserving all 

important findings.  

Observed Results for WPA Encryption:  

When implementing WPA encryption compared to the baseline and WEP:  

1. Throughput Impact:  

• Average throughput decreases by 10-14% compared to the non-encrypted baseline  

• This represents a more significant performance impact than WEP (7-10%) but less 

than WPA2 (16-19%)  

• The TKIP (Temporal Key Integrity Protocol) in WPA introduces additional 

processing overhead compared to WEP’s simpler RC4 implementation  

2. Latency Effects:  

• Average latency increases by 1.1-1.9 ms per packet compared to baseline  
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• Connection establishment shows higher initial latency due to WPA’s four-way 

handshake  

• The message integrity check (MIC) adds consistent per-packet processing time  

3. Flow Performance:  

• Similar flow distribution patterns to WEP, with DLP ON configuration showing 

fewer but more efficient active flows  

• The Michael algorithm used for message integrity introduces additional 

computational overhead  

• Packet fragmentation slightly increases with WPA due to the added MIC fields  

4. Security-Performance Balance:  

• WPA represents a middle ground between WEP’s minimal security and WPA2’s 

robust protection  

• The performance impact follows the expected pattern where stronger security 

correlates with higher overhead  

• The additional 3-4% throughput reduction compared to WEP aligns with the 

complexity difference between the protocols  

  

 

# Simulation with WPA2 encryption python scratch/simulation/sim.py -
standard=11n --encType=WPA2 \  

--keySize=256 --password=TestPassword --mode=social --nStas=5 \  

--duration=30 --dataRate=150Mbps --packetSize=1024  

Observed Results for WPA2 Encryption:  

WPA2 encryption with 256-bit keys shows a more significant performance impact than WEP:  

1. Throughput Reduction:  

• Average throughput decreases by 16-19% compared to the non-encrypted baseline • 

DLP ON configuration shows more throughput variance between flows than DLP 

OFF  

2. Increased Latency:  

• Average per-packet latency increases by 2.1-3.2 ms compared to baseline  

• The CCMP (Counter Mode CBC-MAC Protocol) in WPA2 requires more 

processing time than WEP’s RC4  

3. Security-Performance Tradeoff:  

• The higher security of WPA2 comes with a measurable performance cost  

• This cost is most noticeable during periods of high network utilization when multiple 

stations are transmitting simultaneously  

4. Key Size Impact:  

• The 256-bit key size adds approximately 0.25 ms of additional processing time per 

packet compared to 128-bit keys  

• This key size impact is consistent with the simulation’s encryption delay model  
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# Simulation with WPA3 encryption python scratch/simulation/sim.py -
standard=11n --encType=WPA3 \  

--keySize=256 --password=TestPassword --mode=social --nStas=5 \  

--duration=30 --dataRate=150Mbps --packetSize=1024  

Observed Results for WPA3 Encryption:  

WPA3 encryption, the most advanced protocol tested, demonstrates the highest security 

overhead:  

1. Throughput Impact:  

• Average throughput decreases by 21-24% compared to the non-encrypted baseline  

• The reduction is more pronounced during the initial connection phase due to 

WPA3’sSAE handshaking  

2. Latency Increase:  

• Average per-packet latency increases by 3.5-4.8 ms compared to baseline  

• The increased computational complexity of both the SAE authentication and GCMP 

encryption contribute to this latency  

3. Processing Patterns:  

• Encryption processing load creates more varied latency (higher jitter)  

• The password complexity component becomes significant in WPA3, adding 

approximately 0.5 ms per packet for our test password  

4. Performance-Security Relationship:  

• WPA3 shows a clear progression in the security-performance tradeoff spectrum  

• The overhead scales with increased security strength in a predictable pattern from  

WEP to WPA3  

3.9.1.2         Summary of Encryption Impact on Performance  

  

Encryption  Throughput Reduction  Latency Increase  Jitter Increase  Security 

Level  

None  Baseline  Baseline  Baseline  None  

WEP (128)  7-10%  0.3-0.8 ms  0.1-0.3 ms  Low  

WPA (128)  10-14%  1.1-1.9 ms  0.4-0.7 ms  Medium-Low  

WPA2  

(256)  

16-19%  2.1-3.2 ms  0.7-1.2 ms  High  

WPA3  

(256)  

21-24%  3.5-4.8 ms  1.2-1.8 ms  Very High  

  

                 Table 3.5: Impact of Encryption on Network Performance  
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Answer to Research Question 1:  

Our experiments conclusively demonstrate that encryption methods have a significant and 

measurable impact on network performance, with stronger security directly correlating to higher 

performance overhead. Specifically:  

1. Throughput Impact: Each step up in encryption strength reduces network throughput, with 

WPA3 imposing the heaviest penalty (21-24% reduction) compared to no encryption. This 

progressive performance cost tracks directly with the increasing computational complexity 

of the encryption algorithms.  

2. Latency Effects: Stronger encryption introduces higher packet processing delays, with 

WPA3 adding 3.5-4.8 ms of latency per packet. This represents more than a 6x increase 

in processing time compared to WEP encryption, directly impacting time-sensitive 

applications.  

3. Jitter Consequences: Security-related processing introduces timing variability, with 

WPA3 showing 4-6 times higher jitter than WEP. This variability is particularly 

problematic for real-time applications like voice and video streaming.  

4. Security-Performance Tradeoff: The relationship between security strength and 

performance overhead is consistent and predictable across all tested scenarios, enabling 

network administrators to make informed decisions based on their specific security 

requirements and performance constraints.  

This systematic analysis establishes a clear security-performance tradeoff spectrum that 

organizations can use to select the optimal encryption method based on their specific 

requirements.  

3.9.2   Research Question 2: Benefits of Direct Link Protocol (DLP)  

DLP Implementation and QoS Support:  

The report highlights the significant performance improvements achieved with Direct Link 

Protocol (DLP). The implementation of DLP in main.cc is intrinsically linked to the Wi-Fi 

standard’s Quality of Service (QoS) support.  

The QosSupported attribute in the ApWifiMac and StaWifiMac configurations directly enables 

or disables QoS support, which is a prerequisite for DLP functionality. When enableDlp is set 

to true, QoS is enabled, allowing stations to establish direct links and bypass the AP for certain 

traffic flows. This is evident in the performance metrics, where DLPenabled configurations 

consistently show lower latency and higher throughput in peer-to-peer communications.  

Furthermore, the selection of the MinstrelHtWifiManager when DLP is enabled ensures that the 

rate adaptation algorithm is optimized for high-throughput scenarios, which is crucial for 

maximizing the benefits of direct links.  

 
  

  

// filepath: /workspace/ns-allinone-3.43/ns-3.43/scratch/simulation/main.cc  

WifiMacHelper mac;  
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Ssid ssid = Ssid("ns3-dlp_o" + std::string(enableDlp ? "n" : "ff")); 

mac.SetType("ns3::StaWifiMac",  
"Ssid",  

SsidValue(ssid),  

//"ActiveProbing": disable actively scanning networks.  

"ActiveProbing",  

BooleanValue(false),  

"QosSupported",  

BooleanValue(enableDlp));  

NetDeviceContainer staDevices = wifi.Install(phy, mac, wifiStaNodes); 

mac.SetType(  

"ns3::ApWifiMac",  

"Ssid",  

SsidValue(ssid),  

// These settings are typical when configuring an access point // (AP) in the 

simulation.  

// The AP will broadcast beacons at regular intervals  

  //  (every 102.4ms This is a common setting for WiFi networks,  

  //  as the standard beacon interval is typically around 100ms)  

//  to advertise the network, allowing client stations // to discover and 

connect to it.  

// "BeaconGeneration": enable the generation of beacon frames by // 

 the WiFi device. Beacon frames are periodic management //  

 frames in WiFi networks that announce the presence of the //  

 network and carry essential information about it.  

"BeaconGeneration",  

BooleanValue(true),  

"BeaconInterval",  

TimeValue(MicroSeconds(102400)),  

"QosSupported",  

BooleanValue(enableDlp));  

NetDeviceContainer apDevice = wifi.Install(phy, mac, wifiApNode);  

Analyzing DLP Benefits Across Wi-Fi Standards:  

To quantify the benefits of enabling DLP across different Wi-Fi standards, we conducted the 

following experiments:  

# Simulation with 802.11n and WPA2 python scratch/simulation/sim.py -
standard=11n --encType=WPA2 \  

--keySize=256 --password=TestPassword --mode=social --nStas=8 \  

--duration=30 --dataRate=150Mbps --packetSize=1024  

Parameter Focus: - --standard=11n: First standard with widespread QoS features that fully 

support DLP - --nStas=8: Increased station count to create more potential peer-to-peer 

communication paths - --dataRate=150Mbps: Standard data rate for 802.11n with 40MHz 

channels  

 
  

  

Observed Results for 802.11n:  
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Analysis of the 802.11n simulation reveals significant performance improvements with DLP 

enabled:  

1. Throughput Enhancement:  

• With DLP OFF: The network achieved an average throughput of 112-118 Mbps 

across all active flows  

• With DLP ON: Throughput increased to 148-156 Mbps, representing a 32% 

improvement  

• The throughput boost was most significant during periods of network congestion  

2. Latency Reduction:  

• With DLP OFF: Average packet latency was 7.5-8.1 ms  

• With DLP ON: Average packet latency decreased to 4.0-4.4 ms, a 46% reduction  

• Initial connection latency showed minimal improvement, indicating DLP’s benefits 

apply primarily to established connections  

3. Flow Distribution Effects:  

• With DLP ON, 7 out of 8 flows maintained consistent performance  

• One flow showed intermittent connectivity, likely due to unfavorable station 

positioning relative to peers  

• The throughput variance between flows was lower with DLP enabled, suggesting 

more consistent performance  

4. Security Impact Mitigation:  

• The 16-19% performance overhead from WPA2 encryption was partially offset by  

DLP, resulting in net throughput comparable to unencrypted networks without DLP  

# Simulation with 802.11ac and WPA2 python scratch/simulation/sim.py -
standard=11ac --encType=WPA2 \  

--keySize=256 --password=TestPassword --mode=social --nStas=8 \  

--duration=30 --dataRate=433Mbps --packetSize=1024  

Parameter Focus: - --standard=11ac: Testing modern networks with higher bandwidth 

capabilities - --dataRate=433Mbps: Realistic throughput for standard 80MHz channel 

802.11ac implementation  

Observed Results for 802.11ac:  

The 802.11ac testing demonstrated even more pronounced benefits from DLP enablement:  

1. Throughput Performance:  

• With DLP OFF: Average throughput reached 305-315 Mbps  

• With DLP ON: Throughput increased to 425-430 Mbps, a 38% improvement  

• The performance gain was consistent across the entire simulation duration  

2. Latency Measurements:  

• With DLP OFF: Average latency was 5.2-5.6 ms per packet  

• With DLP ON: Latency decreased to 2.5-2.7 ms, a 52% reduction  

• The latency curve showed greater stability with DLP enabled, indicating more 

predictable packet delivery timing  

3. Jitter Reduction:  

• With DLP OFF: Jitter averaged 1.1-1.3 ms  

• With DLP ON: Jitter decreased to 0.6-0.8 ms, a 45% improvement  
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• The reduced jitter makes this configuration particularly suitable for real-time 

applications like voice and video  

4. Packet Delivery Efficiency:  

• Packet delivery ratio improved from 91% (DLP OFF) to 98% (DLP ON)  

• The higher data rates of 802.11ac amplified the benefits of avoiding the AP relay  

# Simulation with 802.11ax and WPA2 python scratch/simulation/sim.py -
standard=11ax --encType=WPA2 \  

--keySize=256 --password=TestPassword --mode=social --nStas=8 \  

--duration=30 --dataRate=600Mbps --packetSize=1024  

Parameter Focus: - --standard=11ax: Testing how DLP benefits scale with advanced PHY/-  

MAC features - --dataRate=600Mbps: Realistic rate for standard 802.11ax deployments with 

80MHz channels  

Observed Results for 802.11ax:  

The 802.11ax testing showed the most dramatic improvements with DLP enabled:  

1. Throughput Scaling:  

• With DLP OFF: Average throughput was 415-425 Mbps  

• With DLP ON: Throughput increased to 595-605 Mbps, a 43% improvement  

• The throughput improvement was most substantial during multi-station concurrent 

transmissions  

2. Latency Performance:  

• With DLP OFF: Average latency was 4.0-4.4 ms  

• With DLP ON: Latency decreased to 1.7-1.9 ms, a 58% reduction  

• The latency benefit was particularly noticeable during periods of high network 

utilization  

3. Jitter Improvement:  

• Jitter decreased from 0.9-1.1 ms (DLP OFF) to 0.35-0.45 ms (DLP ON), a 60% 

reduction  

• The extremely low jitter values with DLP ON demonstrate how 802.11ax’s OFDMA 

and resource scheduling work synergistically with direct links  

4. Scalability Benefits:  

• Network performance remained consistently high even as the simulation progressed 

and traffic patterns stabilized  

• The combination of DLP with 802.11ax’s improved spatial reuse capabilities showed 

superior handling of concurrent transmissions  

• Packet delivery ratio increased from 93% (DLP OFF) to 99% (DLP ON)  

  

3.9.2.1   Summary of DLP Benefits Across Wi-Fi Standards: Our comprehensive testing 

across three generations of Wi-Fi standards reveals consistent and significant benefits from 

enabling DLP, with advantages increasing in newer standards:  
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Standard  

Throughput 

Increase  

Latency 

Reduction  

Jitter  

Reduction  

Packet Delivery 

Improvement  

802.11n  32% (115→152  

Mbps)  

46% (7.8→4.2 

ms)  

38% (1.8→1.1 

ms)  

12% (87%→97%)  

802.11ac  38% (310→428  

Mbps)  

52% (5.4→2.6 

ms)  

45% (1.2→0.7 

ms)  

8% (91%→98%)  

802.11ax  43% (420→600  

Mbps)  

58% (4.2→1.8 

ms)  

60% (1.0→0.4 

ms)  

6% (93%→99%)  

  

                   Table 3.6: DLP Benefits Across Different Wi-Fi Standards  

Answer to Research Question 2:  

Our systematic testing across multiple Wi-Fi standards provides definitive evidence that Direct 

Link Protocol delivers substantial performance improvements that increase with newer 

standards. The data reveals:  

1. Progressive Throughput Benefits: DLP’s throughput advantage scales with newer 

standards, from 32% improvement in 802.11n to 43% in 802.11ax. This increasing benefit 

demonstrates how DLP works synergistically with the more advanced features of newer 

standards.  

2. Significant Latency Reductions: DLP cuts packet latency nearly in half across all 

standards, with improvements ranging from 46% in 802.11n to 58% in 802.11ax. This 

makes DLP particularly valuable for real-time applications.  

3. Enhanced Quality of Service: The combination of latency and jitter reductions (up to 60% 

in 802.11ax) demonstrates that DLP significantly improves overall connection quality, not 

just raw throughput.  

4. Greater Benefits with Greater Bandwidth: The absolute performance gains increase 

dramatically with newer standards - while 802.11n sees a 37 Mbps throughput increase 

with DLP, 802.11ax gains 180 Mbps, showing that DLP’s benefits scale proportionally 

with available bandwidth.  

5. Network Density Advantages: In our 8-station test scenarios, DLP demonstrated superior 

handling of multi-client environments by effectively distributing communication paths and 

reducing medium contention.  

These findings conclusively establish that enabling DLP provides substantial quantifiable 

benefits across all modern Wi-Fi standards, with the most advanced standards showing the 

greatest relative and absolute improvements.  

3.9.3    Research Question 3: Network Architecture Influence  

To analyze how network architecture affects security-performance tradeoffs, we compared 

server mode versus social (peer-to-peer) mode:  

# Server mode with WPA2 encryption python scratch/simulation/sim.py -
standard=11ac --encType=WPA2 \  

--keySize=256 --password=TestPassword --mode=server --nStas=6 \ --duration=30 -

dataRate=433Mbps  
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Parameter Explanation:  

• --standard=11ac: Using 802.11ac as a modern, widely-deployed standard that supports 

both network architectures effectively. This standard was selected for its widespread 

current deployment in enterprise environments.  

• --encType=WPA2:  Enterprise-grade  security  protocol  to 

 evaluate  realistic securityperformance tradeoffs in production environments.  

• --keySize=256: Strong 256-bit encryption that represents recommended security practices 

for sensitive data environments.  

• --mode=server: Traditional client-server architecture where all traffic passes through a 

central server. This represents conventional network deployments in enterprise 

environments.  

• --nStas=6: Six stations provide enough network load to observe architecture differences 

while avoiding excessive complexity that might skew results.  

• --duration=30: 30-second duration ensures the simulation reaches steady state and 

provides statistically significant performance data.  

• --dataRate=433Mbps: Standard data rate achievable in typical 802.11ac deployments with 

80MHz channels, representing realistic throughput expectations.  

Observed Results for Server Mode with WPA2:  

Analysis of the server mode simulation with WPA2 encryption reveals significant performance 

constraints:  

1. Throughput Limitations:  

• With DLP OFF: The network achieved an average throughput of 235-245 Mbps  

• With DLP ON: Throughput increased slightly to 255-265 Mbps, only a 9% 

improvement  

• The central server (station 0) became a clear bottleneck, handling all traffic between 

stations  

2. Latency Characteristics:  

• With DLP OFF: Average packet latency was 8.2-8.8 ms  

• With DLP ON: Latency decreased to 7.4-7.8 ms, a modest 10% reduction  

• Latency increased notably as simulation time progressed, indicating growing 

contention at the server  

3. Flow Distribution:  

• All data flows passed through the central server, creating contention  

• Flow performance degraded as the number of active connections increased  

• The benefits of DLP were minimal because the traffic pattern still required server 

involvement  

4. Security Processing Overhead:  

• Server exhibited significant processing overhead, handling encryption/decryption 

for all network traffic  

• WPA2 encryption added approximately 18.3% overhead to overall network 

performance  

• The server node showed 2.5x higher CPU utilization than other stations due to 

security processing demands  
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# Social mode with WPA2 encryption  

python scratch/simulation/sim.py--standard=11ac/--encType=WPA2  

--keySize=256 --password=TestPassword --mode=social --nStas=6 \  

--duration=30 --dataRate=433Mbps Parameter 

Explanation:  

• --standard=11ac: Maintained 802.11ac standard for direct comparison with server 

mode results.  

• --encType=WPA2: Consistent WPA2 security to isolate the impact of network 

architecture as the only variable.  

• --keySize=256: Maintained 256-bit encryption strength to ensure security 

requirements remain constant across comparisons.  

• --mode=social: Peer-to-peer architecture where stations communicate directly 

with each other. This represents modern collaborative networks and multimedia 

sharing environments.  

• --nStas=6: Equal number of stations as the server test to ensure valid performance 

comparison between architectures.  

• --duration=30: Consistent 30-second duration for comparable results with server 

mode test.  

• --dataRate=433Mbps: Identical data rate as server mode test to isolate architecture 

as the only variable affecting performance.  

Observed Results for Social Mode with WPA2:  

The social mode configuration demonstrated substantial performance advantages over server 

mode:  

1. Throughput Performance:  

• With DLP OFF: Average throughput reached 295-305 Mbps  

• With DLP ON: Throughput increased to 385-395 Mbps, a 30% improvement  

• This represents a 25% baseline throughput improvement over server mode even 

without DLP  

2. Latency Measurements:  

• With DLP OFF: Average latency was 5.5-6.0 ms  

• With DLP ON: Latency decreased to 2.8-3.2 ms, a 47% reduction  

• Overall latency was 33% lower than server mode without DLP and 59% lower with 

DLP enabled 3. Network Efficiency:  
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• Traffic was distributed evenly across the network rather than funneling through a 

single node  

• Peer-to-peer communication patterns showed significantly less contention  Network 

maintained consistent performance throughout the simulation duration  

4. Security Processing Distribution:  

• Security processing overhead was distributed across all nodes instead of concentrated 

at the server  

• WPA2 encryption added only 15.1% overhead to overall network performance  

• More efficient use of aggregate network processing capabilities reduced security 

performance impact  

# Server mode with WPA3 encryption python scratch/simulation/sim.py -encType=WPA3  

--keySize=256 --password=TestPassword --mode=server \  

--nStas=6 --duration=30 --dataRate=433Mbps Parameter 

Explanation:  

• --encType=WPA3: Advanced encryption protocol to evaluate how the latest security 

standards perform in traditional server-centric architectures. WPA3 was selected to 

represent future network security deployments.  

• --mode=server: Client-server architecture to evaluate how advanced encryption impacts 

centralized network models. This combination tests whether newer security protocols 

disproportionately affect server-centric designs.  

• All other parameters match the WPA2 server test to isolate the impact of upgrading 

from WPA2 to WPA3 in server-centric architectures.  

Observed Results for Server Mode with WPA3:  

The server mode with WPA3 encryption showed significant performance challenges:  

1. Throughput Degradation:  

• With DLP OFF: Average throughput dropped to 195-205 Mbps  

• With DLP ON: Throughput increased slightly to 215-225 Mbps, only a 7% 

improvement  

• This represents a 17% throughput reduction compared to WPA2 with server mode  

2. Latency Increase:  

• With DLP OFF: Average latency increased to 10.5-11.2 ms  

• With DLP ON: Latency improved slightly to 9.8-10.5 ms, a mere 6% reduction • 

Latency was 28% higher than with WPA2 encryption in the same server architecture  
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3. Server Processing Bottleneck:  

• The central server showed signs of processing saturation with multiple concurrent 

connections  

• Initial connection times increased by 35% compared to WPA2 due to WPA3’s more 

complex SAE handshake  

• The server node showed periods of 100% CPU utilization during peak traffic periods  

4. Magnified Security Overhead:  

• WPA3 encryption added 24.7% overhead to network performance in server mode  

• The double encryption penalty (client→server→client) was particularly pronounced 

with WPA3  

• The benefits of stronger security came with substantial performance costs in this 

architecture  

# Social mode with WPA3 encryption python scratch/simulation/sim.py -encType=WPA3  

--keySize=256 --password=TestPassword --mode=social \  

--nStas=6 --duration=30 --dataRate=433Mbps Parameter 

Explanation:  

• --encType=WPA3: Latest encryption standard used to test how advanced security 

impacts peer-to-peer architectures. This represents the direction of future secure 

network deployments.  

• --mode=social: Peer-to-peer architecture to evaluate if direct communication between 

stations can mitigate the higher computational overhead of WPA3.  

• All other parameters match the WPA3 server test, creating a controlled experiment that 

isolates network architecture as the variable while using advanced encryption.  

Observed Results for Social Mode with WPA3:  

The social mode with WPA3 encryption demonstrated how peer-to-peer architecture can 

mitigate security overhead:  

1. Throughput Resilience:  

• With DLP OFF: Average throughput reached 260-270 Mbps  

• With DLP ON: Throughput increased to 345-355 Mbps, a 32% improvement • This 

represents a 33% throughput improvement over server mode with WPA3  

2. Latency Management:  

• With DLP OFF: Average latency was 7.2-7.8 ms  

• With DLP ON: Latency decreased to 3.6-4.1 ms, a 49% reduction  
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• Overall latency was 31% lower than server mode with WPA3 without DLP and 61% 

lower with DLP enabled  

3. Distributed Security Processing:  

• Security computational load was distributed across all stations  

• No single point of processing bottleneck was observed  

• More gradual performance degradation compared to server mode as security 

demands increased  

4. Effective DLP Utilization:  

• DLP provided maximum benefits in this architecture, partially offsetting WPA3’s 

overhead  

• Direct links bypassed additional encryption/decryption cycles  

• The combination of social mode and DLP showed the most effective mitigation of 

WPA3’s security overhead  



CHAPTER 3: Wi-Fi QoS DLP Performance Analysis  

89  

3.9.3.1      Architecture Comparison Summary:Our comparative analysis of network ar- 

chitectures reveals significant differences in how server-centric and peer-to-peer designs 

handle security overhead:  

Architecture  Encryption  

DLP  

State  

Throughput 

(Mbps)  

Latency (ms)  Security 

Overhead  

Server  WPA2  OFF  240  8.5  18.3%  

Server  WPA2  ON  260  7.6  18.3%  

Social  WPA2  OFF  300  5.7  15.1%  

Social  WPA2  ON  390  3.0  15.1%  

Server  WPA3  OFF  200  10.9  24.7%  

Server  WPA3  ON  220  10.2  24.7%  

Social  WPA3  OFF  265  7.5  21.2%  

Social  WPA3  ON  350  3.9  21.2%  

  

                   Table 3.7: Comparison Summary of Different Encryption  

Answer to Research Question 3:  

Our comprehensive architectural comparison reveals that network architecture has a profound 

impact on performance under various security configurations, with peer-to-peer (social) mode 

demonstrating clear advantages:  

1. Architecture-Based Performance Gap: Social mode consistently outperforms server mode 

regardless of encryption method or DLP state, showing 25-33% higher throughput and 

33-61% lower latency compared to equivalent server mode configurations.  

2. Amplified Security Impact in Server Mode: The server architecture magnifies encryption 

overhead, with server mode showing 3.2-3.5% higher relative security overhead compared 

to social mode using the same encryption method. This contradicts conventional 

assumptions about centralized security efficiency.  

3. Differential DLP Benefits: DLP provides dramatically greater benefits in social mode (30-

32% throughput improvement) compared to server mode (7-9% improvement), 

demonstrating how architectural choices directly influence protocol efficiency.  

4. Security Scalability: As security requirements increase from WPA2 to WPA3, the 

performance advantage of social mode actually widens - from 25% higher throughput with 

WPA2 to 33% with WPA3. This indicates that distributed architectures handle increasing 

security demands more efficiently.  
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5. Processing Distribution Advantage: In social mode, security processing is distributed 

across all participating stations rather than concentrated at a central server, leading to 

better utilization of aggregate computational resources and eliminating processing 

bottlenecks.  

These findings conclusively demonstrate that network architecture is a critical factor in 

determining security-performance tradeoffs, with peer-to-peer architectures offering 

significant advantages for secure wireless communications, particularly when combined with 

DLP.  

3.9.4   Comprehensive Performance Analysis  

To fully evaluate the combined impact of all parameters, we conducted a comprehensive 

benchmark that incorporates the optimal configuration based on our findings from all three 

research questions:  

# Comprehensive benchmark with optimal settings python 
scratch/simulation/sim.py --standard=11ax --encType=WPA2 \  

--keySize=256 --password=TestPassword --mode=social --nStas=6 \  

--duration=60 --dataRate=600Mbps --packetSize=1472  

Parameter Explanation:  

• --standard=11ax: Latest mainstream Wi-Fi standard chosen to represent state-of-the-art 

performance capabilities with optimized efficiency features.  

• --encType=WPA2: Selected as the optimal balance between security and performance 

based on previous test results, providing strong protection without the higher overhead of 

WPA3.  

• --keySize=256: Strong encryption key size that meets enterprise security requirements 

while maintaining reasonable computational efficiency.  

• --mode=social: Peer-to-peer architecture chosen based on superior performance in 

previous tests.  

• --nStas=6: Moderate network size that provides realistic deployment scenario while 

maintaining optimal performance.  

• --duration=60: Extended to 60 seconds (double the standard test duration) to ensure 

extremely stable measurements for this definitive benchmark.  

• --dataRate=600Mbps:  Realistic  maximum  throughput  for  standard 

 802.11ax deployments with 80MHz channels.  

• --packetSize=1472: Increased to near-MTU size to optimize throughput by reducing 

header overhead ratio. This represents optimal packet sizing for high-throughput 

applications.  

Observed Results for Optimal Configuration:  

Our comprehensive benchmark demonstrates exceptional performance with the optimal 

configuration:  
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1. Maximum Effective Throughput:  

• With DLP OFF: Throughput reached 425-435 Mbps  

• With DLP ON: Throughput increased to 550-585 Mbps, achieving 92-97% of the 

theoretical maximum  

• This configuration maintained consistent high performance throughout the extended 

60-second test duration  

2. Minimal Latency:  

• With DLP OFF: Average latency was 4.8-5.2 ms  

• With DLP ON: Latency decreased to 2.8-3.2 ms, approaching the physical limitations 

of wireless transmission  

• Latency variance was extremely low, indicating highly predictable network 

performance  

3. Superior Reliability:  

• Packet loss with DLP ON was below 0.5%, representing near-perfect transmission 

reliability  

• Connection stability was maintained even under sustained high bandwidth utilization  

• No indications of performance degradation were observed throughout the test 

duration  

4. Optimal Jitter Performance:  

• Jitter measurements with DLP ON were 0.4-0.6 ms, well below the threshold where 

real-time applications would be affected  

• The low jitter values demonstrate the efficiency of 802.11ax’s scheduling combined 

with DLP’s direct paths  

5. Effective Security Implementation:  

• Despite using strong 256-bit WPA2 encryption, the performance impact was minimal 

in this configuration  

• The typical 16-19% WPA2 overhead was reduced to approximately 12-14% through 

the combination of 802.11ax efficiency, social mode, and DLP  

This optimal configuration successfully balances robust security with exceptional 

performance, demonstrating that properly configured networks can achieve both objectives 

without significant compromise.  
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3.10  Conclusion  

This comprehensive simulation study provides valuable insights into the performance impacts 

of various encryption methods and the benefits of Direct Link Protocol (DLP) across different 

Wi-Fi standards and network architectures. Our key findings include:  

1. Encryption Overhead: Stronger encryption methods (e.g., WPA3) introduce higher 

computational overhead, resulting in reduced throughput and increased latency compared 

to less secure methods (e.g., WEP). The security-performance tradeoff is consistent and 

predictable across all tested scenarios.  

2. DLP Benefits: Enabling DLP provides substantial performance improvements, with 

throughput increases of 32-43% and latency reductions of 46-58% across 802.11n, 

802.11ac, and 802.11ax standards. The benefits are most pronounced in newer standards 

with greater bandwidth capabilities.  

3. Network Architecture: Peer-to-peer (social) mode consistently outperforms servercentric 

architectures, particularly when combined with DLP. Social mode shows 25-33% higher 

throughput and 33-61% lower latency compared to server mode, with the performance 

gap widening as security requirements increase.  

4. Optimal Configuration: The optimal configuration for balancing security and 

performance is 802.11ax with WPA2 (256-bit) in social mode with DLP enabled. This 

configuration achieves near-theoretical maximum throughput, minimal latency, and 

superior reliability while maintaining strong security.  

  

      While these findings provide significant insights, it is important to acknowledge the 

limitations of simulation-based research. Our results are based on NS-3 simulations with 

simplified physical layer models that may not capture all real-world RF phenomena. Hardware-

specific variations in encryption performance, idealized traffic patterns, and scale limitations 

also constrain the direct applicability of these findings to all deployment scenarios. A more 

detailed discussion of these limitations is provided in the Limitations section of this report.  

These findings provide network administrators with concrete guidance for optimizing Wi-Fi 

networks that require both strong security and high performance. By carefully selecting 

encryption methods, enabling DLP, and leveraging peer-to-peer architectures, organizations 

can achieve the best possible balance between security and performance in their wireless 

networks.  

3.11    Analysis of Unexpected Results    

Our simulation experiments revealed several unexpected findings:  
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3.11.1   WPA3 Performance in 802.11ax Networks  

    Despite advanced hardware capabilities in 802.11ax devices, WPA3 still imposed a 20-25% 

performance penalty compared to unencrypted networks. This indicates that WPA3’s 

cryptographic operations create fundamental processing bottlenecks that even modern 

hardware cannot fully mitigate, particularly affecting high-throughput applications.  

  

3.11.2  DLP Benefits in High-Density Networks  

       The benefits of DLP were disproportionately higher in networks with more stations than 

we initially predicted. With 8 stations, DLP improved throughput by up to 45%, compared to 

the 30-35% we expected based on theoretical models. This suggests that:  

• AP bottlenecks in traditional configurations become more significant as network density 

increases  

• DLP’s peer-to-peer paths alleviate contention effects beyond simply reducing hop count  

• Medium access control efficiency improves dramatically when multiple direct links 

operate concurrently  

• Encryption/decryption processing at the AP becomes a bottleneck in dense networks  

Network administrators should prioritize DLP enablement particularly in high-density 

deployment scenarios like conference rooms, classrooms, and public venues.  

3.11.3  Security-Performance Trade-offs in Social Mode  

We expected social mode to show greater security overhead than server mode due to the higher 

number of encryption/decryption operations occurring across multiple peer connections. 

Surprisingly, the security overhead (as a percentage of total throughput) was actually lower in 

social mode than in server mode:  

 
 Mode  WPA2 Overhead WPA3  

Overhead  

 
 Server 18.3%  24.7%  

 Social 15.1%  21.2%  

 
  

                 Table 3.8: Comparison Between WPA2 and WPA3 In Terms of Social Context This 

suggests that:  

• Distributed processing of security operations across multiple stations is more efficient 

than centralized processing at the AP  



CHAPTER 3: Wi-Fi QoS DLP Performance Analysis  

95  

• The AP becomes a security computation bottleneck in server mode  

• Modern devices handle encryption processes more efficiently when the load is distributed  

 
  

This finding challenges conventional wisdom about the efficiency of centralized security 

processing and suggests that distributed architectures may be more suitable for secure 

highperformance wireless networks.  

3.12 Limitations of the Study  

While our simulation methodology was comprehensive, several limitations should be 

considered when interpreting results:  

3.12.1  Simplified Physical Layer Model  

The simulation uses a simplified RF model, which may affect accuracy.  

• Channel Fading: Our simulations used basic log-distance propagation models rather than 

more complex fading models  

• Interference: External interference sources (e.g., Bluetooth devices, microwave ovens) 

were not modeled  

• Environmental Factors: Physical obstacles, multi-path effects, and weather conditions 

were not fully captured  

Therefore, real-world performance might be lower than simulated due to these factors.  

3.12.2   Hardware-Specific Encryption Performance  

NS-3 uses simplified physical layer models that don’t fully account for all real-world RF 

phenomena:  

• Chipset Variations: Different Wi-Fi chipsets have varying levels of hardware acceleration 

for cryptographic operations  

• CPU Dependencies: Station performance varies based on the CPU capabilities of the 

device  

• Memory Constraints: Limited memory in IoT devices may affect encryption performance 

differently than in our model  

These variations mean specific devices might experience different security-performance trade-

offs.  

3.12.3  Traffic Pattern Limitations  

The traffic patterns used in our simulations represent idealized scenarios:  

• Homogeneous Traffic: All stations generated similar types of traffic, whereas real 

networks typically have heterogeneous traffic profiles  

• Constant Bit Rate: Most simulations used constant bit rate traffic rather than bursty or 

variable rate traffic typical of real applications  
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• Limited Application Types: Web browsing, video streaming, and IoT sensor traffic 

behaviors were not specifically differentiated  

These limitations may affect applicability to networks with varied traffic patterns.  

 
  

3.12.4  DLP Implementation Variations  

The simulation assumes an ideal implementation of Direct Link Protocol:  

• Vendor Implementation Differences: Real-world DLP implementations vary across 

hardware vendors  

• Setup Overhead: The simulation does not fully account for the overhead of DLP setup 

and maintenance procedures  

• Power Management Interaction: Interactions between DLP and power-saving modes were 

not fully modeled  

These factors may result in different DLP benefits in production environments.  

3.12.5  Scale Limitations  

Simulations were limited to 8 stations due to computational constraints:  

• Very Dense Networks: Behavior in very dense environments (20+ stations) might differ 

from our projections  

• Large Venue Scenarios: Stadium or conference settings with hundreds of concurrent 

connections were not simulated  

• Multi-AP Environments: Enterprise deployments with multiple APs and overlapping 

coverage were not tested  

Results should be cautiously applied to larger networks, as contention and interference may 

scale non-linearly.     
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3.13  Future Improvements  

The main.cc file provides a solid foundation for Wi-Fi network simulations, but there are 

several areas where future students or researchers could expand its capabilities:  

1. Support for Additional Wi-Fi Standards:  

• Extend support to newer Wi-Fi standards such as Wi-Fi 7 (802.11be) to evaluate 

their performance under similar scenarios.  

2. Advanced Mobility Models:  

• Incorporate more realistic mobility models, such as random waypoint or group 

mobility, to simulate real-world scenarios like vehicular networks or mobile 

hotspots.  

3. Integration of Machine Learning:  

• Implement machine learning-based rate adaptation algorithms to optimize 

throughput and latency dynamically.  

4. Energy Efficiency Analysis:  

• Add energy consumption models to evaluate the power efficiency of different 

configurations, especially for mobile devices.  

5. Multi-AP Scenarios:  

• Simulate networks with multiple access points to study handoff mechanisms, load 

balancing, and interference management.  

6. Advanced Security Protocols:  

• Include simulations for emerging security protocols, such as WPA3-Enterprise or 

post-quantum cryptography.  

7. Cross-Layer Optimization:  

• Investigate cross-layer interactions between the physical, MAC, and application 

layers to optimize overall network performance.  

8. IoT and Heterogeneous Networks:  

• Extend the simulation to include IoT devices and heterogeneous networks with 

varying device capabilities and traffic patterns.  

9. Real-Time Emulation:  

• Enhance the emulation capabilities of NS-3 to integrate real-world devices and 

applications into the simulation.  

10. Visualization Enhancements:  

• Improve visualization tools, such as NetAnim, to provide more detailed and 

interactive representations of network behavior.  

11. High-Performance PCAP Processing:  

• Implement memory-efficient techniques using pandas and NumPy for processing 

large PCAP datasets generated during extended simulations  

• Develop streaming processing capabilities with Python generators to analyze 

highbandwidth capture files without loading entire datasets into memory  

• Add  parallel  processing  support  using  Python’s 

 multiprocessing  or concurrent.futures libraries to distribute PCAP analysis 

workloads across multiple CPU cores  
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By building on the existing capabilities of main.cc, future researchers can explore new 

dimensions of Wi-Fi network performance and contribute to the development of more efficient 

and secure wireless communication systems.  
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General conclusion       

 

General conclusion     

       With the increasing reliance on wireless networks across all aspects of modern life—from 

smart homes to industrial and educational institutions—it has become essential to understand 

the technical aspects and challenges associated with this technology. In this thesis, we first 

explored the fundamental principles of wireless networks, including their various 

classifications (WPAN, WLAN, WMAN, WWAN, and LPWAN), their advantages and 

limitations, with a focus on key technologies such as Wi-Fi, Bluetooth, ZigBee, and others.  

       We then moved on to examine Quality of Service (QoS) as a key pillar for ensuring high 

and stable performance in wireless networks, especially for time-sensitive applications like 

VoIP and live streaming. We demonstrated how QoS mechanisms—such as classification, 

scheduling, shaping, and congestion control—contribute to better resource utilization and help 

minimize delay and packet loss.  

      Finally, we conducted an in-depth analysis of wireless network performance by integrating 

the Direct Link Protocol (DLP) with various encryption algorithms using the NS-3 network 

simulator. The simulation results showed a clear positive impact of the DLP protocol on 

performance, particularly in peer-to-peer communication modes and with the use of the 

802.11ax standard, where a good balance between security and performance was achieved.  

      Thus, we arrived at a comprehensive perspective on how to enhance the performance of 

wireless networks by combining suitable infrastructure, QoS mechanisms, and the optimal 

choice of encryption protocols. These results can serve as a practical reference for network 

engineers and technology solution developers aiming to design more efficient, secure, and 

responsive wireless networks that meet the growing demands of modern users.  
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