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Abstract

Abstract:

This project aims to design and develop a comprehensive campus network infrastructure that
combines high performance, flexibility, and security while preparing for future scalability. The
current infrastructure was analyzed, needs were identified, and a network was designed to provide
full coverage and service continuity. Advanced simulation was utilized to model and design the
network prior to physical implementation, which helped reduce costs and streamline testing and
evaluation processes, alongside implementing mechanisms to ensure service continuity. Multiple
security measures were integrated, such as applying protection protocols, system updates, and
preventive measures to counter cyber threats. The network was tested through simulated cyber-
attacks to identify vulnerabilities and strengthen cyber defense mechanisms. An optimal balance
between performance, security, and flexibility was achieved to ensure network sustainability and
meet the university’s future needs, while guaranteeing a high level of security and efficiency.
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Résume :

Ce projet vise a concevoir et développer une infrastructure réseau compléte pour un campus
universitaire, alliant haute performance, flexibilité et sécurité, tout en préparant une extensibilité
future. L'infrastructure actuelle a été analysée, les besoins identifiés, et un réseau a été congu pour
offrir une couverture compléte et une continuité de service. Une simulation avancée a été utilisée
pour modéliser et concevoir le réseau avant sa mise en ceuvre physique, ce qui a permis de réduire
les codts, de simplifier les processus de test et d'évaluation, ainsi que de mettre en place des
mécanismes assurant la continuité de service. Des mesures de sécurité multiples ont été intégreées,
telles que I'application de protocoles de protection, des mises a jour systéemes et des mesures
préventives pour contrer les menaces cybernétiques. Le réseau a été testé via des simulations
d'attaques informatiques visant a identifier les vulnérabilités et a renforcer les mécanismes de
défense cybernétique. Un équilibre optimal entre performance, sécurité et flexibilité a été atteint
pour garantir la durabilité du réseau et répondre aux besoins futurs de l'université, tout en assurant
un niveau élevé de sécurité et d'efficacité.
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General Introduction

Digital networks are essential to modern communication frameworks, allowing for the
effective transfer of information among different devices and platforms. These networks
constitute the foundation of the internet, supporting countless services and applications that
enhance both personal and professional engagements in the digital era.

Eenterprise networks are customized digital networks designed to address the intricate
requirements of large businesses. These networks are created to manage large data amounts, and
guarantee secure, dependable communication across different sites. Enterprise networks integrate
Local Area Networks (LANs), Wide Area Networks (WANSs), and cloud services creating
connectivity and collaboration. In enterprise networks, Essential aspects contain security,
scalability, and performance, necessitating strong planning and advanced technologies.

Establishing an enterprise network entail more than just linking physical network
infrastructure equipment. The most difficult and important part is the planning and design stages,
where numerous technical factors and technologies need to be taken into account (OSI model,
TCP/IP, ethernet). A properly designed network is vital for scalability. This dissertation will
examine the technologies and design factors required for developing a scalable enterprise
network.

This graduation thesis is divided into three chapters:

Chapter I: This chapter outlines the development of campus networks from centralized systems
to contemporary, software-defined architectures. It emphasizes significant progress such as
Ethernet, SDN, and wireless integration, concentrating on scalability, efficiency, and security.
Future networks need to emphasize automation, flexibility, and robustness to accommodate
developing technologies such as 10T and Al.

Chapter I1: This chapter talks about network management and server tools in enterprise network,
exploring different types and famous network attacks and network security measures, emphasizing
the need for robust security policies to protect network integrity and ensure reliable
communication.

Chapter I11: This chapter focuses on designing and building the campus network infrastructure.
It includes developing a practical plan for gathering and analyzing technical requirements, as well
as designing the network's passive and active components. The chapter covers steps for emulating
the network topology and testing it with appropriate tools to ensure reliable connectivity and high
performance. It also addresses securing the network against cyberattacks by implementing best
practices such as configuring security protocols and mitigating potential threats. The success of
the design is evaluated through performance verification and connectivity testing within the

organization and its external branches.
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1.1 Introduction

Campus networks evolved from the mainframes in the centralized mainframes before 1990, to
Ethernet and TCP/IP LANSs in the 1990s, to hierarchical designs and VLANS in the 2000s, to
current networks with wireless technology, 10T and cloud.

During 1990-2000, hub to Switched Ethernet and Fast Ethernet (100 Mbps) were installed on
campuses to provide better performance and relieve congestion. Hierarchical designs (Core,
Distribution, Access layers) simplified scalability, and virtual local area networks (VLANS),
Layer 3 switching, and spanning tree protocol (STP) provided security and reliability. Collapsed
core configurations were implemented on small campuses, whereas large enterprises employed
three-tier models for segmentation and efficiency measures.

During 2000-2010 witnessed campus networks transform with Gigabit Ethernet, VoIP, and
WLANS to support unified communications and flexible access with 802.11a/b/g/n standards.
Network Access Control (NAC), Authentication, Authorization, and Accounting (AAA)
(RADIUS/TACACS+), and wireless LAN controllers (WLCs) provided dynamic security and
centralized management. Routing had moved from static to dynamic with OSPF optimizing path
calculation and HSRP ensuring redundancy for uninterrupted network functionality.

Since 2010, campus networks evolved with SDN, cloud integration, and virtualization to offer
scalable, automated, and secure infrastructures. Flexibility, multi-tenancy, and effective routing of
traffic are enhanced with technologies like VXLAN/EVPN. Active/passive devices like routers,
switches, firewalls, servers, and cables are employed in projects these days for robust and modern

network configurations.

1.2 Historical Evolution of campus network and its importance
Prior to 1990, campus networks were centralized mainframe systems; in the 1990s, they

changed to local area networks (LANS) using Ethernet and TCP/IP. In the 2000s, scalability and
oversight were improved by the switch to hierarchical structures and VLANs. Demands for
flexibility and security increased in the 2010s as a result of the expansion of wireless networks,
cloud computing, and the Internet of Things. Campus networks are currently being impacted by
rapid connectivity, Al-powered automation, and software-defined networking (SDN). Their
importance comes from their ability to help modern organizations communicate effectively, stay
safe, and be flexible. [1]
1.2.1 Definition of Campus Networks

Campus Network is a distinct type of Metropolitan Area Network that links several LANSs

within a confined geographical space, like a university campus, corporate office, or government
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facility. Campus area networks(CANS) offer a unified network framework that enables users
and devices on the campus to interact and exchange resources effectively. [2]

CANs generally contain a core layer, distribution layer, and access layer, where building access
nodes link specific buildings or floors to the core network.

1.2.2 Key Drivers of Change: Wireless technologies, 10T, cloud computing
Wireless technologies like Wi-Fi 6 and 7 improve mobility and connectivity in campus networks,

allowing seamless communication among devices. 0T integration supports applications in smart
campuses such as security, environmental monitoring, and automatic access control. Cloud computing
offers elastic resources for data storage, computation, and collaboration, reducing dependence on local
infrastructure. Together, these technologies improve efficiency, agility, and security, aligning with
modern educational and institutional requirements. As networks expand, they rely on Al-driven

automation and edge computing to work better and at low latency.[3]

1.3 Early Beginnings: From Centralized Computing to Local
Networks (Pre-1990)

Early campus networks centralized on hub-and-spoke or flat Ethernet topologies, utilizing
for connectivity shared media Ethernet (10 Mbps), coaxial cables, and hubs. They primarily
supported basic data sharing, email communication, and file servers within buildings, but lacked
scalability and security. Due to no redundancy and weak security measures, these networks were
prone to congestion, failures, and vulnerability to unauthorized access.

1.3.1 Centralized Computing and Mainframe Systems

Centralized computing indicates a configuration for a single, central device or system manages
all processing and data storage. This main unit handles all requests and oversees all data, while
every other device in the system is linked to it and depends on it for their computing requirements.
A traditional mainframe system is an illustration of a centralized computing system, in which a
primary mainframe computer manages all processing and data storage for the system. In this
kind of system, users connect to the mainframe using terminals or other devices linked to it.[4]
1.3.2 The Emergence of LANs and Flat Networks

Flat networks refer to network structures where every device is linked to one network segment,
lacking any hierarchy or centralized management. In a flat network, every device is linked to a
single switch or hub within the same broadcast domain and interacts directly with one another
without intermediaries. These linked devices are regarded as equals with identical access levels.
While flat networks are inexpensive and simple to establish in any setting, there are multiple
architectural disadvantages that must be acknowledged, such as their absence of redundancy,

challenges in troubleshooting, and susceptibility to lateral attacks.
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1.3.3 Challenges of Flat Networks

1) Problem in Troubleshooting

The simplicity design of a flat network can also make troubleshooting significantly more
challenging. When a network issue arises, it may be present nearly anywhere within the network,
making the identification of the underlying cause of the issue challenging and time-intensive. In
contrast, within a segmented network, identifying the problem'’s location can be simpler, and even
if significant infrastructure requires replacement, the issue can be confined to the network

segment containing that infrastructure

2) Higher Lateral Risks

Employing a flat network makes you more susceptible to lateral attacks, enabling attackers to
enter through one access point and then move across the breached network unimpeded. For
instance, if your organization operates a flat network and malware manages to compromise one
of your devices, it can swiftly spread laterally to infect other devices on the network until all
devices are affected

3) Low Visibility Cyber Threats
When hackers manage to breach the network perimeter and enter a corporate network, they
frequently try to stay hidden while conducting scans and other reconnaissance activities. This
enables them to move through the network to locate the most valuable assets they can seize.[5]

1.3.4 Early Fundamental Components: Cables, hubs, servers
Initial campus networks depended on coaxial cables and twisted-pair wiring to create physical

connections between devices. Hubs facilitated the distribution of network traffic, but their lack
of intelligence led to collisions and decreased efficiency. Servers offered critical capabilities such
as file sharing, email services, and centralized data storage for both academic and administrative
purposes. These elements constituted the foundation of fundamental local area networks (LANS),
facilitating communication within organizations. Nevertheless, because of constrained
bandwidth, insufficient security, and a lack of redundancy, these networks had difficulty scaling
efficiently.[6]
I.4 The Ethernet Era and Transition to Hierarchical Designs (1990-2000)
Campus networks evolved with Switched Ethernet and Fast Ethernet (100 Mbps), improving

performance and reducing network congestion. The three-tier architecture (Core, Distribution,
Access) enhanced scalability and efficiency. VLAN segmentation allowed logical separation of
networks, while Layer 3 switching introduced routing capabilities within switches. Redundant
links and Spanning Tree Protocol (STP) helped prevent network loops and ensured reliability.
Basic firewalls and access control lists (ACLs) were integrated to strengthen security measures

against unauthorized access.
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1.4.1 Dominance of Ethernet and TCP/IP Protocol
IEEE published the IEEE 802.3 standard to specify the physical-layer connection, electrical

signals, and Media Access Control (MAC) protocols. The introduction of this standard means
the beginning of Ethernet technology. Ethernet was more affordable and simpler to deploy than
earlier networking technologies due to the use of twisted pair connections. As a result, Ethernet
rapidly emerged as the dominant technology for campus networks.[1]

The TCP/IP model is a simplified framework of the OSI model made up of four layers. It was
created specifically for the internet and is commonly utilized in contemporary networking
technologies. Like the OSI model, it addresses data transmission through the physical medium,
logical addressing and routing, dependable end-to-end communication, and application services.
1.4.2 Transition from Hubs to Switches

Early campus networks relied on hubs at the physical layer, which limited concurrent access
and caused performance issues due to expanded collision domains. LANSs had to be divided into
multiple interconnected segments using expensive, low-speed routers, restricting online access.
In the end 1980s, Layer 2 Ethernet switches come in place of hubs, offering dedicated ports and
improving scalability. However, broadcast storms in large LANs made a challenge, leading to
the need for better management systems. This era marked the rise of network engineers, as
campus networks remained expensive and inefficient, primarily supporting basic services like
email.[1]
1.4.2.1 Benefits of Switching

A collision domain refers to a group of devices whose frames have the potential to collide. In
any network that utilizes a hub, there is a risk of frame collisions, meaning all devices within
these Ethernet network types are in the same collision domain and employ CSMA/CD to identify
and manage collisions
LAN switches greatly decrease, or may completely remove, the collisions in a LAN. In contrast
to hubs, switches do not form a unified shared bus, switches do the following:

e Switches analyze the bits in the incoming frame to send the frame through the specific

port needed, instead of all the other ports.

e When a switch has to send several frames through the same port, it stores the frames in
memory and transmits them one by one, thus preventing collisions.

In addition, switches that have just a single device connected to each port enable the

implementation of full-duplex operation. Full-duplex indicates that the network interface card

(NIC) can simultaneously send and receive data, essentially increasing the bandwidth of a 100

Mbps connection to 200 Mbps—2100 Mbps for transmission and 100 Mbps for reception.[7]
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1.4.3 Shift to Architectural Models
The enterprise network architecture employs a hierarchical design framework that segments the

network into modular layers, each performing unique functions. This modular method enhances
performance, streamlines design, boosts scalability, and minimizes troubleshooting duration. The
hierarchical structure is made up of three primary layers which are:

Access Layer
The access layer, famous as the network edge, is the point at which end-user devices or endpoints

link to the network. It offers high-bandwidth device connectivity; this layer can be divided (for
instance, using VLANS) to allocate different devices into separate logical networks for improved
performance, management, and security reasons.

The access layer serves as the link for endpoints, significantly contributing to the network's
defense against harmful attacks. This safeguard involves ensuring that the end users and
endpoints linking to the network are blocked from accessing services they are not permitted to
use.[8]

= I
I

= 1 D i 1 =
Ed—E3 - EIE3I

Figure 1.1 Access Layer Connectivity [8]

Distribution Layer
The main role of the distribution layer is to aggregate access layer switches within a specific

building or campus. The distribution layer acts as a border between the access layer's Layer 2
domain and the core's Layer 3 domain , this border serves two important roles for the LAN: On
the Layer 2 side, the distribution layer creates a border for Spanning Tree Protocol (STP), which
restricts the spread of Layer 2 issues, while on the Layer 3 side, the distribution layer offers a
logical point to condense IP routing information as it enters the core of the network, The
summarization decreases IP routing tables to simplify troubleshooting and minimizes protocol

overhead for quicker recovery from failures.
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Figure 1.2 Distribution Layer Connectivity [8]
Core Layer

The central layer serves as the foundation and aggregation hub for various networks, offering

scalability, enhanced availability, and quick responsiveness approaching the network.

The core can deliver rapid connectivity for large businesses with several campuses’ networks
spread across the globe, and it can additionally offer connectivity among the end-user/endpoint
campus entry layer and additional network segments, like the data center, the personal cloud, the

shared cloud, the wide area network, the Internet perimeter, and network solutions.

=l

Figure 1.3 Core Layer Connectivity
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1.4.3.1 Two-Tier (Collapsed Core) Design Model
in smaller campus network, department might be spread across multiple floors of one

building. The functions of collapsed core networks resemble those of their larger, three-layered
equivalents. However, the collapsed core architecture is a better option for smaller campuses
because of several unique benefits, and it can provide similar advantages with a more
straightforward model and reduced costs compared to a three-tier design.

ACcess La}'EF‘E"E’_E’_E’
T T T

Figure 1.4 Two-Tier Collapsed Core Design

1.4.3.2 Three-Tier Hierarchical Model
Enterprises work with the Three-Tier model as their network structure. A three-tier

architecture distinguishes the core and distribution layers and is advised when more than two
pairs of distribution switches are necessary. This establishes a core, distribution, and access layer
within the network. The Core layer of the network'’s backbone offers a fast connectivity between
devices. The Distribution layer collects traffic from the Access layer and authorizes access to the

Core layer. [8]

Distribution Layer -I -I

Access Layer

e e

Figure 1.5 Three-Tier Hierarchical Model [8]

1.4.4 Switching Protocols

1.4.4.1 Spanning Tree Protocol (STP)
STP is a layer 2 protocol that disable switching loops in redundant network configurations.

Switching loops may lead to broadcast storms, making the network unusable. STP maintains a
loop-free architecture by strategically blocking redundant connections and activating alternative
routes when necessary. Due to a link failure. [9]

A. STP Operations:
Root Bridge Election: STP selects a root bridge according to set criteria, including bridge
priority (a configurable parameter) and MAC address (used as a tiebreaker). The root bridge

10
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acts as the framework for every other bridge in the network, and all routes are determined
according to their distance from the root bridge

There are a steps to follow in the election of the root bridge

1.

Bridge Priority Every bridge has a priority value, which is an adjustable
parameter that ranges from 0 to 61440 (in increments of 4,096). Values with
lower priority suggest an increased chance of becoming the root bridge. The
standard priority value is 32768.

Bridge MAC Address the bridge with the lowest MAC address is designated as
the root bridge if several bridges have the same priority value. This acts as
a deciding factor when priorities are the same.

Root Bridge Advertisement: The chosen root bridge broadcasts Bridge
Protocol Data Units (BPDUSs) declaring itself as the root bridge. These
BPDUEs include the priority and MAC address of the root bridge.

BPDU Propagation Non-root bridges take the BPDUs and refresh their
spanning tree data, identifying the root bridge and determining the shortest route
to it.

Root Path Cost Calculation: Every non-root bridge determines the path cost to
the root bridge by considering the port speed and the total cost of links
along that path. The route with the least expense is selected as the primary path

Root Port Selection: On every non-root bridge, the port nearest to the root
bridge (with the least root path cost) is designated as the root port, obligated
with directing traffic towards the root bridge.

Designated Port Election: In every LAN segment, the port that has the lowest
path cost to the root bridge is designated as the designated.
Port, which is responsible for forwarding traffic on that segment.

The root bridge election procedure guarantees the existence of a single active root bridge in
the network, avoiding switching loops and maintaining a stable spanning tree structure. When
the root bridge fail, the election process will automatically choose a new root bridge according
to the priorities and MAC addresses of the other bridges. [10].

B. STP Port States and Roles

a) Port States:
STP has five port states to control the flow of traffic and prevent loops:

Listening: The port gets ready to relay traffic by handling BPDUs but does not send
data frames. It comprehends the network topology but does not engage in frame
transmission.

Learning: The port fills the MAC address table by recognizing the source addresses of
incoming frames, yet it does not transmit data frames. It will be ready to move into the
forwarding state.

Forwarding: The port efficiently routes traffic and participate in the spanning tree
structure, enabling the sending and receiving of data frames.

Blocking: In this condition, the port ignores all incoming traffic except from Bridge

11
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Protocol Data Units (BPDUSs) to avoid loops still being a part of the spanning tree
topology. This utilized for redundant links and backup ports.

Disabled: The port has been administratively disabled and is not involved in the
spanning tree topology or forwarding any traffic.
Ports shift through these states according to spanning tree computations and alterations in
network topology, maintaining a loop-free setting while offering redundancy and failover
options. [10].
b) Port Roles:

Root Port: The port obliged with directing traffic to the root bridge. Each non-root
bridge possesses one root port, which is the port that has the lowest root path cost to the
root bridge.

Designated Port: The port that transmit traffic for a single network segment or LAN.
Every network segment has a single designated port, which is the port that has the
lowest root path cost within that segment.

Backup Port: A backup port for the designated port. If the designated port down, the
backup port with the next lowest root path cost on that segment assumes control and
becomes the new designated port, avoiding loops.

Alternate Port: A backup port for the root port. if the root port down, the alternate port
that has the next lowest root path cost accept control and becomes the new root port,
providing the redundancy.

Disabled Port: A port that has been administratively down and doesn’t be part of the
spanning tree topology.

1.4.4.2 Virtual Local Area Networks (VLANS)
Virtual Local Area Networks (VLANS) are logical segments of one physical local area

network (LAN) framework, allowing the establishment of distinct broadcast domains. VLANS
offer a method to logically divide a network into several isolated virtual networks, promoting

better security, increased network efficiency, and simplified network management [10].

1.4.4.3 Switched Virtual Interfaces (SVIs)
In a Layer 2 network that uses VLANS, transmission between devices in different VLANSs

usually needs a specific Layer 3 device which is a router. Nonetheless, Cisco switches provide
a robust feature called Switched Virtual Interfaces (SVIs) that connects Layer 2 and Layer 3
capabilities. [11]

For example, SV1 is a virtual link connecting your VLAN to the routing engine which is
switch. This bridge enables devices located in a VLAN to communicate directly with devices in
other VLANS or external networks, removing the necessity for a separate physical router for
each VLAN.

12
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A. Advantages of Using SVIs
e Simplified Network Management: SVIs simplify network management by allowing
inter-VLAN routing directly on the switch. We can control VLAN routing setups from
one device, minimizing complexity and possible configuration mistakes.

e Reduced Hardware Costs: SVIs remove the need for a separate router for every VLAN,
resulting in considerable savings in hardware purchases and installation.

e Improved Scalability: when the network grows with more VLANS, SVIs easily adapt to
these modifications without needing extra physical routing resources.

SVIs configuration needs:

A) Ip Addressing: Every SVI needs a distinct IP address, allowing it to operate as a Layer 3
endpoint for the associated VLAN.

B) Default Gateway: Devices in the VLAN use the SVI IP address as their default gateway

to route traffic to different networks.
1.4.4.4 EtherChannel

EtherChannel, referred to as Port Channeling or Link Aggregation, is a method that combines

several physical Ethernet connections into one logical link, offering enhanced bandwidth and
redundancy.
1. EtherChannel Protocols
Link Aggregation Control Protocol (LACP): LACP is an IEEE protocol that dynamically
invent and control bundles by exchanging control packets between the participating devices.
Port Aggregation Protocol (PAgP): PAgP is protocol owned by cisco for the automatic setup
and management of EtherChannel groups on Cisco equipment. [12]

2. EtherChannel Benefits:
Redundancy: If one of the physical links in an EtherChannel down, the traffic is instantly
rerouted through the remaining active links, ensuring reliability and reducing downtime.
Higher Bandwidth: EtherChannel combines multiple physical connections links into one,
boosting bandwidth, allowing higher data transfer Speeds, and enhance the network performance.
Load Balancing: Traffic is shared across the grouped links, making the best use of available

bandwidth and minimizing congestion on individual connections.

13
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1.5 The Wireless Revolution and Growing Complexity (2000-2010)

Campus networking was transformed with the development of Gigabit Ethernet, VVolP, and
wireless LANSs, which allowed for integrated communication and quicker data transfer. By
combining phone, video, and data over IP, unified communications increased efficiency and
teamwork. Flexible access across campus contexts was made possible by the expansion of
connection brought about by the deployment of 802.11a/b/g/n wireless standards. For large-scale
installations, wireless LAN controllers (WLCs) optimize security and performance through
centralized network management. Access to vital resources was secured through the enforcement
of authentication and authorization policies using Network Access Control (NAC) and
centralized AAA (RADIUS/TACACSH).

1.5.1 Spread of WLANSs and the Impact of Wi-Fi
Setting up a WLAN goes beyond just choosing the preferred standard and a security method.

The positioning of access points can influence throughput more than the standards do. It is
essential to understand how elements such as topology, distance, and the positioning of access
points affect the performance of a WLAN.

It exists two modes for the implementation of a WLAN:
e Ad hoc mode: Independent Basic Service Set (IBSS) serves as the topology mode for ad

hoc networks. Mobile devices connect directly without needing an intermediary access
point. Operating systems like Windows have simplified the setup process for this peer-
to-peer network. This configuration can be utilized in a small office (or home office) to
enable a laptop to connect with the main PC or for multiple individuals to easily exchange
files. The reach is restricted. All individuals should be able to listen to one another. An
access point is unnecessary. One disadvantage of peer-to-peer networks is that securing

them is challenging

e Infrastructure Mode: In infrastructure mode, clients connect through an access point.
There are two infrastructure modes:

o Basic Service Set (BSS): The units that constitute a BSS are mobile clients using
one access point to talk to one another or to hard-wired network resources. The
Basic Service Set Identifier (BSSID) is the Layer 2 MAC address of the radio card
of the access point of a BSS. Although the wireless topology and the BSS access
point each consist of a single component in the BSS and are both identified by a
BSSID, the wireless network itself is promoted by a SSID, announcing the
existence of the wireless network to roaming clients. The SSID is a customizable
wireless network name and may consist of up to 32 characters that are case-
sensitive.

14
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o Extended Services Set (ESS): The wireless topology is extended with two or
more BSSs connected via a distribution system (DS) or a wired network. An ESS
typically features a shared SSID, enabling seamless roaming between access
points without needing client configuration.

In today's, in a connected world, Wi-Fi has emerged as the leading and most affordable method
for offering connectivity to numerous devices. The quantity of devices linked to networks is
constantly increasing, fostering innovation across different sectors. As we transition to a fully
digital environment, we will increasingly depend on Wi-Fi for tasks beyond its traditional uses.
Consequently, it is essential to reconsider our networking strategy, emphasizing smart solutions

that value reliability and predictability.[13]

1.5.2 Network Routing: From Static to Dynamic

1.5.2.1 Static Routing
Static, default, and connected routes represent the most prevalent types of routes, as they

are present on the majority of routers. Static and default routes are specifically set up and
automatically incorporated into the local routing table when configured. Their administrative
distance is 1 and the path metric is zero (0), the static routing has the lowest administrative

distance in all routing protocols.[14]

1.5.2.2 Dynamic Routing
Is a collection of protocols and processes utilized by routers to share routing data and

automatically modify their routing tables in response to changes in network topology. These

protocols enable effective packet transmission both within and across autonomous systems.

1.5.3 Routing Protocols

1.5.3.1 OSPF (Open Shortest Path First)
OSPF is one of dynamic routing protocols used in computer networks, enabling routers to

share routing information It works using link-state (Dijkstra) algorithms, where the exchange of
information about network topology in routers is through Link-State Advertisements (LSAS).
OSPF enables routers to autonomously identify the optimal path to destinations, improving
network efficiency. It facilitates multiple functionalities, such as zones for structured network
architecture, enabling scalability and effective routing in intricate networks.

m Characteristic of OSPF

Link-State Routing Protocol: OSPF is a link state protocol, which implies it keeps a map
(link-state database) of the network containing all the potential routes and their statuses. Every

router maintains a comprehensive view of the network structure.
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Convergence: OSPF rapidly adjusts routes when changes happen in the network, guaranteeing
minimal interruptions and effective network functionality. this swift convergence is

accomplished by employing Dijkstra’s algorithm.

Hierarchical Design: OSPF uses a hierarchical design with areas to enhance traffic flow and
decrease the size of routing tables. The backbone area (Area 0) connects all other areas, enabling

optimized route summarization and reducing routing overhead.

Cost-based Routing: OSPF directs packets according to cost, usually represented by bandwidth.
The route with the smallest total cost (the total of all costs along the route) is selected as the

optimal path.

Authentication: OSPF can be set up with basic password authentication or cryptographic
authentication (utilizing MD5 or SHA) to protect routing exchanges and block unauthorized

routing updates.

Neighbor Relationship: OSPF routers create neighbor connections by utilizing Hello packets.
After establishing a neighbor relationship, routers exchange link-state advertisements (LSAS) to

share routing data and construct the link-state database.
m  OSPF Tables

The OSPF Neighbor Table: is an active database that keeps information about nearby routers
with formed adjacencies, essential for the exchange of routing information. It logs cru-
cial details like Neighbor Router ID, IP Address, State, and DR/BDR status. This
table helps track OSPFneighbor connections, identify connectivity problems, and maintain opti

mal network performance.

Link State Data Base: identified as the topology table or database table, it contains the entire
network topology, allowing routers to understand all network paths, names, and identities of
routers. It retains this extensive network data to enable effective routing throughout the network.
The topology table oversees the updating procedure, encompassing network additions, removals,
or modifications. Each time a change happens, like adding, altering, or removing a network, the
update procedure is initiated. These updates are subsequently shared with all adjacent routers to
guarantee they obtain the most recent information, preserving uniformity throughout the network.
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OSPF Routing Table: referred to as the OSPF forwarding database, is an essential part of OSPF
routing. It retains details regarding the network topology encompassing routers, connections, and
their related metrics. The OSPF routing table is updated in real-time using data obtained from
adjacent routers via OSPF LSAs (Link-State Advertisements).[14]

We can find some information in the OSPF routing table:

o Administrative Distance: A value given to OSPF routes indicating their reliability or
preference in comparison to routes from different routing protocols. OSPF routes usually
possess an administrative distance of 110.

o Path Metrics: metrics employed by OSPF to determine the shortest route to every
destination, generally founded on link expenses.

o Router ID: The identifier for every router involved in OSPF. It is utilized to recognize
routers in the OSPF area.

o Neighbor Router Information: information concerning adjacent routers, containing their
Router IDs and connection status. This information is crucial for creating and sustaining
OSPF neighbor connections.

o Link State Advertisement (LSAs): Details concerning the network connections and
routers inside the OSPF area. LSAs contain information like router IDs, network 1Ds, link

costs, and types of links.[9]

1.5.3.2 HSRP (Hot Standby Router Protocol)
Hot Standby Router Protocol (HSRP) is a Cisco-created proprietary protocol that guarantees

redundancy for a local area network, HSRP allows the configuration of two or more routers to
work as standby routers, while designating one router as the active router at any time. All routers
that are in single HSRP group utilize a shared MAC address and IP address between them,
working as the primary gateway for the local network. The Active router controls the
transmission of the traffic. If it fails, the Standby router will work in the active router place and
controls the traffic.[15]
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Figure 1.6 Hot Standby Router Protocol (HSRP) [16]
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1.6 The Era of Software-Defined Networking and Cloud Integration

(2010—present)
The introduction of 10G Ethernet, SDN, and WLAN 802.11ac revolutionized campus

networks by offering rapid connectivity and booted network management. The movement
towards BYOD (Bring Your Own Device) enhanced mobility, necessitating strong security
protocols. Cloud integration (SaaS, laaS) facilitated scalable computing and storage options,
lessening dependence on physical infrastructure. Management that is centralized via software
platforms and controllers optimized operations, guaranteeing automation and efficiency. To
improve security, identity-driven access and micro segmentation reduced risks, offering
enhanced network protection
1.6.1 Emergence of SDN and VXLAN/EVPN:
Software-Defined Networking (SDN) arose as a revolutionary method for network
management, distinguishing the control plane from the data plane to facilitate centralized,
programmable network supervision. SDN started to gain popularity in the early 2010s, propelled
by the demand for automation, scalability, and adaptability in enterprise and cloud settings
VXLAN (Virtual Extensible LAN) was developed to address the limitations of traditional
VLANS by enabling scalable Layer 2 networks over Layer 3 infrastructure. It gained widespread
acceptance in 2011, enabling improved multi-tenant segmentation and network virtualization
EVPN (Ethernet VPN) developed as a control-plane solution for VXLAN, offering effective
Layer 2 and Layer 3 forwarding with improved redundancy and security. It was established as a
standard in 2014, providing enhanced integration with SDN frameworks and boosting data center
connectivity. [17]
1.6.2 Advantages of Virtual Architectures: Flexibility, Horizontal Scaling:

Virtual architectures offer flexibility, allowing networks to adapt dynamically to changing
workloads, resource demands, and operational needs. They enable horizontal scalability, making
it easy to expand infrastructure without disrupting existing systems, ensuring efficient scaling of
applications and services. By separating control and data planes, technologies like SDN and
VXLAN enhance automation, reduce hardware dependency, and simplify network management.
Virtualized environments support multi-tenancy, improving cost efficiency by optimizing shared
resources. Additionally, they strengthen security, enabling better isolation, segmentation, and
traffic control for modern campus networks [18]
1.6.3 Integration with the Cloud and the Internet of Things:

Cloud and IoT integration in campus networks enhances connectivity, automation, and

efficiency. Cloud-based solutions offer centralized management, scalability, and real-time data
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processing, whereas 10T devices foster intelligent monitoring, security, and resource
optimization. Huawei's Cloud Campus and Smart Campus architectures are some of the solutions
that leverage Al, big data, and SDN to build intelligent, secure, and converged campus
environments. loT-enabled smart campuses also facilitate sustainability and operational
efficiency.[19]

1.7 Practical Applications and Case Studies

In our campus network project, we are going to use some active/passive components and
devices to configure and test our network connectivity such as

1.7.1 Passive Components
Passive components are crucial for creating connectivity, and they don't require power to

work. Their essential function is to provide a pathway for data transmission without actively

processing the signals. Here are some passive components that we are going to use:

A. Cat6 Cable: is network cable that is used for creating a functional network point.

Figure 1.7 Category 6 Cable (cat6) [20]

B. Keystone Jack: is a Cat6é module to connect both the end user side
and the patch panel side.

Figure 1.8 Keystone Jack (cat6) [21]
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C. Faceplate: is the component where the keystone jack will be placed, and

it comes in various types including: single, dual, and quad single face plate.

Figure 1.9 Faceplate Keystone Jack (cat6) [22]
D. Patch cord: is apre-made cat6 cable that can be found in the market in
various lengths including: 1m, 2m, 3m, 5m, 10m, 15m, and 20m.it is used to
extend the connection between the faceplate and the user’s pc, as well as the

patch panel to the network switch.

Figure 1.10 Patch Cords [23][24]
E. Patch panel: Itis the holder for keystone jacks from the server side or

cabinet side, and it is disponible with 24 or 48 ports.

Figure 1.11 Patch Panel with 48 Ports

Figure 1.12 Patch Panel with 24 Ports [25]
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F. Rack: system or framework to support and arrange different hardware
elements like servers, networking equipment, and additional apparatus in

a consistent way.

42U

Figure 1.13 Rack cabinet with Different Units [26]

1.7.2 Active Components
1. Routers

Devices that connect various networks and direct data packets among them, facilitating
communication across multiple networks or the internet.

Cisco is one of the top and well-known firms in the networking industry. It provides big selection
of routing devices that meet the requirements of its clients, from small to medium-sized

businesses to large companies. Notable among its devices are the ISR and Catalyst series, offered

in various versions.

Figure 1.14 Cisco Router ISR 4331/K9[27]

Characteristics of Cisco Router ISR 4331/K9:
e Ports: Includes 3 onboard 10/100/1000 Ethernet ports, with 2 RJ-45-based ports and

2 SFP-based ports.

e Aggregate Throughput: Supports 100 Mbps to 300 Mbps depending on licensing and

configuration.
e Expansion Slots :

o 1 Enhanced Service-Module (SM-X) slot for flexible deployment.
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o 2 Network Interface Module (NIM) slots for additional connectivity options.

Memory: Comes with 4 GB default RAM, expandable up to 16 GB.

Flash Storage: 4 GB default, expandable up to 16 GB.

Power Options: Supports AC and PoE power supply.

Rack Height: 1 RU, making it compact for rack-mounted installations.[20]

2. Switches
Devices that enable communication among devices in a local area network (LAN). They
function at the data link layer of the OSI model and utilize MAC addresses to direct data to the
correct destination device.
with the routers, Cisco is also known for its range of switches, which are crucial to network

infrastructure. The series of Cisco Catalyst, one of the famous switch series is the Catalyst 2960

Figure 1.15 Catalyst WS-C2960X-24PS-L [28]

More than switch, we are going to use in our project the multi-layer switch. These switches match
the characteristics of usual Layer 2 switches with the routing functions of Layer 3 devices. This
integration allows them to make forwarding choices based on MAC addresses (Layer 2) and IP
addresses (Layer 3), leading to enhance traffic routing and better network performance.
3. Firewalls

Firewalls are vital active network elements that function as security borders, overseeing and
managing the incoming and the outgoing network traffic according to the security protocols.
Cybersecurity companies such as Cisco and Fortinet give a variety of firewall solutions designed
for various settings, ranging from small businesses to large enterprises and service providers to

provide network protection.
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In our project we will work with cisco ASA firewall to ensure the security of the network.

Figure 1.16 Cisco ASA Firewalls [29]
4. Servers

Servers are obligated devices of today's network infrastructure, acting as the foundation for
multiple services and applications. These robust computers are designed to manage
significant workloads and offer centralized storage, processing, and management
functionalities.

Top server manufacturers provide a vast array of server models designed to address the varied
requirements of businesses. Servers are vital in contemporary network infrastructures,
allowing organizations to provide essential services, handle data, and effectively and

dependably support diverse business activities.

Figure 1.17 Server Models [30]
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1.8 Conclusion

This chapter has explored the historical evolution of campus networks, from centralized
mainframe systems to today's software-defined, cloud-integrated architectures. We examined
key technological advancements Ethernet, hierarchical designs, wireless integration, and SDN
that have shaped modern network infrastructures. The transition from flat networks to segmented,
secure architectures highlight the growing need for scalability, performance, and robust security
in enterprise environments. Case studies on active and passive components demonstrate how
these technologies are applied in real-world deployments. As networks continue evolving with
loT, Al, and cloud computing, future campus designs must prioritize automation, flexibility, and
threat resilience. This foundation sets the stage for our practical implementation in subsequent

chapters.
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I1.1 Introduction
This chapter navigates the crucial intersections of network management, network attacks,

and network security.

We begin by dissecting essential discipline of network management. This section explains
the server technologies, tools, and protocols employed to maintain the operational integrity and
optimal performance of complex network infrastructures. Efficient management ensures
reliability and responsiveness.

Then, we delve into the anatomy of network attacks, exploring diverse definitions, types of
attacks, and most confrontation attacks that menace the network security. Understanding these
malicious endeavors is paramount for effective defense

Finally, the chapter explains the exploration of network security. We will examine a range of
defensive mechanisms, including Network Foundation Protection (NFP) framework and its
components, the role of IPsec vpn in securing data and layer 2 security protocol. we will go to
one of security devices, such as firewalls, the objective is to provide a comprehensive
understanding of building a resilient security posture capable of protecting networks and their
valuable data against the threats previously discussed.

By investigating these three interconnected domains, this chapter aims to provide a foundational
profound viewpoint on the challenges and solutions inherent in securing and managing the digital

networks.

11.2 Network Management
Efficient network management is essential for guaranteeing the seamless functionality,

performance, and security of enterprise networks. Network management contain a variety of
tasks and Operations focused on monitoring, configuring, troubleshooting, and sustaining the
different elements and services in the network infrastructure. These activities are usually
Executed with the help of special network management tools, protocols, and technologies.
Servers are essential for managing networks as they host and deliver different network
services, management systems, and monitoring tools. Server technologies facilitate centralized
management, resource distribution, and policy implementation throughout the whole network
framework. [31]
11.2.1 Servers tools in Enterprise Networks
In enterprise network environments, servers are vital for delivering different network
services, managing resources, and guaranteeing the overall operation and security of the network
infrastructure. Servers are robust computer systems created to manage high-demand processing

operations, information storage, and connectivity services.[32]
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11.2.1.1 Server Roles and Functions in Enterprise Networks
Servers can be classified according to their roles and functions in the network several typical

types of servers contain:

Server roles

Functions

File Servers

specialized in storing and overseeing shared files and directories, facilitating
centralized access and control of data throughout the network

Directory Services
Servers

offers centralized authentication, authorization, and management of user
accounts, computers, and other network resources.

Web Servers

host and deliver web content, web applications, and web services to clients
over the internet or an intranet

Print Servers

manage network printers, allowing shared access to printing resources

Application Servers

control specific services and applications, such as email servers, database
servers, or collaboration platforms

Monitoring and
Management Servers

analyze network performance data, monitor system health, provide tools for
centralized administration and management of network resources.

Virtualization host and manage multiple virtual machines (VMs) on a single physical
Servers server, enabling efficient resource utilization and server consolidation.
the server provides IP addresses to clients on the network. The DHCP
DHCP Servers feature configures settings automatically to prevent user configuration error
and additional routing issues.
the Domain Name System (DNS) keeps records that this service uses to
DNS Servers convert domain names and computer addresses names converted to IP

addresses

Security Servers

applying security measures such as firewalls, intrusion detection/prevention systems,
and antivirus solutions for protecting the network from threats

Table 11.1: Server Roles and Functions in Enterprise Networks

11.2.1.2 Active Directory Domain Services (AD DS) Functionalities
Within our enterprise network management, we have implemented Active Directory

Domain Services (AD DS) for arranging network resources, facilitating centralized

authentication, authorization, and administration of user profiles, devices, and various network

components.[32]
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e e .
- 2 Domain Objects

Active
Directory

Figure 11.1 Active Directory Domain Objects

With AD DS, the following benefits are guaranteed in our enterprise network
framework environment as:
1. Centralized User and Computer Management: AD DS permit administrators

to centrally create and manage user accounts, computer accounts, and groups.
This simplifies the procedure for granting or retracting access to network
resources, implementing security policies, and overseeing user permissions

throughout the organization.

2. Group Policy Management: AD DS allows administrators to establish and
enforce security protocols, desktop setups, and user preferences via Group Policy
Objects (GPOs). GPOs can be utilized for users, computers, or organizational
units, guaranteeing uniform and standardized configuration throughout the

enterprise.

3. Single Sign On (SSO): users can log in a single time and access multiple network
resources, including file shares printers, and applications, without needing to
provide their credentials again. This improves user productivity and security by

lessening the requirements for various passwords.
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4. Hierarchical Structure: Active Directory arranges network resources into
logical structure known as domains and organizational units (OUs). This
hierarchical framework enables effective distribution of administrative duties and
improved organization of resources according to geographic areas, departments,

or various other factors.

5. Integration with Microsoft Technologies: Active Directory works with
different Microsoft technologies, as Exchange Server for email, SharePoint for
collaboration, and System Center for monitoring and management, Offering

cohesive and uniform management experience.

6. Availability and Redundancy: Windows Server offers capabilities such as
Active Directory Replication and Failover Clustering, which guarantee high
availability and redundancy of Active Directory services, reducing downtime and

enhancing fault tolerance.

1.3 Network Attacks

In this following paragraph we will introduce some original definitions in network attacks
that it contained in IETF RFC 2828 which are:
e Vulnerability: A flaw or weakness in a system's design, implementation, or operation
and management that could be exploited to violate the system's security policy.

Most systems possess some vulnerabilities, but this does not imply that the systems are overly
defective to be used. Not every threat leads to an attack, and not every attack is successful.
Achievement relies on the level of vulnerability, the intensity of attacks, and the efficiency

of any defensive measures implemented.

e Threat: A potential for violation of security, which exists when there is a circumstance,
capability, action, or event that could breach security and cause harm.
A threat refers to a potential risk that could take advantage of a weakness. A threat
may be classified as "intentional” (deliberate; for instance, an individual hacker
or a criminal organization) or "accidental” (for example, the possibility of a
computer failing, or an "act of God" like an earthquake, wildfire, or tornado)
¢ Risk: Anexpectation of loss expressed as the probability that particular threat will exploit
a particular vulnerability with particular harmful result.
e Attack: An assault on system security that derives from an intelligent threat., an
intelligent act that is a deliberate attempt (especially in the sense of a method or

technique) to evade security services and violate the security policy of a system. [33]
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11.3.1 Types of Attacks
We will define the most common types of attacks which derived into:

11.3.1.1 Passive Attacks
The passive attacks are defined as efforts to Understand information from the system without

impacting system resources.[34]
in the passive attack, the system remains unharmed. The key point is that in a passive attack, the

Victim does not be informed about the attack.
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Figure 11.2 Passive Attack
11.3.1.2 Active Attacks

The active attacks are defined as attempts to alter system resources or affect their operation.

The attacker attempts to modify message content. As a result of the active attack, the system is

Q

Receiver

continually compromised, and its resources may be modified [34]
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Figure 11.3 Active Attack

In the following table we summarize the main difference between the passive and active attacks

Passive attack

Active attack

Passive attacks are very difficult to detect
because they do not involve any alteration of the data.

Hard to prevent (software, network, hardware,
vulnerability)

Encryption prevent the success of the passive
Attack

If the detection has a deterrent effect, it may also
contribute to prevention.

the sender nor receiver are aware about the attack

detect the active attacks earlier and to recover from
any disruption or delays caused by the attacks.

Passive Attack is a danger to Confidentiality.

Active Attack is a danger to Integrity and availability

Table 11.2 Difference Between Passive and Active Attacks [35]
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11.3.2 Most Confrontation Attacks

We have implemented these attacks for testing the security policies of our enterprise
infrastructure

11.3.2.1 Man-in-the Middle Attacks(MITM)
A man-in-the-middle attack occurs when attackers insert themselves between two

communicating devices to conduct surveillance or monitoring the data as it moves between them.
This may occur at Layer 2 or Layer 3. The primary aim is eavesdropping, allowing an attacker
to observe all the data flow.

If this occurs at Layer 2, the attacker fakes Layer 2 MAC addresses to convince the devices
on a LAN that the attacker's Layer 2 address is that of its default gateway. This process is referred
as ARP poisoning. Frames intended for the default gateway are redirected by the switch to the
Layer 2 address of the attacker within the same network.

The attacker might also execute the attack by making a switch into the network and
manipulating the Spanning Tree Protocol (STP) to establish itself as the root switch (have the
capacity to view all traffic that must pass through the root switch).

A man-in-the-middle attack can happen at Layer 3 by introducing a malicious router into the
network and deceiving the other routers into thinking this new router offers a better path. This
might lead to network traffic passing through the unauthorized router, enabling the attacker to
capture network data once more. You can reduce the impact of such attacks through several
methods, including implementing routing authentication protocols and controlling the flow of
information that is advertised or learned on designated interfaces. [36]

It exists different types of MITM attacks for example DHCP starvation and packet sniffing
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Figure 11.4 Man-in-the Middle Attack [37]

11.3.2.2 Spoofing and Denial Of Service Attacks
In a spoofing attack, an attacker mimics a different device to carry out an assault. Here are

some instances of spoofing attacks:

m IP Address Spoofing Attack: The attacker transmits IP packets originating from a fraudulent
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(or spoofed) source address to conceal their identity. DDoS attacks often employ IP spoofing to
make the packets seem like they originate from valid source IP addresses.[36]

attackers executing a denial-of-service (DoS) or distributed denial-of-service (DDoS) attack are
attempting to refuse access to a certain service by depleting some limits or limited resource. DoS
attacks can be initiated from several devices and aim to deplete certain system resources. DDo0S
attacks are carried out using hundreds or thousands of devices spread across the Internet and
generally seek to deplete an outside resource, similar to utilizing the full capacity of a link or

interface, an example for DOS attack is DHCP spoofing attack. [36]
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Figure 11.5 DoS and DDoS Attacks
I1.4 Network Security Measures

11.4.1 Network Foundation Protection (NFP) Framework
The Network Foundation Protection (NFP) framework offers a thorough method for

securing enterprise networks. It offers an organized framework that includes multiple domains
or elements to guarantee a strong and layered security stance. The NFP framework tackles
security across various aspects of network operations, encompassing the data plane, control

plane, management plane, and physical security issues.[38]
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Figure 11.6 NFP Planes [39]

11.4.1.1 Management Plane Security
The management plane is utilized for controlling, diagnosing, and Supervising network

devices and services. Protecting the management plane is vital for maintaining the integrity

and availability of network management operations. Essential security protocols in the
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management plane consist of:

1. Secure Management Protocols: using secure protocols such as SSH and HTTPS for
the remote management and monitoring of network devices and services

2. Out-of-Band Management: Establishing a distinct, independent management network
or out-of-band management interfaces to separate management traffic from the data and
control planes.

3. Secure Log Management: Guaranteeing the safe storage, transmission, and
examination of log data from network equipment to facilitate efficient monitoring,
incident handling, and forensic inquiries.

11.4.1.2 Control Plane Security
The control plane controls and configures network services and devices. Protecting the
control plane is crucial to avoid unauthorized access, modifications in configuration, or
interruptions that might Damage the network's functionality. essential security protocols in the
control plane comprise:

1. Access Control Lists (ACLs): ACLs used to limit access to the control plane
interfaces of network devices, permitting only approved IP addresses or networks to
create management connections.

2. Role-Based Access Control (RBAC): RBAC guarantees that network administrators
and staff possess suitable levels of access and privileges corresponding to their roles
and duties.

3. Secure Device Configurations: make a strong network device configuration by
turning off unneeded services, enforcing robust passwords, and applying security
best practices to minimize the attack surface.

11.4.1.3 Data Plane Security
The data plane manages the transmission of real user or application data traffic
through the network. Securing the data plane is essential in the aim of preventing
illegal access, data leaks, and various security threats. Essential security protocols
within the data plane comprise:

1. Firewalls: Firewalls serve as the initial barrier, monitoring and managing
incoming and outgoing network traffic according to established security
protocols. They can serve as perimeter firewalls, internal firewalls, or host-
based firewalls to establish a multi-layered defense system.

2. Secure Communication Protocols: Utilizing secure communication

protocols like IPsec, SSL/TLS, and SSH guarantees that information sent
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across the network is Encoded and shielded against unauthorized interception
or alteration.

3. Intrusion Prevention Systems (IPS): IPS solutions oversee network traffic
to detect harmful activities, policy violations, and recognized threats. They
can identify and thwart attacks instantly, offering an extra level of security for
the data plane.[38]

11.4.2 VPN IPSec
IPsec offers security functions at the IP layer by establishing a framework that selects

necessary security protocols, identifies the algorithm needed for the service, and implements any
cryptographic keys essential for delivering the requested services. IPsec can secure one or multiple
routes between two hosts, between two security gateways (typically routers or firewalls), or
between a security gateway and a host, it uses multiple protocols and mechanisms to achieve this,
including:

a. Authentication Header (AH): This protocol ensures authentication, data integrity, and
optional protection against replay attacks for IP packets.

b. Encapsulating Security Payload (ESP): This protocol ensures authentication, data
confidentiality, data integrity, and optional protection against replay attacks for 1P
packets.

c. Internet Key Exchange (IKE): This protocol is utilized to create and manages Security
Associations (SAs), which serve as secure communication links between the VPN
endpoints. IKE manages the discussion of encryption algorithms, authentication

techniques, and key exchange.

There are two modes for implementation of IPsec:

v' Transport mode: This mode encrypts only the data portion (payload) of every packet and
leaves the original IP packet header unchanged. Transport mode is applicable to both
gateway and host implementations, and it provides protection for upper-layer protocols and
selected IP header fields.

v" Tunnel mode: This mode offers greater security compared to transport mode since it
encrypts both the data payload and theinitial IP header. IPsec in tunnel mode
is typically employed when the final destination of a packet differs from the point of
security termination. This mode is also applicable in situations where security is offered by
a device that did not create packets, such as with VPNs. Tunnel mode is commonly utilized

in networks that have unregistered IP addresses. the unregistered addresses can be
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transmitted from one gateway encryption device to another by concealing them within the
tunneled packet. [40]
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Figure 11.7 VPN IPSEC Modes

Enterprises implement IPsec VPNs through focused VPN devices, as Cisco's Adaptive
Security Appliance (ASA) or routers equipped with VPN features. These devices function as VPN
gateways, initiating and concluding VPN connections with distant locations or clients. IPsec VPNs
can be set up in different topologies, such as site-to-site (to link distant offices), remote access (for
mobile users), and extranet (for secure connections with partners or customers).

IPsec VPN provides several advantages to enterprises:

1) Confidentiality: IPsec VPN secure the data across the network, blocking
unauthorized access and interception.

2) Data Integrity: IPsec guarantees that the data Obtained isn’t changed, securing
against man-in-the-middle attacks and data tampering.

3) Access Control: IPsec VPNs can be setup to limit access according to user
credentials, IP addresses, or additional parameters, offering detailed access control
to company resources.

4) Authentication: IPsec authorizes the VPN endpoints, making certain that only
permitted devices or users can create VPN connections.

5) Scalability: IPsec VPNs are capable of scaling to accommodate numerous remote
users and sites, rendering them ideal for businesses with decentralized operations or

a mobile workforce.
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11.4.3 Layer 2 Security
Several Layer 2 securities can be used in the protection of the enterprise network:

- Port Security: This function restricts the maximum of MAC
addresses that can be learned on access switch ports, it can be configured to take
specific states as: protect, restrict, shutdown.
- BPDU Guard: when BPDUs appear in unexpected locations, the switch will secure
itself.
- Root Guard: This function manages which ports are banned from becoming root ports
to remote switches.
- Access Control lists: This future offers layer 2 and layer 3 ACLs for managing
traffic and enforcing policies.
-  DHCP Snooping: this future stops unauthorized DHCP servers from affecting
the network.
- IP Source Guard: This future stop hosts from spoofing Layer 3 information.
- 802.1X: This feature authorizes and authenticates users before enabling their
communication with the rest of the network.
- Storm Control: This function restricts the volume of broadcast or multicast
traffic passing through the switch [41]
11.4.4 Firewalls
Firewall is a network security system created for observing, filtering, and managing the
incoming and outgoing network traffic according to specific security protocols. The main
function of a firewall is to create a separation between a reliable internal network and
potentially harmful external networks.
Firewalls must be the first front security device, but they shouldn't be the Single
safeguard system or safety protocol on the network
firewall may be executed by one device or a collection of devices, or perhaps just software
operating on a device like a router or a server.
All traffic between security domains must pass through the firewall to avoid Unauthorized
access that might be exploited to ignore the firewall, violating the network access policy.
Firewalls typically manage the access between security zones by evaluating the source
and destination IP address and port of packets.
Firewalls can be installed in different areas of a network; their threat management should
be applied at minimum to the most vulnerable and essential sections of enterprise networks

to ensure more protection.
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Firewalls offer more services, as:
« NAT modifies the source or destination addresses of data packets when they traverse
a firewall. This enables various devices to access the internet through a single IP
address, which aids in securing the private network from direct risks posed by external
threats.
In a network environment, every employee utilizes their personal computer or mobile
device to connect to the internet for web surfing, emailing, and using cloud services.
Even though every device possesses its unique private IP address within the
organization's internal network, all outgoing traffic shows to external networks as
coming from the identical public IP address assigned to the organization.
Consequently, it becomes more challenging for potential attackers to recognize and
aim at specific devices.
« VPN acts as a shield between a computer or network and the internet, handling all
web requests prior to passing them to the network.
VPNs extend a private network over a public one, like the internet. This enables users
to safely sending data though their devices were linked directly to the private network.
The link creates an encrypted tunnel between distant devices and the corporate
network, allowing secure access.
In a network, a firewall is designed to regulate what moves from one security zone to another.
If a system is breached in one area, firewalls assist in limiting the attack to that specific zone
[42]

INSIDE OUTSIDE

- —

Gi0n/2

Gi0/3

Figure 11.8 Firewall Zones
The Inside Firewall Zone: refers to a trusted internal network where devices, systems, and

data are protected from external threats, such as corporate networks or home-connected

personal devices.
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The Outside Firewall Zone: refers to an untrusted area, like the internet, where threats exist.

Firewalls control and secure the traffic between this zone and the internal network.

11.4 Conclusion
In this chapter, we have talked about network management, examining the essential

technologies and security protocols that support enterprise network functionality. The initial
segment offered a comprehensive analysis of server solutions, bringing attention to the
crucial importance of Windows Server in managing enterprise settings

Then, we initiated an extensive investigation into Network attacks which is unauthorized
actions targeting network systems, categorized into passive and active attacks. these types
include some famous attacks. Organizations need robust cybersecurity measures, to protect
the network enterprise against these threats.

we explored network security that took a large section in our chapter, where we have talked
about the implementation of Network Foundation Protection (NFP) and his planes.

We investigated the implementation of IPsec VPNs (Virtual Private Network), these
protected communication pathways guarantee the privacy and authenticity of data transfers,
allowing remote access to enterprise while guaranteeing a strong defense against
eavesdropping. Layer 2 security and his robust advantages for securing the network devices
and firewalls as barriers against unauthorized access and potential threats. Applying these

security measures, enterprises can build a stable and protected network infrastructure.
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111.1 Introduction

This chapter details the implementation of a secure campus network designed for
university requirements using PNETLab emulation. The project followed a complete lifecycle
from planning to testing, beginning with stakeholder needs assessment. The architecture
combines physical infrastructure (cabling, access points) with logical design (VLANs, HSRP
redundancy, AD/DHCP management). Security measures included ASA firewalls, IPsec VPNSs,
and Layer 2 protections against DHCP attacks. Penetration testing validated resilience, while
Active Directory enabled centralized authentication. Connectivity tests confirmed the network
meets current and future needs, demonstrating how proper planning creates reliable, scalable
infrastructure.

111.2 Project Framework (Work Plan)

The process of building the university network begins with a needs assessment phase,
where a series of meetings are held with all relevant stakeholders. These meetings gather
requirements from senior administration, colleges, and students, focusing on analyzing the
expected number of users, types of devices, and required applications. This preliminary phase
forms the cornerstone of the entire project.

We move to the detailed design phase, which consists of two main components. The first
component involves designing the physical infrastructure, including planning the cabling system,
determining network access point locations, and preparing main communication rooms. The
second component focuses on the logical topology architecture, encompassing the hierarchical
network structure, IP addressing scheme, VLAN segmentation, and security policies.

Next comes the implementation phase, starting with basic civil works such as cable
installation and room preparation, followed by the installation of networking equipment
including switches, routers, and security systems. This phase also includes configuring
fundamental network settings, from routing protocols to authentication systems.

Prior to final handover, the network undergoes rigorous testing including performance
tests, penetration tests, and compatibility tests. This stage also involves training the university's
technical team on network management and delivering all necessary technical documentation.

The final outcome is an integrated network characterized by high performance and
scalability, featuring multi-layered protection and centralized management. This network
provides comprehensive support for various educational applications while adhering to the
highest quality and security standards, ensuring sustainable service that meets both current and
future university needs.

On the figure Il11-1, the physical topology plan of the university includes the passive
component design and wireless access points.
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111.2.1 Gathering Information

We designed a university campus network that perfectly balances performance and cost.
After carefully analyzing the campus needs, we implemented a robust solution featuring
optimal WIFI coverage in all buildings, a reliable server room with backup systems, and a
hybrid fiber-copper cabling infrastructure. Working closely with university IT staff, we created
an organized, easy-to-maintain system that currently supports thousands of daily users while
being ready for future expansion. Based on university plan provided us, we build the following
table that gathered information:

111.2.1.1 Passive Components Design

9 10 1
13 8 1
13 8 .
7 11 .
9 10 1
11 9 1
62 56 6
Total Points 62+(56*2) +6=180 Points

Table I11-1 End-User Access Points

42



. - . : o®a. - -
- T N . ) _ » y » v
e SR T I A T B I T ‘\( l‘) Hweraiil ’," L A A e R e b i e s e em— o e -—-.—-A..ML.A B b s o W .A..,x...._a.___._
‘ — ' 4 < 1LJ gz ' TioL 4 IS AR AR SRS R AR SO S — P G SRR A A DDA AN ETSEEREE R e~y
L ML AL ANAUTY ATR LAl ™ v . . AP

T fcemts] BN —— ASA FIREWALL 5520 —»

; -"_"_I's «—CISCO ROUTER ISR 4331—
M — B WS-C3850-24T-S

% ‘ CORE SWITCH
ssssgen N - CATALYST 2960-X 48 GIGE— JE Sssesfeseess

W_ I PATCH PANNEL _
| CATALYST 2060-X 48 GIGE— .
| PATCH PANNEL

sussssswsseees B pOWER DESTRUCTION UNIT —

SERVER HPE PROLIANT
DL380 GEN 10 PLUS




CHAPTER 1lI: Enterprise Network Project: planning, designing, configuration and security implementation/testing

111.2.1.2 Active Components Design
The racks devices that we have implemented can be grouped of :

ADMINISTRATION

FACULTY OF SCIENCE

TECHNOLOGY 2 2 ] ]

FACULTY OF COMPUTER

SCIENCE ;

FACULTY OF MEDICINE

FACULTY OF BIOLOGY 2 2 1 1

FACULTY OF

ARCHITECTURE

Table I11-2 Active Components Design
111.2.2 Purchases List
Passive components: are the physical connectivity and cabling infrastructure.
Description Qty Unit Price (DZD)

User Side Cat6 Keystone Jack 180 4000,00
Patch panel side Cat6 Keystone Jack 180 7000,00
Unloaded 24Ports Patch Panel 8 30000,00
Single Faceplate 62 150,00
Dual Faceplate 56 200,00
Patch Cord 3m User Side 180 330,00
Patch Cord 1m Patch Panel Side 180 180,00
Cat6 FTP cable Box Roll 305m 180 11900,00
RJ-45 50Pcs 8 1500,00
42U Rack 800mm*1000mm 2 400000,00
Power Distribution Unit 6Way 2 100000,00
Total Price 5486 300,00 DZD

Table 111-3 Passive Components Purchase List
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Active components: are devices that require power to operate and Perform functions

DESCRIPTION QTY | Unit Price
(DZD)
Catalyst 2960X-48LPS-L2 Switch 250000,00

4
WS-C3850-24T-S Core switch 4 270000,00
2
2

Cisco Router ISR 4331/K9 310000,00
400000,00

ASA- 5520 Adaptive Security Appliance - 4 Gigabit Ethernet interfaces

Server HPE ProLiant DL380 Gen10 Plus 1 800000,00
Total Price 4 300000,00 DZD

Table 111-4 Active Components Purchase List

The cost of this project is 9 786 300,00 DZD

111.2.3 Designing the Project- Logical Topology

111.2.3.1 Technical Requirements:

In order to perform this work, we need these following requirements:

e A computer with at least 16 GB of RAM and 4 CPUs.

e VMware Workstation PRO 2017: Virtual machine supervisor
allocating 14 GB of RAM and 4 CPUs for the emulation platform.

e PNETLab (Professional Network Emulation Platform): PNETLab
is an advanced network emulation platform that enables running virtual
devices with real operating systems on a single computer, combining
ease of use with powerful performance, delivering a professional
network emulation experience with ease.

e The operation system for all network devices: 10Ss for routers,
switches and firewalls and the Windows server 2016 OS.

Using the PNETLab emulator we will build the well-designed infrastructure of the logical
topology campus network that will be provided to as a full emulation designing and testing

before his implementation in the real world

In the figure 111.3 we proposed a full logical topology design of our project
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I11.3 Management Part Setup
In this part we are going to configure our network services such as AD-DS and DHCP
111.3.1 Configuring the Server (Windows Server 2016)

(e0)

E‘-li
)

- Winserver

A\ /

Figure I11-4 Windows Server 2016

(e0r1)

111.3.1.1 Installing AD-DC, DNS, DHCP and configuring AD-DC

First, we set up a static IP address (192.168.100.1/24) for the server. This is the network
settings window where you manually assign an address to your server to join the network.

Imtermet Frotocol Version 4 (TCP/1PwE) Properties > n
General

You cam get IF setings assgned automabcally it your nebwork supports
this capabilty. Otherwiss, you nead to ask your netwark admiristrator
for the appropriate IF setfings.

(") Obtsin an 1P address automatically

(%) Lise the following IP address: !
IP address: |1~;:.15.-a.1:-}.1
Subnet mask: | 255 . 255 . 255, 0O
Default gateway: | 192 . 1&d , 1000 , 100
Obtain DMS server address automaticaly

) Liss the follewing DNS server addresses:

Freferred DMNS server: I 8 .8 .8 . B
Alternate DNS server: | .
[C]valdate settings upon exit Y —

-

i = - LT

Figure 111-5 Setting a Static IP Address for the Server
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We'll now configure, install, and select the necessary network services

M Server Manager

®~  Server Manager * Dashboard

Manage Toole  View  Help

B Dashboard WELCOME TO SERVER MANAGER

i Local Server

li All Servers o . fiqure this local

& Lonngure this local server
WE File and Storage Services b =

WHAT'S NEW —
Lreale a server
_Onnect this se e
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 Server groups: 1 Servers total: 1
= File and Storage
f. R g 1 Local Server 1
Services
® Manageability @ Manageability
Events Events
Performance Services
BPA results Performance

BPA results

Figure 111-6 Server Manager Dashboard

=i (&) X
DESTINATION SERVER
v
Befare You Beain Select one or more roles to install on the selected server
nstallation Type Roles Description
Active Directory Certificate Services Web Server (IIS) provides a reliable, manageable, and

ten 0

scalable Web apolicatio 2 e

r Roles .2] Active Directory Domain Services scalable Web application infrastructure
- = [T] Active Directory Federation Services

S [T] Active Directory Lightweight Directory Services

[C] Active Directory Rights Management Services

v
—
D

=
=

[ ] Device Health Attestation
Jv| DHCP Server
2 (IS /] DNS Server
[7] Fax Server
| W) Fileand Storage Services (1 of 12 installed)
[[] Host Guardian Service
] Hyper-v
MultiPoint Services
services ] Network Policy and Access Services
iy sl [7] Print and Document Ser
o o [_] Remote Access
["] Remote Desktop Services
[] Volume Activation Services
e h
(] windows Deprs-."ge*.( Services
[] Windows Server Essentials Experience
[C] Windows Server Update Services

ces

step 2

< Previous |m 2 Cancel
Figure 111-7 Selecting AD DS, DHCP, and DNS Roles

48



CHAPTER III: Enterprise Network Project: planning, designing, configuration and security implementation/testing

Fa Add Roles and Features Wizard — [} ®

Confirm ins

o [ e o e = DESTINATION SERVER
ation selections =

To install the following roles, role services, or features on selected server, click Instal
[] Restart the destination server automatically if required

Optional features (such ac administration tools) might be displayed on this page because they have been selected automatically. If you do not want
to install these optional features, dlick Previous to clear their check bowes.

Active Directory Domain Services
DHCP Server
DNS Server
Group Policy Management
Print and Document Services
Print Server
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module far Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools
DHCP Server Tools
DS Server Taols
Print and Document Services Tools
Wb Server (II5)
Management Tools

115 Managemeant Console

t configurati

an alternate so
step 3

[< Previous Next > Cancel
[P | |

Figure 111-8 Installing AD DS, DHCP, and DNS Roles

r-.'_'. Add Reles and Features Wizard

Installation progress i

View installation progress

o Feature installation

Lo

nfiguration requ

stallation succe

Active Directory Domain Services
Additional steps are required ta make this machine a domain contraller.,
Promaote this server to a domain controller
DHCP Server
Launch the DHCP post-install wizard
Complete DHCP configuration
DNS Server
Group Policy Management

Print and Document Services
Print Server

Remnta Sarver Adminictratinn Toals

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notfications in the command bar, and then Task Details.

Export configuration settings

o BrEACKE I Close I

Figure 111-9 Roles and Features Installation Completed Successfully
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F.'_ Server Manager

Server Manager * Dashboard

j, Post-deployment Configura... |

WELCOME TO SERVER MANAGI

. Promaote this server to & domain controller -sele
O

I8 Dashboard

Local Server

|
Ii All Servers
@ A

| AD DS
™ i, Post-deployment Configuration

8 DHCP
2 DNS Z Configuration required for DHCP Server at SRV

WE File and Storage Services b
io 1s

Complete DHCP configuration

WHAT'S NEW 4 Task Details

5 Connect this server to cloud services

Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 6 Server groups: 1 Servers total:
i§l ADDs 1 {8 DpHep 1
@ Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results

Figure I11-10 Server Manager Dashboard After Installing AD DS, DHCP &DNS Roles

After completing the installation of the services, we move on to setting up the Active Directory
Domain Controller.

111.3.1.2 Configuring Active Directory
Assign a name for the domain (UNIV.DZ).

B Active Directory Domain Services Configuration Wizard — O

. . P R . ot - TARGET SERVE
Deployment Configuratior e

Deployment Configuration .
= Select the deployment aperation

) Add a domain controller to an exsting doemain
_} Add a new domain to an existing forest
Pashs = Add a new forest

Speafy the domain information for this operation

Root domain name: I UNIV.DZ I

More about deployment confi gurations

Figure I11-11 Configuration of Active Directory
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We set a password for the AD DC

s Active Directory Domain Services Configuration Wizard - m} X
- T
Domain Controller Options o

Select functional level of the new forest and root domain

Domain Controlier Opti

Forest functional level: Windows Server Technical Previe ~

Domain functional level: Windows Server Technical Previe ~

Specify domain controller capabibities
| Domain Name System (DNS) server
v Global Catalog (GC)

Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: escnsssccee
Confirm password: escscssccss
More about domain controller options

I<Previousj| Next > I nstall Cancel I

Figure I11-12 Setting up the AD-DS Password

After setting up the AD DC service, the server reboots itself and checks the service status.

‘I fis Active Directory Domain Services Configuration Wizard - (] x
l
e 8T I L TARGET SERVER
Prerequisites Check o
I @& All prerequisite checks passed successfully. Click ‘Install to begin installation. Show more x

{ Deployment Configuration

‘ Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain

Domalin Controller Options computer

Rerun prerequisites check

@ View results

1. Windows Server 2016 domain controllers have a default for the security setting named
“Allow cryptography algonthms compatible with Windows NT 4.0° that prevents weaker
cryptography algonthms when establishing secunty channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/2Linkld = 104751),

1. This computer has at keast one physical network adapter that does not have static IP
address(es) assigned to its IP Properties, If both IPvd and IPv6 are enabled for a network
adapter, both IPv4 and IPv6 static IP addresses should be assigned to both IPvd and
IPv6 Properties of the physical network adapter. Such static IP address{es) assignment
should be done to all the physical network adapters for reliable Domain Name System

I! If you click Install, the server automatically reboots at the end of the promotion operahon.l

More about prerequisites %

Next > I Install I Cancel

Figure 111-13 Active Directory Prerequisites Check - Domain Controller Setup
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Figure 111-14 Active Directory Services

After completing the AD DC setup, we proceed to configure the DHCP service.

111.3.1.3 Configuring DHCP

P Server Manager

16925414 2,

ile and Storage Services P

ns

Y =

Print Services

— 1- SERVERS
188 Dashboard ! All servers | 1 tota
i | Se =
B Local Server . p - @
B& ANl Servers
4 Add Manageability

EVENTS
All events | 16 tota
Fitter L v o mEw

Server Name  ID ty  Source
SRY 1059 Error Microsoft-Windows-DHCP-Server
SRV 1046  Error Microsoft-Windows-DHCP-5erver
SRvV 1059 Emor Microsoft-Windows-DHCP-Server
SRV 10020 Warning Micrasaft-Windows-DHCP-Server
SRV 1056 Waming Microsoft-Windows-DHCP-Server
SRV 1036 Emor Microsoft-Windows-DHCP-Server
SRW 1035  Error Microsoft-Windgws-DHCP-Server

38.100.1 Online - Performance counters not started

Leog

System
System
Systern
System
System
System

Swstem

Tools

Manage

Add Roles and Features

Shut Down Local Server

Computer Mansgement

Remaote Desktop Connection

Windows PowerShell
Configure NIC Teaming

1 DHCP Manager |

bi

Manage As ..
Start Performance Counters
Refresh

Copy

Date and Time

10/28/2024 5:34:04 AM
10/28/2024 5:34:04 AM
10/28/2024 5:34:04 AM
10/28/2024 5:34-03 AM
10/28/2024 5:33:56 AM
10/28/2024 5:31:33 AM
10/28/2024 5:31:32 AM

Figure 111-15 DHCP Server Administration and Setup
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Selecting IPv4 and New Scope.

2 pHCP

File  Achon View Help

4 = M ] &
“F DHCP

Create a new scope

.

Display Statistics...

Auctions
== UNN.DZ -

I Mew Scope...

L

Mew Multicast Scope...

Configure Failower...

Replicate Failower Soopes...

Define User Classes...

Define Vendor Classes...
Reconcile All Scopes...
Set Predefined Options...
Refresh

Properties

hore Actions ]
-
More Actions F

Figure 111-16

DHCP Server Scope Manag

ement

Here is an example of how to add a DHCP Scope for VLAN 30 SCIENCE TECHNOLOGY (ST),
and the same procedure applies to other VLANS.

News Scope Wizard
Welcome to the New Scope
Wizard

This wizerd helos you set up & scope for datrbuting IF
addresaa to omputers on your network

To cortinue, cick Next

Mew Scope Wizard

Hame
You have 1o provide an identfyng scope name. You slso have the sption of providing
2 description.

Type 2 name and jon for this scape. This infomation helps you quickly identfy
how the scope i3 to be used on your network.

Name |S_ I

Descrpion: | I

step 2

o (] o

HNew Scope Wizrd

IP Address Range
You define the scope address range by dertlfying 3 set of eonsecutive IP addrsses.

Corfiguration settings for DHCP Server

ge of addresses that

Start IP address.

End IF address:

Corfiguration seftinga that propagate to DHCP Client

Length: |

>3

Cancel

| New Scope Wizard
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Exchuded address range
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Cancel
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step 6

< Back Nexd > Cancel

New Scope Wizard

Domain Name and DNS Servers
The Domain Name System (DNS) maps and transistes domain names used by clents
on your network

You can specky the 10 usefor
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you want the clent

Parent domain:  UNIV.DZ
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severs
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Do you want to activate this scope now?
@ Yes, | want to activate this scope now

Mo, | will activate this scope kaler

step &

o (2] o
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Figure 111-17 Steps of Making a New DHCP Scope
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111.3.1.3 Domain Management

In this part we are going to create organizational units to manage users, computers using
active directory

. Organizational Units Creation and Users Management
Figure 111-24 and 111-25, Organizational Units (Ous) allow to organize and management users,

computers within Active Directory.
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Figure 11-19 a"eating a New Orgé%izational Unit
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In the figure 111-20 and 111-21, we create a new object in our ous, and adding a new users to them

Mew Object - Organizational Unit >

— Createin:  UNIV.DZS

Mame
IDEDartrrerrt of Scence technology

&

[+] Protect contaner from accidentsl deletion

5] o [

Figure 111-20 Naming the Organizational Unit

] Active Directory Users and Computers
File Action View Help

e 2@ F0XEdz HE| T TvTas

Active Directory Users and Computers [srel | pame Type Description
| Soved Queries
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| Builtim
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il Domain Controllers
| FareignSecurityPrincipals
| Managed Service Accounts
Users
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Delegate Control...

Move...
Find...
I New » I Computer
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Properties I Liser L I
_ Shared Folder g

Figure 111-21 Creating a New Users in the OU
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Then, in the figure 111-22 and 111-23, we see the users creations steps and their appearance in the science

& technology scope

j New Object - Leer X || Mew Object - User || New Object - User
\
i lj Creslen: NIV DZ/Depetmen of Scence lechnclogy Li 1 Cretein:  UNIVDZ/Depatment of Science technelogy Li \ Cresfein:  UNIVDZ/Depariment of Science lechndlogy
— - ‘ R RALGE i | When you cick Finih i folowing object wi be created.
Corfim password " ‘ Last name: AMMAR Ful rame: RAISE AMMAR
Ueer logon name: AMMAR@UNIV.DZ
Fill e RAISE ANMAR
User mus change password at niexd ogan
- The usercarial change the passierd
[# User cannot change passiord lerlogonreme: The pazmword never aipres
[ Passvord v epies ANMAR @LNoz v
(ot deti User kagon rame fpre-Windows 2000}
‘unm AMMAR
Bk (e Rack Cael bk | Fin | ol

Figure 111-22 User Creation and Account Settings

- Active Chirectory Users and Computers

File Action View Help
et 3 L g 9 =1 &
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Managed Service Accounts

Users

| Department of Science technology
Department of Medcine
Department of Biclogy
Departrment of Archrbectur
Department of Mathlnformatigue
| Administration

Figure 111-23 The Appearance of the New Users and OUs
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111.4 Network Part Configuration

In this part we will setup network devices such as switches routers firewalls

111.4.1 Configuring Access-Switches 1 & 2

A

b AC-SW2 O b AC-SW1
F__ s g

{e0/3) e0/330/2
S D) = aD

Figure 111-24 Configuring Access Switches 1 & 2

111.4.1.1 VLANSs Segmentation

We’ve configured 4 VLANS following university faculty naming conventions:
Mathematics and Computer science (MI), Science technology (ST), Administration(Admin) plus
a dedicated VVoice VLAN.

AC-SWl>enable

AC-SWl#configure terminal
AC-SW1 (config) #vlan 10

AC-SW1 (config-vlan) #name ADMIN
AC-SW1 (config-vlan) fexit
AC-SW1 (config) #vlan 20

AC-SW1 (config-vlan) #name MI
AC-SW1 (config-vlan) fexit
AC-SW1 (config) #vlan 30

AC-SW1 (config-vlan) #name ST
AC-SW1 (config-vlan) #exit
AC-SW1 (config) #vlan 40

AC-SW1 (config-vlan) #name VOICE

AC-SW1 (config-vlan) #exit
Command list-1 VLANs Segmentation in AC-SW1

The same commands for ACCESS-SWITCH 2 (AC-SW2) .
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Assign a designated interface to appropriate VLAN

AC-SW1 (config) #interface range e0/0-1

AC-SW1 (config-if-range) #switchport mode trunk
AC-SW1 (config-if-range) #switchport trunk encapsulation dotlg
AC-SW1 (config-if-range) #exit

AC-SW1 (config) #interface range e0/2-3

AC-SW1 (config-if-range) #switchport mode access
AC-SW1 (config-if-range) #switchport voice wvlan 40
AC-SW1 (config-if-range) #switchport access vlan 30
AC-SW1 (config-if-range) #exit

AC-SW1 (config) #interface e1/0

AC-SW1 (config-if-range) #switchport mode access
AC-SW1 (config-if-range) #switchport voice vlan 40

AC-SW1 (config-if-range) #switchport access vlan 20

Command list-2 AC-SW1 Interfaces Settings

The same commands for ACCESS-SWITCH 2 (Ac-sw2) but VLAN 30 must be changed to
VLAN 10.
111.4.1.2 VTP Enabling

Setting device to VTP Client mode for VLANS.

AC-SW1 (config) #vtp mode client
AC-SW1 (config) #vtp domain RT
AC-SW1 (config) #vtp version 3
AC-SW1 (config) #vtp password rt

Command list-3 VTP Enabling

The same commands for ACCESS-SWITCH 2 (AC-SW2) .
111.4.2 Configuring Core-Switch 1 & 2

o5
— (o) R —_——
__@ c0/2

b CORE-SW. » CORE-SW1
@

Figure 111-25 Configuring Core Switch 1& 2
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111.4.2.1 VLANs Segmentation
The same VLANS as configured in AC-SW1 (Command list 1: Configuring VLANSs in AC-SW1)

CORE-SWl>enable
CORE-SWl#configure terminal
CORE-SW1 (config) #vlan 10
CORE-SW1 (config-vlan) #name ADMIN
CORE-SW1 (config-vlan) #exit
CORE-SW1 (config) #vlan 20
CORE-SW1 (config-vlan) #name MI
CORE-SW1 (config-vlan) #exit
CORE-SW1 (config) #vlan 30
CORE-SW1 (config-vlan) #name ST
CORE-SW1 (config-vlan) #fexit
CORE-SW1 (config) #vlan 40
CORE-SW1 (config-vlan) #name VOICE
CORE-SW1 (config-vlan) #fexit

Command list-4 Configuring VLANs in CORE-SW1

The same commands for CORE-SWITCH 2 (CORE-SW2) .

111.4.2.2 SVIs & HSRP Configuration

We’ve implemented HSRP across both core switches to keep all VLANs CORE-SW1 takes the active
gateway ( to configure priority 150 ), while CORE-SW?2 waits on standby with the default priority 100.
For IP addressing, CORE-SW1 uses .1 addresses, CORE-SW2 uses .2, and all devices point to the shared
.100 virtual IP as their gateway. This way, if one switch has an issue, traffic fails over seamlessly. We also
added DHCP relay to pass requests to our central server at 192.168.100.1, and enabled preempt so CORE-
SW1 automatically takes back control when it’s back connection.
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CORE-SW1-----
CORE-SW1 (config) #interface vlan 10

CORE-SW1 (config-if) #ip add 192.168.10.1 255.255.255.0
CORE-SW1 (config-if) #ip helper-address 192.168.100.1
CORE-SW1 (config-if) #standby 10 ip 192.168.10.100
CORE-SW1 (config-if) #fstandby 10 priority 150

CORE-SW1 (config-if) #standby 10 preempt

CORE-SW1 (config-if) #no shutdown

CORE-SW1 (config-if) #interface vlan 20

CORE-SW1 (config-if) #ip add 192.168.20.1 255.255.255.0
CORE-SW1 (config-if) #ip helper-address 192.168.100.1
CORE-SW1 (config-if) #fstandby 20 ip 192.168.20.100
CORE-SW1 (config-if) #standby 20 priority 150

CORE-SW1 (config-if) #standby 20 preempt

CORE-SW1 (config-if) #no shutdown

CORE-SW1 (config-if) #interface vlan 30

CORE-SW1 (config-if) #ip add 192.168.30.1 255.255.255.0
CORE-SW1 (config-if) #ip helper-address 192.168.100.1
CORE-SW1 (config-if) #standby 30 ip 192.168.30.100
CORE-SW1 (config-if) #fstandby 30 priority 150

CORE-SW1 (config-if) #fstandby 30 preempt

CORE-SW1 (config-if) #no shutdown

CORE-SW1 (config-if) #interface vlan 40

CORE-SW1 (config-if) #ip add 192.168.40.1 255.255.255.0
CORE-SW1 (config-if) #ip helper-address 192.168.100.1
CORE-SW1 (config-if) #standby 40 ip 192.168.40.100
CORE-SW1 (config-if) #standby 40 priority 150

CORE-SW1 (config-if) #fstandby 40 preempt

CORE-SW1 (config-if) #no shutdown

Command list-5 SVIs & HSRP Configuration in CORE-SW1
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-- CORE-SW2
CORE-SW2 (config) #interface vlan 10

CORE-SW2 (config-if) #ip add 192.168.10.2 255.255.255.0
CORE-SW2 (config-if) #ip helper-address 192.168.100.1
CORE-SW2 (config-if) #standby 10 ip 192.168.10.100
CORE-SW2 (config-if) #standby 10 priority 100

CORE-SW2 (config-if) #standby 10 preempt

CORE-SW2 (config-if) #no shutdown

CORE-SW2 (config-if) #interface vlan 20

CORE-SW2 (config-if) #ip add 192.168.20.2 255.255.255.0
CORE-SW2 (config-if) #ip helper-address 192.168.100.1
CORE-SW2 (config-if) #standby 20 ip 192.168.20.100
CORE-SW2 (config-if) #standby 20 priority 100

CORE-SW2 (config-if) #standby 20 preempt

CORE-SW2 (config-if) #no shutdown

CORE-SW2 (config-if) #interface vlan 30

CORE-SW2 (config-if) #ip add 192.168.30.2 255.255.255.0
CORE-SW2 (config-if) #ip helper-address 192.168.100.1
CORE-SW2 (config-if) #standby 30 ip 192.168.30.100
CORE-SW2 (config-if) #standby 30 priority 100

CORE-SW2 (config-if) #standby 30 preempt

CORE-SW2 (config-if) #no shutdown

CORE-SW2 (config-if) #interface vlan 40

CORE-SW2 (config-if) #ip add 192.168.40.2 255.255.255.0
CORE-SW2 (config-if) #ip helper-address 192.168.100.1
CORE-SW2 (config-if) #standby 40 ip 192.168.40.100
CORE-SW2 (config-if) #standby 40 priority 100

CORE-SW2 (config-if) #standby 40 preempt

CORE-SW2 (config-if) #no shutdown

Command list-6 SVIs & HSRP Configuration in CORE-SW2
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111.4.2.3 Configuring Interfaces

Setting some ports to layer 3 for IP addresses and configuring others as trunk with Dot1Q
encapsulation

CORE-SW1-----
CORE-SW1 (config) #interface el1/0

CORE-SW1 (config-if) #no switchport

CORE-SW1 (config-if) #ip add 192.168.100.100 255.255.255.0
CORE-SW1 (config-if) #interface el/1

CORE-SW1 (config-if) #no switchport

CORE-SW1 (config-if) #ip add 192.168.110.1 255.255.255.0
CORE-SW1 (config-if) #interface range e0/0-1

CORE-SW1 (config-if-range) fswitchport mode trunk

CORE-SW1 (config-if-range) #switchport trunk encapsulation dotlg
CORE-SW1 (config)# interface range e0/2-3

CORE-SW1 (config-if-range) #switchport trunk encapsulation dotlg
CORE-SW1 (config-if-range) #switchport mode trunk

Command list-7 Configuring Interfaces in CORE-SW1

CORE-SW2-----
CORE-SW2 (config) #interface el/1

CORE-SW2 (config-if) #no switchport
CORE-SW2 (config-if)#ip add 192.168.120.1 255.255.255.0
CORE-SW2 (config-if) #exit
CORE-SW2 (config-if) #interface range e0/0-1
CORE-SW2 (config-if-range) #switchport mode trunk
CORE-SW2 (config-if-range) #switchport trunk encapsulation dotlg
CORE-SW2 (config-if-range) #exit
CORE-SW2 (config)# interface range e0/2-3
CORE-SW2 (config-if-range) #switchport trunk encapsulation dotlg
CORE-SW2 (config-if-range) #fswitchport mode trunk
Command list-8 Configuring Interfaces in CORE-SW2

111.4.2.4 Configuring the EtherChannel Between Core-SW 1 and Core-SW 2

EtherChannel is configured to increase bandwidth, provide redundancy, simplify management
and improve network performance
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CORE-SW1-----
CORE-SW1 (config) # interface range e0/2-3

CORE-SW1 (config-if-range)# shutdown
CORE-SW1 (config-if-range) # channel-group 1 mode desirable

Creating a port-channel interface Port-channel 1
CORE-SW1 (config-if-range) #no shutdown

Command list-9 Configuring EtherChannel in CORE-SW1

CORE-SW2-----
CORE-SW2 (config) # interface range e0/2-3

CORE-SW2 (config-if-range)# shutdown
CORE-SW2 (config-if-range) # channel-group 1 mode desirable

Creating a port-channel interface Port-channel 1
CORE-SW2 (config-if-range) #no shutdown

Command list-10 Configuring EtherChannel in CORE-SW2

111.4.2.5 VTP Enabling

Setting device to VTP Server mode for VLANS

-- CORE-SW1------mm e
CORE-SW1 (config) #vtp mode server

CORE-SW1 (config) #vtp domain RT
CORE-SW1 (config) #vtp version 3
CORE-SW1 (config) #vtp password rt
Command list-11 Enabling VTP in CORE-SW1

The same commands for CORE-SWITCH 2 (CORE-SW2).

111.4.2.6 Routing Configuration
We configured a default routing for our internet connection while using OSPF as our internal
routing protocol to connect all network segments.

CORE-SW1-----
CORE-SW1 (config) #ip route 0.0.0.0 0.0.0.0 192.168.110.2

CORE-SW1 (config) #router ospf 1

CORE-SW1 (config-router) #network 192.168.10.0 0.0.0.255 area 0
CORE-SW1 (config-router) #fnetwork 192.168.20.0 0.0.0.255 area 0
CORE-SW1 (config-router) #fnetwork 192.168.30.0 0.0.0.255 area 0
CORE-SW1 (config-router) #fnetwork 192.168.40.0 0.0.0.255 area 0

CORE-SW1 (config-router) #fnetwork 192.168.100.0 0.0.0.255 area O
CORE-SW1 (config-router) #network 192.168.110.0 0.0.0.255 area 0
CORE-SW1 (config-router) #network 192.168.120.0 0.0.0.255 area 0

Command list-12 Routing Configuration in CORE-SW1
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CORE-SW2-----
CORE-SW2 (config) #ip route 0.0.0.0 0.0.0.0 192.168.120.2

CORE-SW2 (config) #router ospf 1

CORE-SW2 (config-router) #fnetwork 192.168.10.0 0.0.0.255 area 0
CORE-SW2 (config-router) #network 192.168.20.0 0.0.0.255 area 0
CORE-SW2 (config-router) #network 192.168.30.0 0.0.0.255 area 0
CORE-SW2 (config-router) #network 192.168.40.0 0.0.0.255 area 0

CORE-SW2 (config-router) #network 192.168.110.0 0.0.0.255 area 0

CORE-SW2 (config-router) #network 192.168.120.0 0.0.0.255 area 0
Command list-13 Routing Configuration in CORE-SW?2

111.4.3 Configuring Head Quarter-Router

(02)
D

P HQ-ROUTER @

1) 11)
Figure 111-26 Configuring the HQ-Router

We configure the interfaces and then set up routing

HQ-ROUTER (config) #int e0/0
HO-ROUTER (config-if) #ip add 192.168.115.2 255.255.255.0
HQ-ROUTER (config-if) #no shutdown
HQO-ROUTER (config-if) #exit
HQ-ROUTER (config) #int e0/1
HO-ROUTER (config-if) #ip add 192.168.110.2 255.255.255.0
HQ-ROUTER (config-if) #no shutdown
HQ-ROUTER (config-if) #exit
HQ-ROUTER (config) #int e0/2
HQ-ROUTER (config-if) #ip add 192.168.120.2 255.255.255.0
HQO-ROUTER (config-if) #no shutdown
HQ-ROUTER (config-if) #exit
HQ-ROUTER (config) #ip route 0.0.0.0 0.0.0.0 192.168.115.1
HQ-ROUTER (config) #router ospf 1
HQ-ROUTER (config-router) #network 192.168.110.0 0.0.0.255 area 0
HQ-ROUTER (config-router) #network 192.168.120.0 0.0.0.255 area 0
HQ-ROUTER (config-router) #network 192.168.115.0 0.0.0.255 area 0

Command list-14 Configuring the HQ- Router
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111.4.4 Configuring ASA Firewall

Figure 111-27 Configuring the ASA Firewall (HQ-Firewall)

111.4.4.1 Configuring the INSIDE and The OUTSIDE Interfaces
In ASA firewall, interfaces are configured and named inside with security level 100 and outside

with a security level of 0

HQ-FW (config) # int gigabitEthernet 0/0

HQ-FW (config-if) #
HQ-FW (config-if) #
HQ-FW (config-if) #
HQ-FW (config-if) #
HQ-FW (config-if) #

ip add 10.10.10.1 255.255.255.252
nameif OUTSIDE

security-level 0

no sh

exit

HQO-FW (config)# int gigabitEthernet 0/1

HQ-FW (config-if) #
HQ-FW (config-if) #
HQ-FW (config-if) #
HQ-FW (config-if) #
HQ-FW (config-if) #

ip add 192.168.115.1 255.255.255.0
nameif INSIDE

security-level 100

no sh

exit

HQ-FW (config) # int gigabitEthernet 0/2

HQ-FW (config-if) #
HQ-FW (config-if) #
HQ-FW (config-if) #
HQ-FW (config-if) #
HQ-FW (config-if) #

ip add 10.10.20.1 255.255.255.252
nameif OUTSIDE

security-level 0

no sh

exit

Command list-15 Configuring Interfaces of HQ-FW

111.4.4.2 Routing Configuration

HQ-FW (config) # router ospf 1

HQ-FW (config-router) # network 192.168.115.0 255.255.255.0 area 0
HQ-FW (config-router)# network 10.10.10.0 255.255.255.252 area 0
HO-FW (config-router)# network 10.10.20.0 255.255.255.252 area 0

HQO-FW (config-router) # exit
HQO-FW (config)# route outside 0.0.0.0 0.0.0.0 10.10.10.2

Command list-16 Routing Configuration in HQ-FW
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111.4.4.3 Access List Permission

We've implemented access control lists to securely permit inbound traffic for essential services
DHCP (using ports 67 and 68) to handle automatic IP, DNS and WEB (port 53), WEB (port 80)
and FTP (ports 20 and 21) for file transfers. We've also enabled specific ICMP functions
(unreachable icmp type 3) including echo and echo-reply for troubleshoot connectivity with ping
tests when needed. These rules are applied to the outside interface.

HQO-FW (config)# access-list ACCESS permit icmp any any

HQO-FW (config)# access-list ACCESS permit icmp any any unreachable
HQ-FW (config)# access-list ACCESS permit icmp any any echo

HQ-FW (config)# access-1list ACCESS permit icmp any any echo-reply
HQ-FW (config)# access-list ACCESS permit udp any any eq 67

HQ-FW (config)# access-list ACCESS permit udp any any eq 68

HQ-FW (config)# access-list ACCESS permit udp any any eq 53

HQO-FW (config)# access-list ACCESS permit tcp any any eq 53

HQ-FW (config)# access-list ACCESS permit tcp any any eq 20

HQ-FW (config)# access-list ACCESS permit tcp any any eq 21

HQ-FW (config)# access—-group ACCESS in interface OUTSIDE

Command list-17 Configuring Access List in HQ-FW

111.4.4.4 NAT Overload
Configuring NAT Overload to translate internal network addresses into a shared external 1P
address via a single interface

HQ-FW (config) # object network LAN-INTERNET

HQ-FW (config-network-object) # subnet 0.0.0.0 0.0.0.0

HQ-FW (config-network-object) # nat (INSIDE,OUTSIDE) dynamic interface
HQO-FW (config-network-object) #fexit

HO-FW (config)# object network WAN-INTERNET

HQ-FW (config-network-object) # subnet 10.10.10.0 255.255.255.252
HQ-FW (config-network-object) # nat (INSIDE,OUTSIDE) dynamic interface

Command list-18 Configuring NAT overload in HQ-FW

111.4.5 ISP-ROUTER Configuration

Net

» 1SP-1
Figure 111-28 Configuring the ISP-ROUTER
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We configure the interfaces and then set up routing

ISP-1 (config) #int e0/0

ISP-1(config-if)#ip add 10.10.10.2 255.255.255.252

ISP-1(config-if) #no shutdown

ISP-1(config-if)#int e0/1

ISP-1(config-if)#ip add 10.10.10.6 255.255.255.252

ISP-1(config-if) #no shutdown

ISP-1(config-if)#int e0/2

ISP-1(config-if) #ip add dhcp

ISP-1(config-if) #ip nat outside

ISP-1(config-if) #no shutdown

ISP-1(config-if) #exit

ISP-1(config) #ip route 0.0.0.0 0.0.0.0 10.10.10.1

ISP-1(config) #ip route 0.0.0.0 0.0.0.0 10.10.10.5

ISP-1(config) #router ospf 1

ISP-1 (config-router) #network 10.10.10.0 0.0.0.3 area 0

ISP-1 (config-router) #network 10.10.10.4 0.0.0.3 area 0

ISP-1(config-router) #network 192.168.128.0.0.0.255 area 0
Command list-19 ISP-ROUTER Configuration

111.4.6 Building the Branch Topology

The branch topology will have the same configuration as headquarter topology, with changes
to the Ips and VLAN names.
VLAN 50 BIOLOGY, VLAN 60 MEDICINE and VLAN 70 ARCHITECTURE

[l

o 4 N=0i0)

> i1SP-2

A > AC-SW3

L 7

|
o o = - x‘.!!
> VPeC .vpc.

> Win PC > VPC

Figure 111-29 Branch Topology
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[11.5 Security Part Implementation
We will secure our network using best security implementation

I11.5.1 Layer 2 security best practice
Layer 2 security enhances network protection by preventing unauthorized access, mitigating
attacks, and ensuring reliable data transmission.

AC-SW1 (config) #int range e0/2-3

AC-SW1 (config-if) #switchport port-security

AC-SW1 (config-if) #switchport port-security mac-address sticky
AC-SW1 (config-if) #switchport port-security maximum 1

AC-SW1 (config-if) #switchport port-security violation shutdown
AC-SW1 (config-if) #spanning-tree portfast

AC-SW1 (config-if) #spanning-tree bpduguard enable

AC-SW1 (config) #int range e0/0-1

AC-SW1 (config-if)# spanning-tree guard root

Command list-20 Configuration of Layer 2 Security

111.5.2 DHCP Spoofing & DHCP Starvation Attacks Mitigation

To prevent DHCP spoofing attacks, First, we enable DHCP snooping on all access and core
switches to block rogue DHCP servers, then configure a strict rate limit of 3 DHCP packets per
second per port to prevent flooding attacks. For centralized control, we designate authorized
DHCP servers by configuring IP helper-addresses on each VLAN interface of our core switches

———————————————— For Access and Core Switches -------———-—--———-
AC-SW1l (config)#ip dhcp snooping
AC-SW1l (config) #ip dhcp snooping vlan 10
AC-SW1 (config)#ip dhcp snooping vlan 30
AC-SW1l (config) #ip dhcp snooping vlan 40

AC-SW1 (config) #no ip dhcp snooping information option

AC-SW1 (config) #interface range e0/0-3 , el/0-1
AC-SW1 config-if-range) #ip dhcp snooping limit rate 10
Command list-21 Configuration of DHCP Snooping

111.5.3 Site-to-Site VPN configuration (IPsec VPN)

We’ve set up a VPN connection between local and remote networks (headquarter and branch
networks) using AES-256 encryption and pre-shared key authentication. It works in two phases:
the first phase for encryption and authentication, and the second phase for data transfer using an
ESP with session duration.
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{ VPN [Psec Tunnel )

1

Figure 111-30 IPsec VPN Configuration

————————————————————————————— Object-group network -------——-—--—--—--—————————

HQ-FW (config) # object-group network local-network
HO-FW (config-network-object-group) # network-object 192.168.100.0 255.255.255.0

HO-FW (config-network-object-group) # network-object 192.168.10.0 255.255.255.0
HO-FW (config-network-object-group) # network-object 192.168.20.0 255.255.255.0
HO-FW (config-network-object-group) # network-object 192.168.30.0 255.255.255.0

0 255.255.255.0

HQ-FW (config) # object-group network remote-network

HQ-FW (config-network-object-group) # network-object 192.168.50.0 255.255.255.

(@]

HO-FW (config-network-object-group) # network-object 192.168.60.0 255.255.255.0
HQ-FW (config-network-object-group) # network-object 192.168.70.0 255.255.255.0
——————————————————————————— Access-list ~-———----"-"-"""""""""""--——————————————

(
(
(
(
(
HQ-FW (config-network-object-group) # network-object 192.168.40.
(
(
(
(

HQ-FW (config) # access-1list vpn extended permit ip object-group local-network $

object-group remote-network

——————————————————————————— Ike Phase 1 ipsec-vpn-—--—--————————————————————-

HQO-FW (config) # crypto
HO-FW (config) # crypto
HQO-FW (config) # crypto
HQO-FW
HO-FW

HO-FW (config-ikevl-policy
HQ-FW (config-ikevl-policy

(
(
(
(
(
(
(
(

HO-FW (config-ikevl-policy

config-ikevl-policy

ikevl enable OUTSIDE
isakmp identity address
ikevl policy 10

config-ikevl-policy)# authentication pre-share

# encryption aes-256
# hash sha

# group 5
#

)
)
)
)# lifetime 3600

——————————————————————————— Ike Phase 2 ipsec-vpn-——-—————-——————————————————

HQO-FW (config)# crypto

HQ-FW (config)# crypto

HQO-FW (config) # crypto

HQ-FW (config)# crypto

HQ-FW (config) # crypto

HQ-FW (config)# crypto
)

HQ-FW (config

ipsec ikevl transform-set set esp-aes-256 esp-sha-hmac
map map 10 match address vpn

map map 10 set peer 10.10.10.5

map map 10 set ikevl transform-set set

map map 10 set security-association lifetime seconds 28800
map map interface OUTSIDE

# tunnel-group 10.10.10.5 type ipsec-121

HO-FW (config)# tunnel-group 10.10.10.5 ipsec-attributes

HO-FW (config-tunnel-ipsec)# ikevl pre-shared-key cisco

(
(
(
(
(
(
(
(
(
(

HO-FW (config)# nat (inside,outside) source static local-network local-network

Sdestination static remote-network remote-network no-proxy-arp route-lookup

Command list-22 Site-to-Site VPN Configuration
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111.6 Network Effectiveness Part VValidation and Testing
After ending the configuration of the two sides, we are going to verify and test our network

111.6.1 Testl(Testing DHCP on End Devices)
On any PC of our campus network, the IP configuration was verified via Command Prompt to
confirm automatic IP assignment from the DHCP server

-] —

Recycle Bin New Text
Document

p B C:\Windows\system32\cmd.exe
W C:\Users \AMMAR>ipconfig
&
B Jindows IP Configuration
Cisco IP

Communic..t
Ethernet adapter Local Area Connection:

specific D F £ ix - = UNIU.DZ
al IPu6 Addre : fe88::d83b:bdBf :2eZazl1ca?7xz11
S a.11

Subnet E =l 255 >S5 55.8
Default Gateway 5 22. 8.100

Tunnel adapter isatap.UNIU_DZ:

Media State : Media disconnected
Connection—specific DNS Suffix - = UNIU.DZ

IC:\Users\AMMAR>

3

Figure 111-31 Check IP Configuration in Windows (IP By DHCP) - Command Prompt

111.6.2 Test 2(Validating HSRP Protocol)

The show standby command displayed HSRP group settings (V1an10 - Group 10) including
virtual IP (192.168.10.100), router state (Active/Standby), and device priority (150). CORE-SW?2
showed Standby state due to lower priority
CORE-SW1-----
CORE-SW1#show standby
Vlanl0 - Group 10

State is Active

2 state changes, last state change 00:45:51
Virtual IP address is 192.168.10.100
Active virtual MAC address is 0000.0c07.acOa (MAC In Use)
Local virtual MAC address is 0000.0c07.acOa (vl default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.224 secs
Preemption enabled
Active router is local
Standby router is 192.168.10.2, priority 100 (expires in 8.096 sec)
Priority 150 (configured 150)
Group name is "hsrp-V110-10" (default)

Command list-23 HSRP Protocol Validation in CORE-SW1
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CORE-SW2-----
CORE-SW2#show standby

Vlanl0 - Group 10
State is Standby
1 state change, last state change 00:18:32
Virtual IP address is 192.168.10.100
Active virtual MAC address is 0000.0c07.acO0a (MAC Not In Use)
Local virtual MAC address is 0000.0c07.acOa (vl default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.208 secs
Preemption enabled
Active router is 192.168.10.1, priority 150 (expires in 7.408 sec)
Standby router is local
Priority 100 (default 100)
Group name is "hsrp-V110-10" (default)

Command list-24 HSRP Protocol Validation in CORE-SW?2

111.6.3 Test 3 (Testing EtherChannel)
The show EtherChannel summary command revealed Port-channel 1 aggregation between
Et0/2 and Et0/3 interfaces using PAgP protocol

CORE-SW1-----
CORE-SWl#show etherchannel summary

Number of channel-groups in use: 1

Number of aggregators: 1
Group Port-channel Protocol Ports
1 Pol (SU) PAgP Et0/2 (P) Et0/3 (P)

Command list-25 EtherChannel Validation in CORE-SW1

111.6.4 Test 4(Checking VTP Status)
CORE-SW!1 operated in Server mode within "RT" domain with 9 VLANs and ACCESS-SW1
functioned as Client in same domain ensuring VLAN synchronization

ACCESS-SW1-----
AC-SWl#show vtp status
VTP Version capable : 1 to 3
VTP version running : 3
VTP Domain Name : RT
VTP Pruning Mode : Disabled
VTP Traps Generation : Disabled
Device ID : aabb.cc80.0a00
Feature VLAN:
VTP Operating Mode : Client
Number of existing VLANs : 9

Command list-26 VTP Status in AC-SW1
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CORE-SW1-----
CORE-SWl#show vtp status
VTP Version capable : 1 to 3
VTP version running : 3
VTP Domain Name : RT
VTP Pruning Mode : Disabled
VTP Traps Generation : Disabled
Device ID - aabb.cc80.0500
Feature VLAN:
VTP Operating Mode - Server
Number of existing VLANs 9

Command list-27 VTP Status in CORE-SW1
111.6.5 Test 5(Checking Port-security)

Port Security Enabled on interface e1/1 with Shutdown violation mode, recording only
permitted MAC address

AC-SWl#show port-security interface el/1

Port Security : Enabled

Port Status : Secure-shutdown
Violation Mode : Shutdown

Aging Time : 0 mins

Aging Type : Absolute

SecureStatic Address Aging : Disabled

Maximum MAC Addresses 1
Total MAC Addresses |
Configured MAC Addresses : 0
Sticky MAC Addresses H
Last Source Address:Vlan : d2£8.ab43.2b74:30
Security Violation Count H

Command list-28 Port-Security Validation

111.6.6 Test 6(Routing Table Verification)

HQ-FW displayed diverse routes (OSPF, connected, static) including default route and internal/external
networks
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HQ-FW# show route
Gateway of last resort is 10.10.10.2 to network 0.0.0.0

SR 0.0.0.0 0.0.0.0 [1/0] via 10.10.10.2, OUTSIDE
C 10.10.10.0 255.255.255.252 is directly connected, OUTSIDE
L 10.10.10.1 255.255.255.255 is directly connected, OUTSIDE
@) 10.10.10.4 255.255.255.252 [110/20] via 10.10.10.2, 00:15:03, OUTSIDE
0 10.10.20.0 255.255.255.252 [110/30] via 10.10.10.2, 00:14:53, OUTSIDE
@) 10.10.20.4 255.255.255.252 [110/30] via 10.10.10.2, 00:14:53, OUTSIDE
@) 192.168.10.0 255.255.255.0

[110/21] via 192.168.115.2, 00:16:01, INSIDE
@) 192.168.20.0 255.255.255.0

[110/21] via 192.168.115.2, 00:16:01, INSIDE
0 192.168.30.0 255.255.255.0

[110/21] wvia 192.168.115.2, 00:16:01, INSIDE
@) 192.168.40.0 255.255.255.0
[110/21] via 192.168.115.2, 00:16:01, INSIDE
192.168.50.0 255.255.255.0 [110/41] via 10.10.10.2, 00:14:53, OUTSIDE
192.168.60.0 255.255.255.0 [110/41] via 10.10.10.2, 00:14:58, OUTSIDE
192.168.70.0 255.255.255.0 [110/41] via 10.10.10.2, 00:14:58, OUTSIDE
192.168.90.0 255.255.255.0 [110/40] via 10.10.10.2, 00:14:58, OUTSIDE
192.168.95.0 255.255.255.0 [110/40] via 10.10.10.2,

192.168.100.0 255.255.255.0

00:14:58, OUTSIDE

o O O O O O

[110/30] via 192.168.115.2, 00:16:06, INSIDE
0 192.168.110.0 255.255.255.0
[110/20] via 192.168.115.2, 00:16:06, INSIDE
C 192.168.115.0 255.255.255.0 is directly connected, INSIDE
192.168.115.1 255.255.255.255 is directly connected, INSIDE
0 192.168.120.0 255.255.255.0
[110/20] via 192.168.115.2, 00:16:07, INSIDE
@) 192.168.125.0 255.255.255.0
[110/30] via 10.10.10.2, 00:14:59, OUTSIDE
0 192.168.128.0 255.255.255.0
[110/20] wvia 10.10.10.2, 00:14:59, OUTSIDE

Command list-29 Verifying Routing Table
73




CHAPTER III: Enterprise Network Project: planning, designing, configuration and security implementation/testing

111.6.7 Test 7 (Verifying IPsec VPN Tunnel)
The show crypto ipsec sa command detailed secure tunnel between HQ and branch with
encryption statistics and algorithms used
BR-FW# show crypto ipsec sa

interface: OUTSIDE
Crypto map tag: map, seq num: 10, local addr: 10.10.10.5

access-list wpn extended permit ip 192.168.50.0 255.255.255.0
192.168.100.0 255.255.255.0

local ident (addr/mask/prot/port) :
(192.168.50.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port):
(192.168.100.0/255.255.255.0/0/0)

current peer: 10.10.10.1

#pkts encaps: @53, #pkts encrypt: 153, #pkts digest: 153

#pkts decaps: B85, #pkts decrypt: 85, #pkts verify: 85

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 153, #pkts comp failed: 0, #pkts decomp
failed: O

#pre-frag successes: 0, #pre-frag failures: 0, #fragments
created: 0

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing
reassembly: O

#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 10.10.10.5/0, remote crypto endpt.:
10.10.10.1/0

path mtu 1500, ipsec overhead 74 (44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: 833DE2BA

current inbound spi : F99F1BOA

Command list-30 Verifying IPsec VPN

111.6.8 File Sharing Validation
The image depicts a secure file sharing among multiple computers in our campus network
using Active Directory

FILE SHARING WITH ACTIVE DIRECTORY
IN A CAMPUS NETWORK

E®

CAMPUS | NETwWDas

@ Console PC

Figure 111-32 File Sharing Purpose
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Enabling file sharing can be summarized in these 2 steps
Step 1: Accessing the server and create a folder

We will create a file on our server and make it publicly accessible to everyone on our network.
This turns the server into a file server as it mentioned in figure 111.33 and 111.34

Gered Mg Secuty Previos Vemons Cistomze

Netwark Fle and Folder Shaeng
Depatrerts
Mot Shared

Natwork Path

Not Shaed

3 :
T Lmit She rurber of sasleons users b
Advarosd Sharrg Coneerty

Set custom pomisaions. creste mulile shaws, and st ofher
sdiwced shamng options

Figure 111-33 Selecting Permissions for the Folder (For everyone)

Permissions for Departments L

Shara Pamissions

Group or user names
ER Everjone
a CHaO UKl BERRI (BERRIELMNMN.DZ)
a RAISE AMMAR (AMMARE UM DI}
a MOHAMMED AMRANE (AMAAMNEEUMNIN. DI)

Add, Remaowve

Pemissions for Everpone Al Dy
Fudl Control N L]
Change |
Read D

Figure 111-34 Folder Sharing Properties in win -server
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Step 02: Joining computers to the domain and file server setup
After creating a folder in the server, we will join the computers to the domain using steps
explained in the list of figures (111.35 =>» 111. 39)

&) ;f; Set Network Location

Select a location for the "UNIV.DZ" network

This computer is connected to a network. Windows will automatically apply the correct
network settings based on the network's location.

Home network
- Ls.'l If all the computers on this network are at your home, and you recognize them,
§ = this is a trusted home network. Don't choose this for public places such as
coffee shops or airports.

l»z Work network

.(."\1 If all the computers on this network are at your workplace, and you recognize
= them, this is a trusted work network. Don’t choose this for public places such as
coffee shops or airports.

Public network
If you don't recognize all the computers on the network (for example, you're in

a coffee shop or airport, or you have mobile broadband), this is a public
network and is not trusted.

[] Treat all future networks that I connect to as public, and don't ask me again.
Help me choose

Figure 111-35 Selecting Network Type for UNIV.DZ - Security Settings

(o® =]
P 2 1
UU |H » Control Panel » A4ll Control Panel ltems »  System - | 3 | Search Control Pane 0 |
- Computer Name/Domain Changes ==
System Properties 3 P 9 x]
Computer Name | Hard Advanced [.S T [T You can change the name and the membership of this
[ﬁ yore l Yo l pete L l L el computer, Changes might affect access to network rescurces
More information
@ EL Windows uses the following information to identify your computer
0 -~ on the network.
5 Computer name:
H Computer description: sTrc
For example: “Kitchen Computer” or “Mary's
Computer’ Full computer name 3
Full computer name: user-PC STHC
Wodkgroup: WORKGROUP
M o 4
To use a wizard to join a domain or workgroup, click Netwodk 1D ‘I-?mber
Network 1D @ Domain:
UNIV.DZ
To rename this computer or change its domain or = -
workgroup, click Chamge. | Change. | Workgroup:
WORKGROUP
2
S ok ][ Cancel
- J
@ Change settings
[ ok || cemesl || Aoph 1
Workgroup: WORKGROUP -

0 =Tc ¢« 5 5 = s[5

Figure 111-36 Computer Name and Domain Configuration (UNIV. DZ) System Propertles
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@ Welcome to the UNIV.DZ domain,

Computer Name/Domain Changes
Enter the name and password of an account with permission to join the
domain.

] == :

Domain: UNIV.DZ

I QK I
Lok || canca |

You must restart your computer to apply You must restart your computer to apply these
these changes changes

Before restarting, save any open files and close all

programs. Before restarting, save any open files and close all programs.

- Restart Now Restart Later

Figure 111-37 Steps of Logging into the Domain (UNIV.DZ)

After restarting the computer, we will joined the university domain due the users that we have
created before

ST-PC\user

m—

Log on to: UNIV
How do 1log on to another domam?

Cancel

Switch User

™. WindOWS7 Ultimate = Windows 7 Ultimate

Figure 111-38 Windows 7 Login Screen

@o #8 » Control Panel » All Control Panelltermns b System ~ [ *2 |I[ Search Controt Panet o |
Cantrol Panel H N L . =
omirol Fans TS Wiew basic information about your computer
# Device Manager Windows edition
& Remote settings Windews 7 Ultimate
® System protection Copyright @ 2008 Microsoft Corporation. All rights resenced.
B Advanced system settings Service Pack 1
System
Rating: System rating is not available
Processon QEMU Virtual CPU wersion 2.5+ 210 GHz
Installed memory (RAM):  2.00 GB
System bype: 32-bit Operating System
Pen and Teuch: Mo Pen or Touch Input is available for this Display

TEEo = Computer name. domain. and workgroup settings

Acte L it
il Computer name: ST-PC @ Change settings
Wind. Upd
Fenclonmes: Elpciate Full computer name: ST-PC.UNIV.DZ
Performance Information and . .
Tools Computer description:
Workgroup: UNIV.DZ =

Figure 111-39 Computer System window
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After joining the computers to the domain, we will map the network folder in PCs

@\:/-vl_‘ll » Computer »

Organize - System properties

Uninstall or change a2 program

Open Control Panel s - | é:'
r Favorites el
Bl Desktop

B Downloads | &2, Map Network Drive

=i Recent Places
What network folder would you like to map?
= Libraries

Specify the drive letter for the connection and the folder that you want to connect to:
=] Documents

¥ Music [
- e Drive: i - I}
=| Pictures .

E Videos Folder: \WSRV\Departments - Browse...

Example: \\serverishare

1™ Computer
P =i | Reconnect at logon

= =i di F 5
Q‘* MNetwork Il Connect using different credentials

Connect to a Web site that vou can use to store yvour docury

. t ST-PC D Cancel
Figure 111-40 Mapping the Network Folder in PCs

Organize v Properties  System properties  Uninstall or change a program ~ Map network drive ~ » v [ ®
¢ Favorites 4 Hard Disk Drives (1)
M Desktop Local Disk (C:)

& Downloads b —
| Recent Places s s

4 Devices with Removable Storage (3

- Libraries | 3

U‘

¢| Documents ‘VH Floppy Disk Drive (A: f“\\f/d Floppy Disk Drive (B:)
@' Music

b Pictures 4 .
&  CD Drive (D:
B videos =/

4 Network Location (1
/& Computer

_ Departments (\\srv) (Z:)
. a7
&N Network .4/

46,6 GB free of 59.5 GB

Figure 111-41 Folder Sharing is Successful

Finally, we see the appearance of the folder created in our PC’S network, so we can say it’s
Successful file sharing creating.
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111.6.9 Connectivity Testing
111.6.9.1 Testing Connectivity Between HQ and BR

Figure 111-42 represent the CMD of AMMAR’S PC located in the HQ and Figure 111-43
represent the CMD of ATTAFI’S PC located in the BR, we are going to ping between devices to
test the connectivity of our campus network

g

BN C\Windows'\system32\ cmd.exe = | =
-

C:slUsers " AMMAR>ipconf ig

Windows IP Configuration

‘thernet adapter Local Area Connection:

UNIV.DZ
feBB::dBPc:1V?3:edeB:= 7047211
192168

255.25

192168

Connection—specific DNS Suffix
Link—-local TPve Address . . .
IPv4 Address. . . . . . . . .
Subnet Mask . . . . . . . . .
Default Gateway . . . . . . .

unnel adapter isatap.UNIU.DZ:

Media State . . . . . . . . . . Media disconnected
Connection—specific DNS Suffix UNIV.DE

C:xUsers~AMMAR>ping 192.168.58.18

inging 192.168.58.18 with 32 bytes of data:
eply from 192 _168_.58.18: hyte time=24ms
eply from 192.168.58.18: hyte i
eply from 192 _168.58.18: hytes t
eply from 192.168.58.18: bhyte time=24ms

ing statistics for 192.168.58.18:

Packets: Sent = 4., Received = 4, Lost = 8 (8% loss),.
pproximate round trip times in milli-seconds:

Minimum = 22ms,. Maximum = 34ms,. Average = 26ms

Figure 111-42 Pinging the BR-PC From the HQ-PC

BN C:\Windows\system32\CMD.exe = || =]
“Users AITAFI >ipconf ig -

dindows [P Configuration

‘thernet adapter Local Area Connection:

Connection—specific DNS Suffix . UMIU . DZE

Link-local IPve Address . . . fe8A::7841 :2ed8:970e 6999211
IPv4 Address. . . . . . . . 192.168.58.18

Subnet Mask . . . . ‘ 55.255.8

. - . 2
Default Gateway . . . . . 192 .168.58.188

unnel adapter isatap.UNIVU.DZ:

Media State . . . . « &« « = = = = Media disconnected
Connection—specific DNE Suffix . UNIV.DZ

C:sUsersSATTAFIL >ping 192.168.38.11

inging 192 _168.38.11 with 32 bytes of data:

eply from 192.168_.38.11: 2 time=66ms TTL=124

eply from 192_168_.38.11: b ] time=189ms TIL=124
eply From 192.168_.38.11: -8 time=48ms TTL=124

eply from 192 _168_.38.11: time=42m=z TTL=124

ing statistics for 192_.168_.38_11:
Packets: Sent = 4, Received = 4,
pproximate wound trip times in milli- =
Hinimum = 42ms,. Maximum = 189ms . » = hbms e

Figure 111-43 Pinging the HQ-PC From the BR-PC

We remark that the ping between the two PC’S was successful with zero packet loss
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111.6.9.2 Validating Internet Connectivity

On any PC of our network, we open CMD and ping 8.8.8.8 (Google's DNS) to verify internet
connectivity

F 1
B C\Windows\system3Z\cmd. exe B=nno

C:\Users\AMMAR>ping 8.8.8.8

Pinging 8.8.8.8 with 32 hytes of data:
Reply from 8: hytes=312 time=13Zms 11L=125
Reply from bytes=32 time=68ms TTL=125

8.8.8.
§.8.8.8:

Reply from B.8.8.8: bytes=32 time=13ims ITL=125
§.8.8.8:

Reply from bytes=32 time=98ms TTL=125
Ping statistics for 8.8.8.8:

Packets: Sent = 4, Received = 4, Lost = B (8% loss),
Approximate round trip times in milli-seconds:

Minimum = b8ms, Maximum = 133ms, Average = 1W7ms

Figure 111-44 Internet Connectivity in HQ PC -CMD

We will access any search engine on the server and use it to search for anything to verify internet
connectivity

G ministry of higher education X + = o
<> C & D& google.com 1= i 210% e O INn @ =
ministry of higher education and scientific research Rechercher

e

TOUS ACTUALITES IMAGES LIVRES

Ministry of Higher... Ministry of Higher... mesrs2.jpg

en.wikipedia.org m.facebook.com Www.mesrs.dz

>
A dg T 1220am []

Figure 111-45 Internet Connectivity in Server
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111.7 Vulnerability Part Testing and Solutions
We test our security policies by emulating cyber-attacks using tools such as Kali Linux. Four
key scenarios demonstrate how these protections safeguard network infrastructure.

111.7.1 Tools Used

We use Kali Linux ® (VERSION="2019.2") as our primary attack software platform, along
with supporting tools such as Yersinia (for Layer 2 attacks, including DHCP spoofing) and
Wireshark (for network traffic analysis and vulnerability detection).

111.7.2 General Scenario
In each test we say that the attacker must have a switch access. We assume that the attacker
has an access to the interface e1\1 in AC-SW1
AC-SW1 (config) #interface el/1
AC-SW1 (config-if) #no shutdown
AC-SW1 (config-if) #switchport mode access

AC-SW1 (config-if) #switchport access vlan 30

Command list-31 Network Commands for Attacker Accessing

I % /90~

Fle Edit View Search Terminal Help

0 frame 0
KiB)
carrier @ collisions @

Iﬁu-l:y
~ [ LinugAftacken

116 (1.0 KiB)
0 frame 0
iB)
15 0 carrier & collisions 6

B AC-5W1

Figure 111-46 Attacker’s Network Configuration Overview

81



CHAPTER III: Enterprise Network Project: planning, designing, configuration and security implementation/testing

111.7.3 Attacks Scenarios
In this scenario we proposed 3 Scenarios to emulate 3 types of attacks, then we compare the

status of our network based on two conditions:
Firstly, before security policies implementation and after, the first is:

Secondly, after security policies implementation

111.7.3.1 DHCP Starvation Attack
This attack floods a DHCP server with fake IP requests to exhaust all available addresses

and disrupt service for legitimate users.

J/:T“qi\ =
= (.....................:.. l~ .......................... >» p—
~ mEma N P
User A a b DHCP Server
i . 7/ e N s f1p
User will be T/l Ao 2ie 4, %2, erver runs out o
unable to get the bb" 9. .__:'5,‘ o ¢ = 2, 1—1’ ‘-._33_,7(; addresse§ to allocate
valid IP address ?(?v':f»"'; B 4\{!’ .'§ TR 0‘%':5% to valid users
ST T g8 e Ry
¥ N - S S A
5/ 2 4 4 L5 N DHCP Scope
@ \& s PN '9‘3 > .
.................. . SN . SOOI B i 10.10.10.1
10.10.10.2
Attacker sends many 10.10.10.3
different DHCP requests :
with many source MACs -
Attacker 10.10.10.254

Figure I111-47 DHCP Starvation Attack (Active DoS Attack) [43]

a) Before Security Policies

To access the Yersinia tool, we use the Terminal command: root@kali: ~# yersinia -G

Yersinia 0.8.2 N
Actions Options Help o —
_ =
o s = a 0 N (] @ el
Launch attack JEdit interfaces Load defautt Listattacks Clearstats  Capture  Edtmode  Ext m
Protocols Packets CDP | DHCP | 802.1G 802.1X  DTP  HSRP ISL| MPLS STP VIP Yersinalog
'” Choose protocol attack © © peen
cop [oHep] 80210 | 802.1x | TR | HsRe | 1sL | MeLs | sTR | vTR P 102420 7
m Choose attack pr 10:25:45 —" P CORE-$W1
Description DoS p Aah
o it v
S | 4 ® sending DISCOVER packet
creating DHCP rogue server
sending RELEASE packet
~
Field Value loo' ~
Source MAC 50:9A:0f » LInux(Attxckor)
’ g [FrFroFriFe [
Destination MAC ~ FF:FF:FF} Cancel OK
sp 192,168 SPETETETETE T —— pPot (67 | p—
oP 5255 |©Op (61 Htype o1 HIEN [po] Hops [e0] Xio [eoeossea] Secs [oese| Flags [seen '91“"
SPort 68 cl  e.6.8.8 YI 0.0.0.8 | s le.e.0.0 | @ le.e.0.0
DPort 67 CH  [02:48:33:66:02:51 "
op 01 0x0000: ffff ffff ffff 509a 6fee 1dee 0868 4560 ...... Poverins E. l I ’ AC sw1
0x0610: 0148 G40e HOOA BOLL S6e4 cPas leb TFf .H...... (hoonan:
Wi "1 .7 0x0020: 1111 0044 0043 0134 feae G161 0600 3eeb ...D.C.4.......
0x0030; ©d2d 6060 HRG cPaB ledb RO BOAD BABE .-............. —d80/5 80/2)
10:49:43 0x0040: 0000 0000 0000 509a 008 1d80 0BOB 8OO ......P........ wmsenor 81/0) 7— -‘-

Figure 111-48 DHCP Starvation Attack-DoS (Sending discover packet)
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In the figure 111-49 and 111-50, after launching the attack, the attacker sends many DHCP
discover packets to flood the server and we see that the ST scope detect the server flooding by the
appearance of the blue exclamation marc in the scope

File Protocols Actions Options Help R © o
) = ; = DHCP sending DISCOVER packet | Stop |
Launch attack Edit interfaces Load default JList attacks [ aur |
Protocols Packets CDP | DHCP | 802.1Q 802 ia log
0 SIP DiP MessageType Inrerfact; Cou?r Last seen
658653 0.0.0.0 255.255.255.255 OLDISCOVER eth0 1 12 Apr 10:52:50
0 0.0.0.0° 255.255.255.255 01 DISCOVER ethO 1 12 Apr 10:52:50
o 0.0.0.0: 255.255.255.255 01 DISCOVER ethO 1 12 Apr 10:52:50
o 0.0.0.0° 255.255.255.255 01 DISCOVER ethO 1 12 Apr 10:52:50
5 0.0.0.0° 255.255.255.255 01 DISCOVER ethQ 1 12 Apr 10:52:50
o 0.0.0.0: 255.255.255.255 01 DISCOVER ethO 1 12 Apr 10:52:50
0 0.0.0.0° 255.255.255.255 01 DISCOVER eth0 1 12 Apr 10:52:50
= T . 0.0.0.0: 255.255.255.255 01 DISCOVER ethO 1 12 Apr 10:52:50
Source MAC AA:BB:CC Dynamic Host Configuration Protocol
Destination MAC: 01:80-c2-@l | Source MAC 02:48:33:66:02:51 Destination MAC FF:FF:FF:FF:FF:FF |Extra
id 0000 SIP 'a_.e.e_a | oe 255.255.255.255| SPort (68 DPort |67 -
Ver 00 Op 81| Htype 01 HLEN 06 Hops e8| Xid 00009869 Secs PEBO Flags |8e0e@
Type 00 Cl f.8.8.8 vl 0.8.8.8 -1 08.8.0.8 | @ 8.8.8.8
Flags 00 CH 82:48:33:66:82:51
Rootld BO1E.AAB
Pathcost 00000000 ¥
10:52:49

Figure 111-49 Sending many DHCP Discover Packets to Flood the Server

W DHCP — O o

File Action View Help

| nE 6z BE

“F DHCP ~ | Client IP Address Mame Actions

v W svunivdz ¥ 192.168.30,11 ST-PC.UNIV.DZ || Address Lew =
v (P 1% 192.168.30,14 kali.UNIV.DZ Mose . b

’/ 9 Scope [192.168.10.0] ADMIN
Scope [192.168.20.0] MI

wr Scope [192.168,30.0] 5T
it Address Pool
1y Auddress Leases

53 Reservations H
.. Scope Options
= Policies
| Scope [192.168.50.0] BIO
7 Scope [192,168.60,0] MED
| Scope [192.168.70.0] ARC
3 Server Options

Figure 111-50 Within Win Server Detecting a Server Flooding in Vlan 30 (ST)
Results:
As a result of this attack all DHCP IP addresses get exhausted, legitimate users cannot obtain their
IP addresses and partial or complete network service is disabled.
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b) After applying Security measures in AC-SW1 as mentioned in command List-20 we can
show how this vulnerability is blocked

i DHCP - 0 ¥ e
File Action View Help 80rs oS
IR 1= &
(.?.! [EHCP A1 Client [P Address Name Actions
v B sAUNNDE M1 1683010 VRCSLUNNDZ || Addessten & —/ b CORE-$Wi
v LAl ST-PCUNIV.DZ W } ‘
1 Scope 192,168,100 ADMIN ore..
Scope [192.168.20,0) MI
v | Scope[192,166.30.0] ST
i Address Pool
1 Address Leases
o Reservations
., Scope Options
2 Policies
| Scope [192168.50.0] BIO (,oﬁ )
| Scope [192.168.60.0] MED
| Scope [192,168,70,0] ARC x
H ':-rcn.-':lr Options I.BI » AC sw1
hi| I_’GIl:ue: vlile 3 __ {asban)
PWINONOT “HIHI— T
Figure 111-51 Server Recovery to Normal State
Results:

After applying Security measures_fake requests are blocked, only legitimate users can receive
service, this security measures offered an effective protection against starvation attacks.

111.7.3.2 DHCP Spoofing Attack
Is an attempt to impersonate the DHCP server to provide malicious IP configurations to

network clients.as the same condition to the first attack but in this attack the attacker try to play
the role of rogue server

3. DHCP Response

DHCP Server
DHCP Attacker

Figure 111-52 DHCP Spoofing Attack [44]

a) Before Security Policies
When we launch the attack as shown in Figure 111-53 and 111-54, the attacker tries to create a
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DHCP rogue server to monitor the distribution of the DHCP IP addressees

File Protocols Actions Options Help

o = a 0 N tJ
aunch attack JEdit interfaces Load default List attacks Clear stats Capture Edit mode Exit
Protocols Packets CDP | DHCF | 802,1Q  802.1X | DTP HSRP ISL| MPLS STP VTP Yersinia log
Sl Choose protocol attack e 0 DHCP attack parameters @ @
CDP m 802.10 | 802.1X DTP HSRP | ISL | MPLS |STP | VTP Sl Rl
Choose attack server ID 192.168.30.14
Description DoS Start IP 192.168.30.50
0 sending RAW packet
4] sending DISCOVER packet End IP 192.168.30.60
0 =@ creating D!—IC_P Eu_gue server i Thine taecs) 8000
0 sending RELEASE packet
— * Renew Time (secs) 230000
— i Subnet Mask | 255.255.255.0
Source MAC anee.Cl Oy
Destination MAC  01:80:C % Cancel OK AL 0 19468301
00 s ook Ci Cr iy = o = =
id 0000 Fp— — = DNS Server |192.168.30.14
Ver 00 Op |81| Hiype |81 HLEN |86 Hops |ea| Xid |6eee93q | i
- oma 97 168.30.14
Type . a [e.0.0.0 v [e.0.0.0 sl (0.0.0.0 e 152.163.30.14
Flags 00 CH  [82:48:33:66:02:51 Cancel
Roatld B01E.AA
Pathcost 000000C »
10:06:48
Figure 111-53 DHCP Spoofing Attack (Active MITM Attack)
BEX C\VWindows\system32\cmd.exe [~ |-

unnel adapter isatap.{4ZR1lF8B7-30A8B—-4EF7-81AF-C694F5F3DB1B): T

Media State .

f e e s o= w o om Media disconnected
Connection—specific DNS Suffix

C:slsers AMMAR>ipconf ig

dindows [P Conf iguration

‘thernet adapter Local Area Connection:

Connection—specific DNS Suffix
Link-local IPve Address
IPv4 Address. . . . .
Subnet Mask . . . . . .
Default Gateway . . N

39:9177:738d=11

o

‘'unnel adapter isatap.{42A1F8B7-380n8-4EF7-81n

Media State .

e s e = o= = = o= Media disconnected
Connection—specific DNS Suffix

JWezers“AMMAR >

Figure I11-54 Ip Taking from the Hacker

Result:
As a result of this weakness in the network, it was disrupted that can drive it to malicious sites
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b) After applying Security measures in AC-SW1 as mentioned in command List-20 our campus
network returns to work normally

. |
B¥ C\Windows'system32\cmd.exe |- = |@
Connection-specific DNE Suffix . = UNIV.DZ i
C:slsers~AMMAR>ipconf iy “renew
Windows IP Configuration
Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix
Link-local IPvb Address . . .
IPv4 Address. . . . . . . - -
Subnet Mask . . . . . . . . .
Default Gateway . .
Tunnel adapter isatap.UNIU.DZ:
Media Sta e e e s e e . . = g
Connec n—specific DNS Suffix . = UNIV.DZ
C:sUserssAMMARS _
_— e — — |

Figure I11-55 Return the Same Ip from the Server to PC
Result:

The security measures applied drive our network to an effective protection against DHCP spoofing
and MITM attacks.

111.7.3.3 Packet Sniffing Attack

An attempt to intercept and analyze network traffic to capture sensitive data, such as
usernames, passwords, and other confidential information.
In this attack we are going to use another powerful Kali Linux tool which is Wireshark

Figure 111-56 Packet Sniffing Attack [45]
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a) Before Security Policies

after accessing the Wireshark tool using this command in the terminal: root@kali: ~# Wireshark,
we remark that the attacker can capture all sensitive network data determined in Figure 111-57 and
111-58.

e
The Wireshark Metwork Analyzer e ® O

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A B ® b RE Qe dew= = aaali

|_ﬂ|-"".[.:p|-,- a display filter .. <Ctrl-/> = "_| Expression.. +

Welcome to Wireshark

Capture

«using this filter: | Enter a capture filter . ,] All interfaces shown -
%unp!aci: L
nflog
nfqueue
usbmonl
@ Cisco remote capture; cisco -
Learn

User's Guide - Wiki - Questions and Answers Mailing Lists
You are running Wireshark 2.4.3 (Git v2.4.3 packaged as 2.4.3-1).

#  Ready to load or capture Mo Packets Profile: Default
Figure 111-57 Packet Sniffing Attack (Passive Attack)

r
Capturing from any e e o
File Edit Wiew Go Capture Analyze Statistics Telephony Wireless Tools Help
H & ® | O X E) O e w0 e W = & a o IFE
|I|)‘x|,|_l-,; a display filter .. <Ctrl-/> = ': Expression... +
MNo. Time Source Destination Protocol Length Info =
| | i 05035944 192 .168.30.1 192.168.30.14 LCMP n unreachable
3 5.008834645 192.168.36.14 192.168.108.1 DNS 86 Standard query 8x3c65 SRV _http._
4 5.050156339 S8:de:d29:88:1c:ee ARP 44 Wwho has 192.168.30.1807 Tell 192.
5 5.055757144 All-HSRP-routers_1ie ARP 62 192.168.30.1800 is at 90:00:0Cc:07:
6 7.957816114 192.168.1868.1 192.168.30.14 DNS 86 Standard query response @x3c65 Se
77T 14 8.8

. 957989366 192.168.30. 8.8. DNS 86 Standard query 8x3c65 SRV _http.
—— — —_— — — — p— pepepy gy r . —

rear able (Host u
@8x3c65 SRV _http._

38.14 72 Destinatio u
188.1 86 Standard query

9 12.994545538 192.168.38.14 192.168. DNS

19 13.354533278 192.168.30.11 255.255.255.255 DHCP 344 DHCP Inform - Transaction ID ax

11 13.366701035 192.168.38.11 192.168.308.255 NBNS 94 Name query NB WPAD<@8>=>

12 14.249889274 192.168.30.11 192.168.30.255 NBNS 94 Name query NB WPAD<=@0>

13 15.199558394 1982.168.38.11 192 .168.30.255 NBNS 94 Name query NB WPAD=G8>

14 18.0068721054 192.168.38.14 8.8.8.8 DNS 86 Standard query @8x3c65 SRV _http._ -
Ll >

Frame 1: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface @
Linux cooked capture

Internet Protocol Version 4, Src: 192.168.30.14, Dst: 8.8.8.8

User Datagram Protocol, Src Port: 54612, Dst Port: 53

Domain Name System (query)

B0 B4 00 81 8@ 66 S50 de d9 0O 1c 80 0 6O @8 @’  ...... P cicassas

45 00 D@ 46 49 69 40 QO 40 11 82 78 c@ a8 le oe E..FIi@. @..x....
08 08 08 08 d5 54 00 35 00 32 efT 99 3c 65 01 @O0  ..... T.S .2..<e..
20 21 B B8 0@ B0 08 88 85 5f 68 74 74 7O 84 S5f arensans «_HhEEtp._
74 63 TO B4 68 F4 T4 To 24 6b 61 6c 69 @3 &6 72 tcp.http .kali.or
67 B8 B8 21 88 81 q.."..
@ ¥ any: <live capture in progress> Packets: 68 - Displayed: 68 (100.0%) Profile: Default

Figure 111-58 Network Traffic Monitoring

Result:
In this attack captured sensitive data such as credentials and private communications and network IPs
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b)After Security Policies
The attacker can’t capture any traffic

Capturing from any e 0
EILE Edit !iew EO Eapture &nalyze §tatistics Telephong H"ElESS IOO[S ﬂelp
Ba® b X T a «» Qs —_ = aaaqil

[W]Apply a display filter .. <Ct -| Expression.. +
No. Time Source Destination Protocol Length Info

1 0.000000000 pid HH upp 96 48647 —~ 48647 Len=32

2 8.812592533 - HY- UDP 88 48647 — 48647 Len=24

3 0.915790324 1 1 UDP 96 48647 —~ 480647 Len=32

4 B.027534386 1 1 upP 1000 48647 — 48647 Len=936

5 8.827638141 1 1 UDP 448 48647 — 48647 Len=3786

6 0.827678451 1 1 UDP 952 48647 -~ 48647 Len=4838

@ ¥ any: <live capture in progress> Packets: 6 - Displayed: 6 (100.0%) Profile: Default

Figure 111-59 No Packets were Captured

Results:
- Unauthorized traffic interception is blocked.
- Strong defense against packet sniffing attacks.

The same attack will be applied to the network from the service provider to capture packets with
or without applying VPN IPsec

Without VPN IPsec tunnel:

If the attacker has compromised pc (Kali Linux®), within the service provider network he can
capture all packets sended from the head quarter to the branch as mentioned in figure 111.61 and
configure its network access, and execute the attack.

Nest Net e0r2
~ e
(0}~ %, & ~n)
= ~—. rime
(80/3) > I1SP-2

(Giovo) G2

e .
35 P -"Bv'i
o G = T m‘
ey £ |
i—_’_'_i_ W Linux{Attacker) ==
e [VPn 1Pass Tonnal) > BR-FW

o o

Figure I11-60 Hacker’s Position for Launching an Attack on VPN IPsec
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Capturing from any e ® 0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
mJ@® D e o N T S I T = g @ F

|l Apply a display filter ... <Ctrl-/> \ed ~| Expression.. +

No. Time Source Destination Protocol Length Info =
12 45.422515256 192.168.37.2 16.10.16.5 ICMP 76 Echo (ping) reply 1d=0x0081, =
13 46.748818609 50:fa:31:00:32:00 44 Who has 192.168.37.17 Tell 192.14
14 46.748991148 aa:bb:cc:@e:01:38 ARP 62 192.168.37.1 is at aa:bb:icc:ee:e1
15 392, 446088226 10.10.16.5 192,168.37.2 ICMP 76 Echo (ping) request id=0x00081, =
16 392.446396366 192.168.37.2 168.168.168.5 ICMP 76 Echo (ping) reply id=expee1, =
17 393.583358661 10.10.10.5 192.168.37.2 ICMP 76 Echo (ping) request id=@xeeel, <
18 393.583425017 192.168.37.2 16.16.168.5 ICMP 76 Echo (ping) reply id=0x0081, =
19 394.604256483 18.10.18.5 192.168.37.2 ICMP 76 Echo (ping) request id=exeee1, <
20 394.604296699 192.168.37.2 10.10.16.5 ICMP 76 Echo (ping) reply  id=exeee1,
21 395.62B476868 10.10.18.5 192.168.37.2 ICMP 76 Echo (ping) request id=exPee1, s
22 395.628537970 192.168.37.2 16.16.18.5 ICMP 76 Echo (ping) reply id=expeE1, =
23 397.467681897 50:fTa:31:00:32:00 ARP 44 Who has 192.168.37.17 Tell 192.1€
24 397.468995850 aa cc:80:81:38 ARP

62 192.168.37.1 is at aa:bb:cc:60:81

44 who has 192.168.37.17 Tell 192.1¢
62 192.168.37.1 is at aa:bb:cc:@0:01

1Ta:31:00:32:00
aa:bb:cc:00:01:30

31 597
32 597

.147840268

.149857334 ARP

4 »
» Frame 13: 44 bytes on wire (352 bits), 44 bytes captured (352 bits) on interface @

» Linux cooked capture
» Address Resolution Protocol (request)

60 B4 0O A1 08 A6 50 fa 31 PO 32 0O PO O 08 A6
00 01 08 00 06 B4 B0 @1 50 fa 31 00 32 60 c@ a8

-

o7 Profile: Default

any: <live capture in progress> Packets: 32 - Displayed: 32 (100.0%)

Figure 111-61 Intercepting Unencrypted Packets

With VPN IPsec: we can show the captured packet in the attacker pc is all encrypted as shown in
figure 111-62_

Capturing from any e 6 O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
B d® b REC Q « = Qe [= aaaalif
|l |f‘\|;|.:l-,. a display filter ... <Ctrl-/> - | ': Expression.. -+
No. Time Source Destination Protoco ~ Length Info =
H 16 15.837636516 192.168.37.1 255.255.255. 255 TFTP 64 Read Reguest, File: isp-1-confg,
| 11 22.868113551 192.168.37.1 255.255.255.2595 TFTP 66 Read Request, File: network-confc
' 12 22.060161688 192.168.37.1 255.255.2556.255 TFTP 64 Read Request, File: isp-1-confg,
L 13 30.076681256 192.168.37.1 255.255.255.255 TFTP 66 Read Request, File: network-confg
14 38.877322268 192.168.37.1 255.255.255. 255 TFTP 64 Read Request, File: isp-1-confg
15 38.097707763 aa:bb:cc:00:91:30 ARP 62 Gratuitous ARP for 192.168.37.1 (
16 38.097772691 192.168.37.1 255.255.255.255 TFTP 65 Read Request, File: cisconet.cfg,
17 38.0997802889 aa:bb:cc:80:01:38 ARP 62 Gratuitous ARP for 192.168.37.1 (
16 38.097811955 192.168.37.1 255.255.255.255 TFTP 62 Read Request, File: isp-1.cfg, Tr
19 42 .09840987V8 192.168.37.1 255.255.255. 255 TFTP 65 Read Request, File: cisconet.cfg,
28 42.898754936 192.168.37.1 255.255.255. 255 TFTP 62 Read Request, File: isp-1.cfg, Tr
21 47.119627593 182.168.37.1 255.255.255.255 TFTP 65 Read Request, File: cisconet.cfg,
22 A7.119796187 192.168.37.1 255.255.2559.255 TFTP 62 Read Request, File: isp-1.cfg, Tr
23 53.133619964 192.168.37.1 255.255.255. 255 TFTP 65 Read Request, File: cisconet.cfg,
24 53.133669230 182.168.37.1 255.255.255.255 TFTP 62 Read Regquest, File: isp-1.cfg, Tr
25 60.156155118 192.168.37.1 255.255.255.255 TFTP 65 Read Request, File: cisconet.cfg,
26 68.1956171305 192.168.37.1 255.255.2556. 255 TFTP 62 Read Request, File: isp-1.cfg, Tr
27 68.157631464 192.168.37.1 255.255.255.255 TFTP 65 Read Reguest, File: cisconet.cfg,
28 B68.157657586 192.168.37.1 255.255.255.255 TFTP 62 Read Request, File: isp-1.cfg, Tr
4 »
» Frame 7: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface ©
» Linux cooked capture
» Internet Protocol Version 4, Src: 192_168.37.1, Dst: 255.255.255.255
» User Datagram Protocol, Src Port: 53685, Dst Port: 69
» Trivial File Transfer Protocol
B0 P1 B0 @1 @0 B6 aa bb cc 99 P91 30 B0 B0 @8 @9  ........ B....
45 P9 20 32 @0 B2 @@ @@ ff 11 dé ef ce ad 25 @1 E..2 s muswas %
ff ff ff ff d1 b5 @2 45 0O le 00 00 BO @1 Ge 65 ....... E cvanau ne
74 77 6F 72 6b 2d 63 6Ff 6Ge 66 67 00 6T 63 74 65 twork-co nfg.octe
T4 B8 t.
@ ¥ any: <live capture in progress> Packets: 28 - Displayed: 28 (100.0%) Profile: Default

Figure 111-62 Intercepting Encrypted Packets
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111.8 Conclusion

This chapter walks through our step-by-step approach in constructing a high-performance
campus network. We started by analyzing the organization's needs, selecting the right hardware, and
designing an optimal network layout. To bring our design to life without physical hardware costs,
we leveraged the PNETIab emulator—this virtual environment allowed us to experiment freely and
refine our setup before real-world deployment.

To guarantee uninterrupted connectivity, we integrated HSRP and SV redundancy protocols,
ensuring automatic failover if any critical link went down. Security was a top priority, so we
deployed Cisco ASA firewalls with advanced threat prevention to shield sensitive data from
breaches.

At the heart of the network, a Windows Server 2016 system handled multiple roles: Active
Directory authentication, DHCP management, and Domain Control. It also facilitated secure
communication between the headquarters and a remote branch via an IPsec VPN tunnel, encrypting
all cross-site traffic.

We didn’t just set up defenses we actively tested them. By simulating real-world attacks (e.qg.,
packet sniffing, dhcp starvation), we identified vulnerabilities and fine-tuned security measures to
block actual threats.
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GENERAL CONCLUSION

This comprehensive project has demonstrated the critical interplay between theoretical
networking principles and practical implementation in building a modern, secure campus network.
By examining the historical evolution of campus networks move from centralized mainframes to
software-defined, cloud-integrated architectures that exist today we established a firm foundation
on how technology breakthroughs necessitate scalability, performance, and flexibility. The
transition away from flat, exposed environments to hierarchical, partitioned ones served as the call
for robust security models to offset the surging cyber threats.

The examination of network management, attacks, and security in Chapter Il emphasized the
significance of a multi-layered defense approach. Instruments such as Active Directory and IPsec
VPNs developed as foundations for centralized management and secure communication, whereas
Layer 2 protocols and firewalls demonstrated their necessity for reducing threats such as spoofing
and DDoS assaults. The practical execution of the project in Chapter 111 confirmed these ideas,
illustrating how VLAN segmentation, HSRP redundancy, and DHCP snhooping can balance
performance with security

Successful emulation of the network using PNETLab not only reduced expenses but also
provided a risk-free environment to trial for resilience in real attack scenarios such as MITM and
packet sniffing. The repeated cycle of processes showed the necessity for proactive security
features, real-time monitoring, and adaptive design in securing sensitive data.

Ultimately, the project serves as a template for both educational establishments and
companies, observing that modern networks must prioritize automation, scalability, and Al-driven
threat detection to stay one step ahead of cyber-attacks. By infusing the insights obtained from
older architectures with the newest technology, companies can build future-proofed infrastructures
that deliver operational efficiency without compromising security. Transitioning from planning to
penetration testing reinforces once again that a well-designed network is not just a technical asset
but a strategic innovation and business growth facilitator in the Information Age.
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