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Study Summary:

This thesis examines the crime of electronic extortion from two main
perspectives. Chapter One (The Substantive Framework) defines and criminalizes
this modern phenomenon, exploring how it leverages digital technologies to violate
personal privacy and coerce victims into specific actions or omissions. It highlights
the crime's distinct characteristics—such as its transboundary nature and ease of
execution—while warning against international legislative gaps that create safe
havens for perpetrators. Meanwhile, Chapter Two (The Procedural Framework)
addresses practical enforcement. Its First Section details criminal investigation
procedures along with the technical, legal, and social hurdles investigators face due
to data encryption and jurisdictional conflicts. The Second Section emphasizes
criminal evidence, focusing on the pivotal role of digital forensics. Despite its critical
importance, digital evidence poses severe challenges regarding preservation and
authenticity, requiring specialized tools and highly skilled expert teams to ensure its
admissibility in court.

Keywords:
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Investigation, Privacy Violation, Transboundary Crimes, Jurisdictional Conflict







