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&ABSTRACT

The world has witnessed an accelerated transformation towards digitalization«< where
electronic administration has become one of the fundamental pillars for modernizing public
facilities and improving the quality of services provided to citizens. In this context« electronic
administrative transactions have emerged as an effective mechanism for simplifying procedures
and achieving transparency and speed in administrative performance. However« this digital
transformation« despite the advantages it offers¢ raises increasing legal challenges: especially
with regard to data protection and ensuring the safety of transactions from various electronic
risks.

Accordingly« the subject of securing electronic administrative transactions acquires great
importance« as it constitutes the cornerstone in building trust in the digital environment. This
security requires the adoption of an integrated system that combines administrative protection
through the establishment of effective regulatory policies< and penal protection through the
criminalization of acts affecting the security of information systems: in addition to providing a
legal framework that grants legitimacy and evidentiary value to electronic transactionse
especially through the regulation of electronic signature and electronic certification. The pivotal
role of cyber security also cannot be overlooked: as it represents the technical aspect aimed at
protecting digital infrastructures from breaches and various attacks.

In light of the increasing cybercrimes and the diversity of their forms¢ from system
breaches to fraud and digital identity theft< it has become necessary to adopt multidimensional
strategies to combat them« based on the combined efforts of legal¢ technical< and administrative
measures« alongside enhancing digital awareness among users. From this standpoint: this topic
seeks to highlight the various mechanisms and means necessary for securing electronic
administrative transactions< and to analyze their legal and technical dimensions« in a way that
contributes to achieving a secure and effective electronic administration.

Keywords
Administrative  Transaction Security — Cyber security —Electronic Administratio

~113 ~






~ 115~



