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ABSTRACT

IoT devices are poised to become more pervasive in our lives than mobile phones and will
have access to the most sensitive personal data such as social security numbers and banking
information. As the number of are also exponentially multiplied. While security solutions won’t
even run on most embedded devices. It must secure the data stored by the device, secure
communication and protect the device from cyber-attacks.

The goal of our project is discuss how to secure our 10T device which presented in that
research as a Raspberry Pi by using Firewall, IDS, and SSL/TLS. First it will connect to Losant
platform (loT platform) and we will make sure it works perfectly.

Then simply we will take all the work on the Raspberry Pi, which takes on three steps:
installing Firewall, IDS, and prove the default existing of SSL/TLS protocol.

Finally we tried to scan the traffic all between them to prove that no one will try to hack our

Raspberry Pi.

Keywords: 10T, Firewall, IDS, SSL/TLS.
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ABSTRACT

I0T devices are poised to become more pervasive in our lives than mobile phones and will have
access to the most sensitive personal data such as social security numbers and banking information.
As the number of are also exponentially multiplied. While security solutions won’t even run on
most embedded devices. It must secure the data stored by the device, secure communication and
protect the device from cyber-attacks.

The goal of our project is discuss how to secure our 0T device which presented in that research
as a Raspberry Pi by using Firewall, IDS, and SSL/TLS. First it will connect to Losant platform
(10T platform) and we will make sure it works perfectly.

Then simply we will take all the work on the Raspberry Pi, which take on three steps: installing
Firewall, IDS, and prove the default existing of SSL/TLS protocol.

Finally we tried to scan the traffic all between them to prove that no one will try to hack our
Raspberry Pi.

Keywords: 10T, Firewall, IDS, SSL/TLS.
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General Introduction

The Internet of Things (10T) represents the concept of a massive system where things on the
Internet communicate through omnipresent sensors. Since the inception of the Internet of Things,
consumers have connected smart devices to the network at an exponential rate, bringing us closer
to a future where everyday things all interconnect. It is comprised of a wildly diverse range of
device types- from small to large, from simple to complex — from consumer gadgets to
sophisticated systems found in DoD (department of defense), utility and industrial systems.

But we have focus on security part in it which is simply keep our information or even our
privacy, the domain of security Attacks on embedded device is increasing day by day. We just
apply what NIST (National Institute of Standards and Technology) Defines of how system should
be secured to be compliant with federal level security. It has federal security guidelines (SP 800-
53). Security is perhaps the most complex and undeveloped area of network security.

So when designing a system, it is important to understand the potential threats to that system,
and add appropriate defenses accordingly, as the system is designed and architected. It is important
to design the product from the start with security in mind because understanding how an attacker
might be able to compromise a system helps make sure appropriate mitigations are in place from
the beginning.

Motivation

Usually maker ignore the security concerns because they are complicated, painful, and time
consuming issues without any WOW effect. However, we are building systems that we may use
every day. We should pay a little more attention to the security aspect of our stuffs. The level of
security required for an embedded device varies dramatically depending upon the function of the
device. Rather than asking if the device is secure and even it is the most important part from all

0T systems and can make all of it in danger.
Objective

IoT is gaining momentum and innovation is fuelling diverse loT application, however security
isn’t advancing as fast as it should be. Insecure [oT network are leveraged to initiate massive DDoS
(Distributed denial of service) attacks triggering major financial losses and IP damage. This study

intends to use tips to secure loT device from bad hackers.



The memory research chapters

We split the project on three chapters, first chapter: it is an overview of 10T for gives us more
information about the basic parts on it, this chapter is attempting to present 10T definition,
applications, architecture and technologies.

Then Chapter I1: in this chapter we dealing with 10T security, some of the most danger attack in

it and the propose solution of secure 10T device.

Finally Chapter I11: it is the practice of our project, it was the very hard part because we did many
researches documentations, to handle these softwares and started experience with raspberry pi and

Losant platform too.
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1.1 Introduction

Internet of things (10T) is not just a term that implies things are depending on the internet for
an application, but more widely available and immediately new rule of devices that is going to be
“anything that can be connected, will be connected”. Conversations about the [oT are taking place
all over technologies, platforms, sensors, new invent and even all the old part from networking
industries.

This chapter is attempting to present loT definition, applications, architecture and technologies

from the low level up to the general details that it bases on.

1.2 History

The term Internet of Things is 16 years old but the actual term “Internet of Things” was coined
by Kevin Ashton in 1999 during his work at Procter&Gamble. He said "l could be wrong, but I'm
fairly sure the phrase "Internet of Things" started life as the title of a presentation | made at Procter
& Gamble (P&G). Even though Kevin grabbed the interest of some P&G executives, the term
Internet of Things did not get widespread attention for the next 10 years [1][2].

1.3 Whatis 10T?

The Internet of Things (IoT) has become a common news item and marketing trend. Beyond
the hype, it has emerged as an important technology with applications in many fields and it has
roots in several earlier technologies: pervasive information systems, sensor networks, and
embedded computing. The term I0T system more accurately describes the use of this technology
than does Internet of Things ,where the Most IoT devices are connected together to form purpose-
specific systems; they are less frequently used as general-access devices on a worldwide network
[3].

This new concept involves objects of our daily life, like clothes, cars, smart cards, which will
be able to reveal information about themselves, interacting with each other and with the
environment. it will therefore add an enormous range of new industrial opportunities to the
software and hardware markets [4].

The purpose of 10T is to transform the way we live today by making intelligent devices around
us perform daily tasks and chores. Smart homes, smart cities, smart transportation and

infrastructure etc. they are the terms which are used in relevance with 10T [5].

1.4 10T Applications

There are many applications domains of 10T, ranging from personal to enterprise


http://twitter.com/kevin_ashton

environments [5], for that, The potentialities offered by the 10T make it possible to develop
numerous applications based on it, of which only a few applications are currently de-played. In
future, there will be intelligent applications for smarter homes and offices, smarter transportation
systems, smarter hospitals, smarter enterprises and factories. In the following subsections, some
of the important example applications of 10T are briefly discussed [6]. The 10T applications have
seen rapid development in recent years due to the technologies of Radio Frequency Identification
(RFID) and Wireless Sensor Networks (WSN). The RFID enables the tagging or labeling of every
single device, so as to serve as the basic identification mechanism in loT. Due to WSN, each
“thing” i.e. people, devices etc, becomes a wireless identifiable object and can communicate

among the physical, cyber, and digital world [7].
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Figure 1.1: Different 10T application [8].

1.4.1 Industry application

Industrial systems use sensors to monitor both the industrial processes themselves, the quality
of the product, and the state of the equipment. An increasing number of electric motors, for
example, include sensors that collect data used to predict impending motor failures [3]. In the
future most industries may build their corresponding industry loT. Cross-regional loT are
countless, while national 10T and global 10T arise. These Unit loT and Ubiquitous loT will cover
all fields in our life. As an example there is, smart grid which is an important application area,
and we cannot consider the development achievements of it all to be the benefits of 10T [9]. Figure
1.2 represents a simple example of oil and gas industry with 10T. Oil and gas have been facing
challenges, largely attributed to the antiquated and inefficient approach that many companies take
to maintain assets and collect data [10].



Figure 1.2: Industrial 10T application in oil and gas industry [11].

1.4.2 Medical application

Among the panoply of applications enabled by the Internet of Things (loT), smart and
connected health care is a particularly important one. Networked sensors, either worn on the body
or embedded in our living environments, make possible the gathering of rich information
indicative of our physical and mental health as we see in the Figure 1.3. Captured on a continual
basis, aggregated, and effectively mined, such information can bring about a positive
transformative change in the health care landscape [12]. It connect a wide range of patient
monitoring sensors that may be located at the home, in emergency vehicles, the doctor’s office, or
the hospital [3]. 10T helps in revolutionizing healthcare and provides pocket-friendly solutions for

the patient and healthcare professional [13].

Telemedicine Digital health Telehealth

Figure 1.3: Medical system as one of 10T application [7].

1.4.3 Smart City

The Smart Cities Council defines the smart city as “one that has digital technology embedded
across all city functions [14].

In a Smart City, wireless sensor networks are the major sources of heterogeneous information
generation. The information generated by different sensors often overlaps and is partial in nature.

Addressing the challenges related to fusion of partial data is a research challenge [15]. The reason



why it is so popular is that it tries to remove the discomfort and problems of people who live in
cities. 1oT solutions offered in the Smart City area solve various city related problems comprising
of traffic, reduce air and noise pollution and help make cities safer [13].

SMART CITY

Figure 1.4: Smart cities infrastructure loT wide [16].

1.5 10T Architecture
Therefore 10T needs to develop a process flow for a definite framework over which an 10T

solution is built [17]. The 10T Architecture generally classified on different sides on the basis of

models, protocols or technologies.

1.5.1 10T layers Model

In 10T, each layer is defined by its functions and the devices that are used in that layer. There
are different opinions regarding the number of layers in 10T.[5] even so, after a look for some
investigator [18],[19],[5]. 10T development depends on the technology progress and design of

various new applications and business models [20].

& Application
Smart Home Smart Gowvernment

Smart City

L2 3] |

LD L% B o

Figure 1.5: Three-layer 10T Architecture [5].



The communication choose to focus on those 3 layers designated as Perception, Network, and

Application layers. As shown in Figure I.5.

1.5.1.1 Perception layer

The perception layer is also known as the “Sensors” layer in IoT. The purpose of this layer is
to acquire the data from the environment with the help of sensors and actuators [5]. It is the
information origin and the core layer of 10T. All kinds of information of the physical world used
in loT are perceived and collected in this layer, by the technologies of sensors, Wireless Sensors
Network (WSN), tags and reader-writers, RFID system, camera, Global Position System (GPS),

intelligent terminals, Electronic Data Interface (EDI), objects, and so like [21].

1.5.1.2 Network Layer

This layer, also called transport layer, including access network and core network, provides
transparent data transmission capability. By the existing mobile communication network, radio
access network, Wireless Sensor Network (WSN) and other communications equipment, such as
global system for mobile communications (GSM), General Packet Radio Service (GPRS),
Worldwide interoperability for Microwave access (WiMax), Wireless Fidelity (WiFi), Ethernet,
etc.., the information form perception layer can be sent to the upper layer. At the same time, this
layer provides an efficient, reliable, trusted network infrastructure platform to upper layer and
large scale industry application [21].

Its main purpose is to transmit data between devices and from the devices to receivers [19].

At this layer, cloud computing platforms, Internet gateways, switching, and routing devices etc.
The network gateways serve as the mediator between different 10T nodes by aggregating, filtering,

and transmitting data to and from different sensors [5].

1.5.1.3 Application Layer

Consists of the various applications and services that the 10T provides. Applications include
smart cities, smart home, transportation, utilities and healthcare [19]. Guarantees the authenticity,
integrity, and confidentiality of the data. At this layer, the purpose of 10T or the creation of a smart
environment is achieved [5].

It is the interface between the end devices and the network and it is implemented through a
dedicated application at the device end. Like for a computer, application layer is implemented by
the browser. It is the browser which implements application layer protocols like Hypertext Transfer
Protocol (HTTP), Hypertext Transfer Protocol secure (HT TPS), Simple Mail Transfer Protocol (SMTP) and
File Transfer Protocol (FTP). Same way, there are application layer protocols specified in context

to 10T as well.



This layer is responsible for data formatting and presentation. The application layer in the
Internet is typically based on HTTP protocol. However, HTTP is not suitable in resource
constrained environment because it is extremely heavyweight and thus incurs a large parsing
overhead [22].

1.5.2 10T protocols

The Internet of Things covers a huge range of industries and use cases that scale from a single
constrained device up to massive cross platform deployments of embedded technologies and cloud
systems connecting in real time. Tying it all together are numerous legacy and emerging
communication protocols that allow devices and servers to talk to each other in new, more

interconnected ways.

1.5.2.1 Message Queue Telemetry Transport (MQTT)

Cisco is continuing its long standing participation in OASIS (Organization for the
Advancement of Structured Information Standards) by participating in the effort to Produce an
MQTT standard [23].

MQTT is one of the most commonly used protocols in 10T projects. It stands for Message
Queuing Telemetry Transport.

In addition, it is designed as a lightweight messaging protocol that uses publish/subscribe
operations to exchange data between clients and the server. Furthermore, its small size, low power
usage, minimized data packets and ease of implementation make the protocol ideal of the “machine
to machine” or “Internet of Things” world. It is a TCP based publish-subscribe protocol developed
by IBM and then open-sourced for messaging applications. In a publish-subscribe format, clients
can either “publish” data on a specific topic to the server or “subscribe” to a topic where the server
will automatically send new data on the topic to the subscriber once registered. MQTT combines
the relatively high overhead and high QoS of TCP with the one to one, one to many, and many to
one capabilities of a publish-subscribe format. Additionally, this protocol also allows clients to
specify which telemetry topics are of interest and receive only data published through those topics
[24].

1.5.2.1.A Quality of Services (QoS) Levels
MQTT supports three levels of QoS, specified by each published message and while subscribers
are connecting.
% QoS 0 (Maximum once): This is also known as ‘fire and forget’; no acknowledgement is

sent by the receiver.



% QoS 1 (At least once): Each published message will be acknowledged using PUBACK;
the sender retransmits a message if no acknowledgement is received within a time out by
setting the DUP flag.

% QoS 2 (Exactly once): Sender and receiver exchange PUBLISH, PUBREC, PUBREL,
PUBCOMP to ensure assured delivery of messages without duplicates [25]. There more
the limited capacity and power of the device, and paid attention to preserve and exploit it
properly. This is why the Message Queuing Telemetry Transport (MQTT) protocol in used
in the process of exchanging commands and information between the 10T device and the
user [26].

1.5.2.1.B MQTT Publisher-subscriber pattern (MQTT Broker, MQTT Client)

As described above MQTT is a message based protocol that uses publisher-subscriber pattern.
The key component in MQTT is the MQTT broker. The main task of MQTT broker is
dispatching messages to the MQTT clients (“subscribers”). In other words, the MQTT broker
receives messages from publisher and dispatches these messages to the subscribers. While it
dispatches messages, the MQTT broker uses the topic to filter the MQTT clients that will receive
the message. The topic is a string and it is possible to combine the topics creating topic levels. A
topic is a virtual channel that connects a publisher to its subscribers. MQTT broker manages this
topic. Through this virtual channel, the publisher is decoupled from the subscribers and the MQTT
clients (publishers or subscribers) do not have to know each other to exchange data. This makes
this protocol highly scalable without a direct dependency from the message producer (“publisher”)

and the message consumer(“subscriber”) [27].
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Figure 1.6: The schema Describes the MQTT Architecture [28].



MQTT is very good at transferring data/commands form/to remote device over unstable
connections. With MQTT, the broker is the center of the network. MQTT is well suited for
application with unreliable network or where the nodes are in deep sleep.

1.5.2.2 Constrained Application Protocol (COAP)

CoAP is very well suited for client-server application over stable networks and it is good for
client/server concept over stable connections, nodes can also execute “Commands”. MQTT and
CoAP are well suited for low volume network and for low power devices, they are heavily used in
IoT application and both of them can use secure lines, with CoAP, the preferred cryptographies
method is DTLS.

Table 1.1: Major differences between MQTT and CoAP.

MQTT CoAP

Application Single Layered with 2 conceptual sub

Layer Single Layered completely layers (messages layer and Request
Response Layer)

Transport Layer Runs on TCP Runs on UDP
Confirmable massage, Non

Reliability 3 Quality of Service levels confirmable messages,

Mechanism Acknowledgements and
retransmissions

Supported Request-Response, Resource

Architecture Publish-Subscribe observe/publish-Subscribe

1.5.3 Heterogeneous wireless communication
A heterogeneous network is a network connecting computers and other devices with

different operating systems and/or protocols [29].

1.5.3.1 Wireless Fidelity (WIFI)

WiFi is a high power communication technology that is currently the most widely used for
indoor positioning. The transmission power of WiFi is typically 20 dBm with smartphones having
a low WiFi scan rate of 1 Hz, both of which are considered drawbacks for IPSs [30]. The
information used for positioning from WiFi technology is the RSS value sent from APs to mobile
devices. Fingerprinting requires that a database of RSS values at different RPs be recorded in an
offline stage [31].
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1.5.3.2 ZigBee technology

ZigBee/RF4ACE has some significant advantages in complex systems offering low-power
operation, high security, robustness and high scalability with high node counts and is well
positioned to take advantage of wireless control and sensor networks in M2M and loT applications
[32]. And it is a short-range, low-rate wireless network technology, and its physical layer and
MAC layer protocol are almost the same as IEEE802.15.4. ZigBee Alliance, and IEEE802.15.4 is
a communication protocol for short range wireless network, which was founded in August 2001,
has enhanced the IEEE802.15.4; including the definition of the secure network layer and API are
standardized so that it can support multiple architectures as well as providing high reliability
wireless communication.

ZigBee is widely used in home automation, digital agriculture, industrial controls, and medical
monitoring. The characteristic of ZigBee Wireless Sensor Network are shown in table2 [33].

Table 1.2: The characteristic of ZigBee Wireless sensor Network [26].

Features Description

Shorter delay 15ms—30ms

Low rate 1kB/S—250kB/S

Large capacity Can support up to 255 devices

Multi-band 2.4GHz, 868MHz and 915 MHz

Security Provides data integrity checking, and a AES-
128 encryption algorithm

Low power Two ordinary route 5™ battery can be used 6

Consumption months to 2 years (standby mode)

1.5.3.3 Bluetooth
There are two branches of Bluetooth: traditional Bluetooth and Bluetooth Low Energy (known
as BLE) [34].
¢ Classic Bluetooth: which is a derivative of the conventional Bluetooth (called Bluetooth
Classic to differentiate from Bluetooth Smart), and new interfaces. In Bluetooth Classic,
there are 79 channels, each with a channel bandwidth of 1 MHz and a raw symbol rate of
1 Msymbol/s. The modulation scheme could be Gaussian frequency shift keying (GFSK),
quadrature phase shift keying (4PSK), or 8PSK [32].
¢ Bluetooth Low Energy (BLE): BLE (also called Bluetooth Smart) was first introduced in
2010 with the goal of expanding the application of Bluetooth for use in power-constrained
devices such as wireless sensors and wireless controls. Not only does application in sensors

and controls require low power consumption, but the amount of data transmission is small



and communication happens infrequently [35]. The BLE technology has propagation
properties that allow us to determine values of proximity and distances, with a certain error
in closed environments [36].

The lower transmission power of BTLE/BLE also contributes to the better performance of
localization because it can reduce the multipath effect in some scenarios, BLE technology
provides the variables that can be used to predict the position information. One of those
variables is the received signal strength indicator (RSSI), which may give an estimate of
the flight distance of the signal from the beacon to the receiver [37].

There are several commercially available BLE beacons, e.g., Aruba, Nordic or Estimote
beacons.

Finally, the implementation of BLE technologies for positioning is still under study and is

completely new [36].

1.5.3.4 Cellular network

Cellular technology is a great fit for applications that need high throughput data and have a
power source of 10T application that requires operation over longer distances. It can take the
advantage of GSM/3G/4G cellular communication capabilities it can provide reliable high speed
connectivity to the internet .However, it needs high power consumption. Therefore, it is not
suitable for M2M or local network communication. Cellular communication protocol is also used
for many applications especially for applications that involve mobile devices. Cellular topology

depends on various based technology [38].

1.6 IOT Technology

Internet of Things (loT) technology enables organizations to easily connect to IoT sensor

devices, collect and analyze data in real time, and gain new business process efficiencies [39].

1.6.1 RFID Technology

RFID enables applications to become “thing aware”, because RFID allows things to be
identified by computer systems. As a result, RFID is one of the key technologies that the Internet
of Things depends on. It is sensing technology that contains a microchip, an antenna and protective
film (which cover the microchip and antenna) [40]. Adding RFID tags to part assembled goods,
pallets and stillages, or finished items can speed manufacturing, logistics and service operations.

Applications tracking assets can make a wide range of business activities more efficient.

RFID tags can be used to tell applications what things are, where things are, if things have

moved, who moved them or used them. Connecting up the things a business works with to its



computer applications can revolutionize its operations and, sometimes, even the products it offers
[41]. The great appeal of RFID technology is that it allows information to be stored and read
without requiring either contact or a line of sight between the tag and the reader. As better
fabrication techniques are being developed, and as more advanced algorithms and circuit designs
arise, the reliability and the read range of passive RFID continues to improve, and the cost

continues to come down [42].

That technology is a major breakthrough in the embedded communication paradigm which
enables design of microchips for wireless data communication [43]. There is a microchip and an
antenna that surrounds the microchip in the tag. Electromagnetic waves emitted by the reader
providing energy that activate the chip and data transfer is made the reader from tag without

contact and wirelessly at defined distance [44].
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Figure 1.7: RFID tags connect to the internet of things via Reader/Gatways.
1.6.2 Wireless Sensor Networks (WSN)

The past few years have witnessed increased interest in the potential use of wireless sensor
networks (WSNs) in applications such as disaster management, combat field reconnaissance,
border protection and security surveillance. Sensors in these applications are expected to be
remotely deployed in large numbers and to operate autonomously in unattended environments. To

support scalability, nodes are often grouped into disjoint and mostly non-overlapping clusters [45].

WSNs are characterized by high heterogeneity because they are compliant with different

proprietary and non-proprietary solutions. This wide range of solutions is currently delaying a



large-scale deployment of these technologies in order to obtain a virtual wide sensor network able
to integrate all existing sensor networks. Interoperability among heterogeneous sensing systems
and abstraction between low layers (i.e. hardware) and high layers (i.e. user applications) are thus

very important challenges [46].

Wireless Sensor Networks (WSNs), namely networks consisting of tiny inexpensive
autonomous devices equipped with sensors, can take measurements, locally store, handle sensed

data, and can communicate to each other. WSNs are networks of things [47].

1.6.3 Middleware

Middleware is a software layer interposed between software applications to make it easier for
software developers to perform communication and input/output. Its feature of hiding the details
of different technologies is fundamental to free 10T developers from software services that are not

directly relevant to the specific 10T application [48].

1.6.4 Cloud Computing

Cloud computing provides computing, storage, services, and applications over the Internet. In
general, to render smartphones energy efficient and computationally capable, major changes to the
hardware and software level are required. This entails the cooperation of developers and
manufacturers. Mobile cloud computing is defined as an integration of cloud computing
technology with mobile devices in order to make the mobile devices resource-full in terms of
computational power, memory, storage, energy, and context awareness. The technology of Mobile
Cloud computing is the outcome of interdisciplinary approaches combining mobile computing
with cloud computing. Thus, this transdisciplinary domain is also referred as mobile cloud

computing [42].

1.7 Conclusion

To sum up, this chapter tackled some principal parts from 10T to get the right direction, without
forgetting the aforementioned aspects of 10T. In addition, these aspects are not enough to introduce
0T as a revolution of the century. But with the tens of billions of devices that have sensing or
actuation capabilities, and are connected to each other via the internet. There are a big challenges
to solve, one of the most important parts of that 10T challenges is the security of its devices in the

beginning.



Chapter II

IoT security



1.1 Introduction

With increasing deployments of such Internet-connected devices in the house come increasing
risks to both privacy and security: an eavesdropper can illegitimately snoop into family activities,
even a legitimate entity (such as the device manufacturer) may be gathering data about users that
they are not aware of, and of course a malicious entity may remotely take over control of the loT
devices, using it to either harm the household or to use it as a Launchpad for attacking other
domains. Indeed in early 2014 it was revealed that there was a large scale attack on IoT devices
including TVs and fridges [1], in which hackers were believed to have broken into more than
100,000 everyday consumer gadgets [2]. Anything that connects to the internet, even if it does not
contain your medical records, poses a risk. The attacks were made possible by the large number

of unsecured internet-connected digital devices, such as home routers and surveillance cameras

13].

However, companies cannot just give up on their loT initiatives because of the nervousness and
anxiety that security threats have stirred. All they need to do is follow certain risk-mitigation steps
for enterprise 10T security and then fearlessly drive 10T growth [4]. So what do we do? Do we
implement good practices to ensure the systems are not easily compromised, or do we risk lower
security for ease of use? The bottom line is you must choose the security solution that best meets
the need to protect the data and services without forcing the user to endure onerous practices and
without making their lives difficult [5].

11.2 Security Challenges within 10T System

One of the more obvious challenges is keeping up with the production of 10T devices. There
are more of these devices in use today than there are people in the world, but this number doesn’t
even come close to what’s expected by 2020 [6]. There were a lot of security challenges coming
from outside to be inside our network too and 10T deployments that deal with personal or sensitive
data have a lot of it.

Confidentiality and Integrity: End-to-End encryption and unnoticed modification protection,
while 10T data is in transit through a wireless multi-hop networks and at rest (stored in an 10T), is
hard but necessary.

Availability: Compared with traditional Internet hosts, due to unattended loT deployments it
is easier to compromised IoT devices, and due to low-power wireless connectivity it easier to

interfere with or jam 10T networks.
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Authenticity: Source authentication is important but challenging because the limited loT
resources may not always permit digital signatures [7].

Data privacy and security continues to be the single largest issues in today’s interconnected
world. Data is constantly being harnessed, transmitted, stored and processed by large companies
using a wide array of 10T devices, such as smart TVs, speakers and lighting systems, connected
printers, HVAC systems, and smart thermostats [8].

Compliance: It is very challenging to ensure new EU GDPR compliance when ubiquitous
environment-sensing 10T devices sense personal data.

Freshness: Often connection-less data transfer protocols are used in IoT; it is therefore

necessary that old packets are not replayed [7].

TIoT security challenges

Figure 11.1: 10T security challenges.

11.3 the CIA Triad: Confidentiality, Integrity, Availability

The CIA triad is a model that shows the three main goals needed to achieve information
security. While a wide variety of factors determine the security situation of information systems

and networks, some factors stand out as the most significant.

=3

Figure 11.2: CIA triad [9].



The assumption is that there are some factors that will always be important in information

security. These factors are the goals of the CIA triad, as follows:

Confidentiality: Confidentiality is the protection of information from unauthorized access.

This goal of the CIA triad emphasizes the need for information protection.

Integrity: The CIA triad goal of integrity is the condition where information is kept accurate

and consistent unless authorized changes are made.

Availability: The CIA triad goal of availability is the situation where information is available
when and where it is rightly needed [9].

1.4 10T attacks

Software defined network separates a network is control plane from data plane, it becomes
simple for network management. . But the novel network architecture faces some new serious
security concerns [10].

An attack is an information security threat that involves an attempt to obtain, alter, destroy,

remove, implant or reveal information without authorized access or permission [11].

11.4.1 Botnet

In terms of 10T risks, earlier this year the Reaper botnet targeted known vulnerabilities in loT
devices and hijacked them, including internet-connected webcams, security cameras, and digital
video recorders. Each time a device is infected, the device spreads the malware to other vulnerable
devices, expanding its reach [12].

A botnet can send spam, steal data, and allow remote access to devices without the owner’s
knowledge. One botnet, Mirai, did so by scanning the internet for open telnet ports a protocol
giving access to other devices within the same network [6].
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Figure 11.3: How a botnet attack works [13].

A botnet is a collection of Internet connected computers whose security defenses have been
breached and control ceded to a malicious party. Each such compromised device, known as a
“bot,” is created when a computer is penetrated by software from a malware distribution, otherwise
known as malicious software.

The controller of a botnet is able to direct the activities of these compromised computers
through communication channels formed by standards based network protocols such as Internet
Relay Chat (IRC) and hypertext transfer protocol (http) [6].

11.4.2 Man-in-the-Middle-Attacks

Man-in-the-middle attacks (Mim- or Mitm attacks for short) behave like a proxy, but on an
unintentional base. Some individuals therefore consider transparent proxies of ISPs a Man-in-the-
Middle attack [14]. The attacker may get the access of privileged information or he may change
the information before it reaches to the server. To prevent from the attack, the encryption

mechanism with verification of digital certificates are used [15].
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Figure 11.4: Where MITM attack strategy [16].



11.4.3 Distributed denial of service (DDoS)

DDoS is a coordinated attack, launched using a large number of compromised hosts. At an
initial stage, the attacker identifies the vulnerabilities in one or more networks for installation of
malware programs in multiple machines to control them from a remote location. At a later stage,
the attacker exploits these compromised hosts to send attack packets to the target machine(s),
which is (are) usually outside the original network of infected hosts, without the knowledge of
these compromised hosts [17]. It is an attack initiated and continued by some hundreds or even
thousands of attackers. At the same time, the traffic disallows legitimate requests from reaching
the DC and also depletes the bandwidth of the DC [18].
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Figure 11.5: How DDOS attack works [19].

Creation of DDoS attack in a denial-of-service (DoS) attack, an offender makes an attempt to
stop legitimate users from accessing information or services. The foremost common and obvious
kind of DoS attack happens once an assailant "floods"” a network with data. Once you type a URL
for a specific web site into your browser, you're causing asking to it site's PC server to look at the
page. DoS/DDoS attacks cause a waste of the sources inside the host or networks, and make
services work improperly. There are predominant classes of DoS/DDoS, good judgment and
flooding assaults [18]. In DDoS attacks, multiple systems submit as many requests as possible to
a single Internet computer or service, overloading it and preventing it from servicing legitimate

requests [18].

11.4.4 1P spoof attack

Spoofing is a type of attack in which the attacker pretends to be someone else in order to gain
access to restricted resources or steal information. This type of attack can take a variety of different
forms; for instance, an attacker can impersonate the IP address of a legitimate user to get into their

accounts. IP address spoofing, or IP spoofing, refers to the creation of IP packets with a forged



source IP address, called spoofing, with the purpose of concealing the identity of the sender or
impersonating another computing system.

IP spoofing is most frequently used in DoS attacks. In such attacks, the goal is to flood the
victim with overwhelming amounts of traffic, and the attacker does not care about receiving

responses to the attack packets [18].

1.5 10T security

One of the most significant concerns in every application is always security. In 10T, that aspect
is even more critical since a compromised object could perform all sorts of attacks, such as denial
of service [20]. Network security is an integration of multiple layers of defenses in the network
and at the network. Policies and controls are implemented by each network security layer. Access
to networks is gained by authorized users, whereas, malicious actors are indeed blocked from

executing threats and exploits [21].

Figure 11.6: Illustration of the essential components of 10T security.

11.6 10T security levels

G ——

O=o
’: 1 -‘ )
bemy Al
Device Security Connection Security Cloud Security

Figure 11.7: The 3 levels of security in 10T.
11.6.1 Cloud security
The cloud layer refers to the software backend of the 10T solution i.e., where data from devices

is ingested, analyzed and interpreted at scale to generate insights and perform actions. Security has

always been a major topic of discussion when assessing the risk of using cloud versus on-premise
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solutions. However, for the Internet of Things cloud is viewed as a key enabler to widespread
adoption. Cloud providers are expected to deliver secure and efficient cloud services by default,
and protecting from major data breaches or solution downtime issues is becoming the norm.
Sensitive information stored in the cloud (i.e., data at rest) must be encrypted to avoid being easily
exposed to attacks and it is also beneficial to verify the integrity of other cloud platforms or third
party applications that are trying to communicate with your cloud services to help protect against
malicious activity. Digital certificates can play a key role for identification and

authentication needs at the scale required for the 10T [22].

11.6.2 Connection security

While 10T device connect to the cloud, their connection will be risk by the attackers; for that,
I0T gave that part of security more attention to make sure the privacy of all his user and servers.

So the transport layer is the responsible part here and it use a lot of secure protocol for transport.

11.6.3 10T devices security

loT devices have heterogeneous capabilities in terms of processing power, storage, and energy;
therefore, the definition of an 10T device varies across different sectors and use cases [7].

11.6.3.1 Firewall

Just like a physical construction that prevents the spread of fire, a firewall acts as a protective
barrier between your network and the Internet. It is your first line of defense against viruses, bots
and other malicious code constantly attempting to attack your devices. A solid firewall blocks the
traffic that you have not specifically requested, while still allowing all legitimate communication
with the outside world to run freely.

Think of it as a gatekeeper who won’t let anyone enter or leave your network if they don’t have
permission. Firewalls work in a similar way. They scrutinize incoming or outgoing data for any
potential threats to the system. Firewalls use a ‘wall of code’ that inspects every single ‘packet’ of
information to decide whether it should be allowed or rejected based on a set of predefined security
rules [23].
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Figure 11.8: Firewall and Security Domains [24].

11.6.3.2 Intrusion Detection Systems (IDS)

Intrusion Detection Systems (IDS) are devices or software applications that monitor network
or system activities for malicious activities or policy violations and send reports to a management

station.

IDS systems are being developed in response to the increasing number of attacks on major sites
and networks, including those of the Pentagon, the White House, NATO, and the U.S. Defense
Department. The safeguarding of security is becoming increasingly difficult because the possible
technologies of attack are becoming ever more sophisticated; at the same time, less technical
ability is required for the novice attacker, because proven past methods are easily accessed through
the Web [25].

ATTACKER
Passive IDS Deployment
—_ SWITCH
INTERNET i CAMPUS

NETWORK

5 M =
me
ROUTER FIREWALL

IDS SENSOR

Figure 11.9: Illustration of 10T where IDS modules are kept in Network [19].

In the 10T, resource-restrained elements are connected to the untrustworthy and undependable
Internet via IPv6 and 6LoOWPAN networks [1]. The wireless intrusions from both the Internet and
the internal part of 6LOWPAN network are what make these susceptible to both external and
internal attacks. The requirement of intrusion detection systems (IDSs) is considered to be

necessary due to the probability of occurrence of these attacks.

Presently, due to the limitation of IDS approaches, which are being designed only for wireless

sensor networks (WSNs) or traditional Internet, there is no IDS that can live up to the necessities



of the 10T connected to IPv6 [26]. No network impact if there is a sensor failure or overload but

response action cannot stop trigger.
11.6.3.3 Transport layer encryption (TLS)/ Secure Sockets Layer (SSL)

SSL/TLS is chosen to protect weak protocols. TLS is currently one of the most popular security

protocols and is accepted as a secure means for secret communication.
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Figure 11.10: SSL and TLS architecture [27].

However, TLS can only guarantee the protection of the communication to the respective end
point, but not the security of the underlying protocols that e.g. implement the authentication of
users with services. The sole purpose of TLS lies in the protection of communication between two

trustworthy end points, i.e. both communication partners know and trust each other [28].

Secure Sockets Layer (SSL) was the most widely deployed cryptographic protocol to provide
security over internet communications before it was preceded by TLS in 1999. Despite the
deprecation of the SSL protocol and the adoption of TLS in its place, most people still refer to this
type of technology as ‘SSL’. SSL provides a secure channel between two machines or devices
operating over the internet or an internal network. One common example is when SSL is used to

secure communication between a web browser and a web server [27].
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11.7 Conclusion

The fast pace of development and nature of 10T device bring a variety of security and forensics

challenges. In this chapter, we briefly presented major security and privacy issues along with

potentially promising solutions.it included in this special issue offer state of art view of privacy,

security and forensics challenges in 10T along with innovative solutions that paves the way towards

secure sound deployment of 10T networks.



Chapter III

Implementation part



I11.1 Introduction

Security is paramount for the safe and reliable operation of 10T connected devices, so our
project bases on Raspberry Pi3 model B as a principal hardware requirement, which deal with
defining software resource requirements and prerequisites that need to be installed on it, there is
Losant platform too. We going to focus on both two parts, the various component of hardware and
all programs of software requirements in this chapter, without forgetting about the details step by

step.

I11.2 Hardware requirements

In that part we will try to set up our materials that we used to implement our purpose of study.

111.2.1 Raspberry Pi
We use the Raspberry Pi as an 10T device here, which will connect to IoT platform “Losant”

111.2.1.1 Raspberry Pi Definition

The Raspberry pi is a low cost, credit sized computer that plugs into a computer monitor or TV,
and uses a standard keyboard and mouse. It is a capable little device that enables people of all ages
to explore computing, and to learn how to program in language like scratch and Python [1].

Raspberry Pi is a 900MHz single board computer running its own version of the Linux
operating system.

You can attach a keyboard, mouse and monitor to a Raspberry Pi and use it as a regular
computer if you like. What sets a Raspberry Pi apart from a PC is that it:

e is small—tiny in fact

® Low cost—

e Low power—uses around 2W

e Has GPIO (general purpose 1O pins) these are used to connect external electronics

The Raspberry Pi's Ethernet port is main gateway for communication with other devices. It is
auto-sensing which means that it may be connected to a router or directly to another computer

(without the need for a crossover cable) [2].

111.2.1.2 The Raspberry Pi Components

CPU: Raspberry Pi 3 uses Broadcom BCM2837 SOC 64-bit quad-core ARM Cortex A53
(ARMv8 CPU) with 512KB shared L2 cache.
Memory: Provided with 1 GB of RAM.



Wi-Fi Support: 802.11n Wireless LAN.
Bluetooth: Supports Bluetooth 4.1 Bluetooth Low Energy (BLE) [3].

Figure 111.1: Raspberry pi 3 elements.

1 : Upgraded switched Micro USB power source up to 2.5A
e 2: Full size HDMI port
e 3 :CSI Camera connector

e 4 : Audio/video Jack: The 3.5mm audio jack on the board can be used with any
standard pair of headphones.

e 5: Ethernet port

e 6:2USB 2.0 port

e 7:2USB 2.0 port

e 8: Reset-pins

e 9:40 pin GPIO header

e 10: System-on-chip (SoC)

e 11: Micro sd carte slot of 32 GB, The Micro SD Card will hold the operating system
which will boot while we power on Raspberry Pi 3. In next tutorial, we will learn how to

setup and prepare SD card with Raspbian OS.

Figure 111.2: Micro SD carte.

o 12: DSI Display Connector



111.2.1.3 Raspberry Pi advantages

e The Raspberry Pi is a small independent computer that runs on the various distribution of
Linux operating system and can be programmed as needed.

e It has a very large working memory (RAM memory).

e It has expandable memory to store the data (up to 64GB).

e It works on multi operating processor (supports a set of instructions).

e It operates at speeds from 700 MHz to 1000 MHz.

e It has support for USB 2.0 which allows its expansion with a large number of peripherals.

e Depending of the needs it is possible to expand the Raspberry Pi with WiFi and Bluetooth
adapters (power and range can be changed by changing the adapter).

e Expansion and communication with network devices over a LAN adapter are possible.

e It can be expanded with various prototype shields (Pi-Face, GSM/GPRS & GPS, GPIO
expansion board, GertBoard).

e It is possible to form an expandable system with various electronic components (sensors and
electronic circuits) using digital inputs and outputs, 1 2C or SPI protocols.

e C, Python or object oriented languages such as C++ and Java can be used for programming
of Raspberry Pi.

e It can be powered form battery or sollar cell.

e It can be run in server mode.

e A various web server can be installed and running on Raspberry Pi.

111.2.1.4 The main disadvantages of Raspberry Pi are:

e It does not have a real-time clock (RTC) with a backup battery but it can easily work around
the missing clock using a network time server, and most operating systems do this automatically.

e It does not have a Basic Input Output System (BIOS) so it always boots from an SD card.

e It does not support Bluetooth or WiFi out of the box but these supports can be added by USB
dongles.

¢ Unfortunately, most Linux distributions are still a bit picky about their hardware, so it should
be first checked whether flavor of Linux supports particular device.

e It doesn’t have built-in an Analog to Digital converter. External component must be used for

AD conversion.



111.2.2 The actuators

Figure 111.3: Actuators components.

LEDs.

Jumper Wires (Male/Female, Male/Male).
Button (switch).

Resistors.

Breadboard.

o~ DN

111.3 Software requirements

This part is dedicated to the all softwares must be installed on the Raspberry Pi 3 and the

softwares that will connect to it.

111.3.1 Losant platform

Losant is an easy-to-use and powerful enterprise loT platform designed to help you quickly and
securely build complex connected solutions. Losant uses open communication standards like REST
and MQTT to provide connectivity from one to millions of devices. Losant provides powerful data
collection, aggregation, and visualization features to help understand and quantify vast amounts of
sensor data. Losant’s drag-and-drop workflow editor allows you to trigger actions, notifications,

and machine-to-machine communication without programming [4].
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Figure 111.4: Losant platform functions [4].

111.3.2 Postman

Postman's APl Documentation feature lets you view private AP documentation or share public
API documentation in a beautifully formatted web page.

Postman generates and hosts browser-based APl documentation for your collections
automatically in real-time. Each collection has a private and public documentation view that

Postman generates from synced data in the servers.

111.3.3 Wireshark

Wireshark is an open-source packet analyzer used for packet capture, analysis, and network
troubleshooting. In this research, Wireshark is used to capture all live network traffic which is then
73 stored in .PCAP files for later analysis [5].

111.3.4 Putty

Putty is a free and open-source terminal emulator, serial console and network file transfer
application. It supports several network protocols, including SCP, SSH, Telnet, rlogin, and raw
socket connection. It can also connect to a serial port. The name "PuTTY™ has no official meaning.

PUTTY was originally written for Microsoft Windows, but it has been ported to various
other operating systems. Official ports are available for some Unix-like platforms, with work-in-
progress ports to Classic Mac OS and macOS, and unofficial ports have been contributed to
platforms such as Symbian, Windows Mobile and Windows Phone [6].

111.3.5 Raspberry pi software

There for a few softwares that allow us to secure our raspberry pi.
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111.3.5.1 Docker

Docker is a collection of interoperating software as a service and platform as a service offerings
that employ operating system level virtualization to cultivate development and delivery of software
inside standardized software packages called containers. The software that hosts the containers is
called Docker Engine. It was first started in 2013 and is developed by Docker, Inc. The service

has both free and premium tiers [7].

111.3.5.2 The Uncomplicated Firewall (ufw)

The Uncomplicated Firewall (ufw) is a frontend for iptables and is particularly well suited for
host based firewalls. ufw provides a framework for managing netfilter, as well as a command line
interface for manipulating the firewall. ufw aims to provide an easy to use interface for people
unfamiliar ~ with  firewall  concepts, while at the same time  simplifies
complicated iptables commands to help an adminstrator who knows what he or she is doing. ufw is
an upstream for other distributions and graphical frontends [8].

111.3.5.3 Snort
Snort's open source network based intrusion detection/prevention system (IDS/IPS) has the
ability to perform real time traffic analysis and packet logging on Internet Protocol (IP) networks.

Snort performs protocol analysis, content searching and matching.

The program can also be used to detect probes or attacks, including, but not limited to, operating
system fingerprinting attempts, semantic URL attacks, buffer overflows, server message
block probes, and stealth port scans [9].

111.4 Implementation
This project based on Raspberry Pi3 Board, in this part we going to focus on two sides one it’s
the Hardware, the second it’s the Software. The Hardware is all various components and elements

that have been used in this project, The Software part is all programs and libraries.
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Platform

Figure 111.5: The parts of connection and communication.

111.4.1 Setup our Raspberry Pi

First thing that we have to do is preparing the raspberry pi, by Setting Up it, we can use a
Raspberry Pi without a keyboard, mouse and monitor, but to be able to do that we first need them
to set up the Raspberry Pi so that can be accessed from a second computer over WiFi. We do not
have to use a computer monitor, the Raspberry Pi will also connect to any TV that has an HDMI
lead or VGA, by using HDMI-VGA converter.

Then installing the operating system, the Raspberry Pi was designed for Linux operating
system, and many Linux distributions now have a version optimized for the Raspberry Pi. Two of
most popular option is Raspbian.

Figure 111.6: The components of set up the Raspberry Pi.

Then, we connected to a Raspberry Pi running in a standalone setup using a SSH connection.
My client computer is a HP Pavilion Entertainment PC, which we use for all our manuscript
production. It also allowed us to easily capture screenshots of the terminal window controlling the
Raspberry Pi.



Figure 111.7: The PC for SSH connection.

We find this connection type to be very efficient; it allows us full access to the Raspberry Pi.
Everything displayed in the terminal window can be duplicated in a monitor connected directly to
the Raspberry Pi, if this is the way we choose to run our system, for that we use PuTTY which is
a very small program that we do not even have to install. We Download the executable and start

it, and we find the configuration screen shown here:

Categony:

Basic options for your PuTTY session

H Specify the destination you want to connect to
[=)- Temminal

Keyboard Host Name {or IP address) Port
- Bell 52.168.1.16 72
i i Features Connection type:

&) Window @ Raw () Telnet ©) Rlogin @ SSH () Serial
Appearance

Behaviour
Translation
Selection

Load, save or delete a stored session
Saved Sessions

E| Connecto:-cl:: Default Settings Load

Close window on exdt: i
() Mways () Never @) Only on clean exit

Figure 111.8: Connecting to Raspberry Pi with PUTTY.

PuTTY allows us to configure a lot of things, and it also lets us store our configuration for each
type of session we need. To log into the Pi, we only have to enter its IP address and click the Open

button. Then we’ll see the Pi’s regular login prompt.



Figure 111.9: Accessing the Pi from Windows is easy.

Another way to connect to the Pi over a network connection is to run a Virtual Network
Computing Server (VNC server) on the Pi and connect to it using a VNC client. The benefit of
this is that we can run a complete working graphical desktop environment in a window on our
laptop or desktop. This is a great solution for a portable development environment.

Every time, the Raspberry Pi connects and work with WiFi, it takes a different IP address and
it be changed too, so I used an application in my phone, it calls Cayenne (android application), it

allows us to know the IP address of my Pi after a few minute of search as in the figure below:

o

Raspberry Pi

Cayenne

Figure 111.10: Phone application Cayenne.

111.4.2 Connect our Raspberry pi to the losant platform

111.4.2.1 Create edge compute Device
In Losant, a device could be Raspberry Pi, Arduino, smart bulb, or any custom hardware.
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Name Last Updated J

Figure 111.11: Create a device in Losant platform.

111.4.2.2 Create access key/secret
To connect our devices to the Losant Platform, we must use a set of security credentials called

access keys. Access keys consist of a generated key and secret pair.

o secure iot device Access Keys

Q Jitems | ¢
X Access Key Restrictions Created At {

(@) Overview

/\ Events 1bb1cc31-7040-4526-aeb6-fobB773ff4e4 1 device 15 mai 2019 23:17 D i

T f8far7ac-ebb4-43ea-b8e7-h371847ecefs 1device 7 avr. 2019 13:59 D 0§

{of Devices 4329809-ae00-45ff-8469-289523a74412 No Restrictions 17 mars 2019 15:25 ° [ |

© Access Keys
Device Recipes

DATA SOURCES

Nats Tahlae

Figure 111.12: Create the access keys of the application device.

111.4.2.3 Install Losant edge agent

The Losant Edge Agent (“Agent”) is a command line utility exposed through Docker as
a container we can run on our Edge Compute device. The below focuses on installing the Agent on
a device running Ubuntu, but the Agent can be run on any device that can run Docker. While the
expectation is that it will be running on an 10T style device.

First, we will need to make sure our packages are up to date:

Before installing Docker on a new host machine, it is recommended to install the Docker

repository. Afterward, we can install and update Docker from the repository.
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Then, we add Docker’s official GPG key and we verify that we now have it with the fingerprint.
Next, we set up the stable repository
eAMD

Now we have to Getting the Losant Edge Agent. At this point, we have a working Docker
Daemon running in the background on our device and are ready to “pull” the Losant/edge-agent
from Docker Hub. Again, the Agent runs as a Docker Container and therefore comes with
everything it needs to run on our system. We don’t need to install anything else on our device to

run the Agent.

All what we have to do for using that losant edge agent with our raspberry pi, will be simply
with two steps, First we will create storage area to have access to the persistent data created by the
agent on our host machine and can reuse it if we have to destroy an Agent container and rebuild
(upgrading the agent, for instance).

So, all what we need to do is create a folder locally to house the data. This folder can be anywhere

on my file system, so long as permissions are set so “docker” can write to it. For instance, we might



choose to put this folder at “~/losant-edge-agent” for easy access. For this example, we’re going to

create a folder at ““/var/lib/losant-edge-agent/”’and update the permissions to allow “docker” to write
to it.

Second, we must be set to rain the container the three required environment variables, we must
provide:
The “Device ID” of our edge agent Device, as well as the “Access Key” and “Access secret”

that associated with our application.

111.4.3 Test the connection between the pi and losant Platform

First, we setup our Raspberry Pi and we made sure our device is updated and the proper libraries
are installed.

Then, we choose two Experiment will connect to Losant by our pi, one of them will be
controlled by API services which allows us to read/control GP1O remotely with code. And the

other can be controlling by Losant platform directly.

111.4.3.1 Creating an API service

Figure 111.13: The components of switch a led using Losant platform.


https://docs.losant.com/applications/access-keys/

We will walk through creating an API for the Raspberry Pi to control four LEDs, each
connected to its own GPIO. Then we will create an application in Losant, a device and also the
Access Key and Secret.

To trigger an API request, we use an application called Postman and all what we have to do is

Enter our URL and send the request but first we need to create more a few things in losant platform.

[ postman ™ - - - FrEsE = |

File Edit View Help

Collections
https://pi-apil.onlosant.com/gpio/6

mQ

2
]
.
f
dl

This is an endpoint reply!
[»

>
019-06-81T14:17:13,8952",

& Bosreamp Bud | Bowse | [ fn @

Figure 111.14: Postman software as API service.

111.4.3.1.A Create a Losant Experience
An Experience Endpoint is a combination of an HTTP method and a route that, when invoked
by an HTTP request, can fire a workflow or directly respond with an Experience Page. Fired

workflows can also generate and issue a response to the request.

Writing an API service, implementing all of the user authentication, and hosting the result
somewhere is a lot of work. An Experience in Losant brings all of this functionality directly inside
our Losant application.

Experiences are the key to building a fully functional API allowing users to interact with our

device.
111.4.3.1.B Create an Endpoint

An Endpoint is a combination of an HTTP method and a route that, when invoked by an HTTP
request, can fire a workflow. That workflow does some work, like control an LED, and responds

to the request.
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Figure 111.15: Create an endpoint experience.

For this example, we're going to create a GET request to toggle a GP10O pin. If the URL for this
route would look something like this:

€ secure iot device
rom My Sandbox

ssssssss
(@) Application Info
@) API Tokens

@ Globals

GET /gpio/{number}

ET~ | Igpioffnumber}

@ Endpoint is enabled

® All public users

Any authenticated user

only users who are in the following groups ...

or a redirect that will be used s
e workflows that are attached to the rou

# Endpoint URL: https:/ /pi-apil.onlosant.com

Figure 111.16: Create a GET request to toggle a GPIO pin.

"Number" in the route is a path parameter. We will replace this with the GPIO we want to toggle.

Every endpoint has access control. To make things easy, our routes will be public. However,

we are able to add authentication to endpoints.

111.4.3.1.C Create a Workflow for the new endpoint

We had a basic workflow:
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Figure 111.17: a workflow for the endpoint GET.

Every endpoint workflow will start with an Endpoint Trigger and end with an Endpoint Reply.
The Endpoint Trigger is fired when we make an HTTP request. The Endpoint Reply responds to
the HTTP request. So, this workflow is not doing anything but responding immediately.

In our python code, there is an "on command" function that's attached to an event. We can
trigger this function by sending a Device Command to our Pi. Drag and Drop the Device Command

node.

In the code, we are also listening for a command called "gpioControl™ and looking for a payload

variable called "gpio".

And we select the Device Command node to configure it.
e Command Name Template: gpioControl
e Command Payload Type: JSON Template

e Command Payload JSON Template
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Figure 111.18: Device command node functions.

Now we are ready to test, once we fire the request, we use 6, 13, 19, or 26 as the parameter and
we watch that LED light up.

111.4.3.2 Controlling a LED by losant platform

Figure 111.19: Controlling a LED connecting to raspberry pi.

111.4.3.2.A Creating a Workflow/Toggle LED

We add a new device for our Raspberry Pi, in this example we will receive a state when the
button pressed, Then we create an access key, which we will use to authenticate the device’s

connection.

Once the states are being sent, Losant workflows allow us to trigger any number of useful
actions. The workflow will send an SMS message whenever the button is pressed. But there was a
problem with the area of our country in that strp.

esecureict device Experience Ve.. » develop -~ > Endpoint GET /gpio/{number} Save & Deploy ~
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Losant also supports commands, which allow you instruct the device to take an action. For this

example, the device will watch for a “toggle” command, which will cause it to toggle the LED.

A typical way to send commands is by using a Losant workflow:

o~ o secure iot device

My Sandbox

( L
Q & secure raspberry pi: develop ~ -
. dd Noc > | a @ 52 [+] 8 SETTINGS
(@) Overview
/\ Events e
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Figure 111.20: Losant workflow to toggle the LED.

Whenever the button on the above workflow is clicked, it will send a command with the name

“toggle” to the connected Raspberry Pi. As below:

‘@' pi@raspberrypi: ~/Downloads

111.4.4 Protection of our network

In order to prevent the many networking attacks, we edit the sysctl file as described below.

And we try to modify this file to enable the protection against MITM, Spoofing, and others.

The code below illustrates those modifications:
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111.4.5 Setup a Firewall
The Linux kernel in Ubuntu provides a packet filtering system called netfilter, and the

traditional interface for manipulating netfilter are the iptables suite of commands. Iptables provide

a complete firewall solution that is both highly configurable and highly flexible.




Becoming proficient in iptables takes time, and getting started with netfilter firewalling using
only iptables can be a daunting task. As a result, many frontends for iptables have been created
over the years, each trying to achieve a different result and targeting a different audience [8].

So we install the Uncomplicated Firewall (UFW) in our Raspberry Pi as described below:

Then we must configure the firewall to our needs. However, deny any incoming connection by

default as described below:

We may for example allow SSH access only from our local network. The command below

illustrate that:

To allow access to our web server using HTTP and HTTPS, we have to open the corresponding

ports. Below two configuration, the first we open the port to our local network, the second we open

them for internet:

111.4.5.1 Open the ports locally

any port g0 proto tcp

pi spberrcypl:

any port 443 proto tcp

By default, UFW is disabled so we should enable it by command below:


https://wiki.ubuntu.com/UncomplicatedFirewall

If UFW is active, the output will say that it's active, and it will list any rules that are set. For
example, if the firewall is set to allow SSH (port 22) connections just from my network, the output

might look something like this:

111.4.5.3 Delete UFW rule
The easiest way, but perhaps not the most efficient way to remove UFW rules, is to list all rules

in numbered format:

111.4.6 Setup an Intrusion Detection System (IDS)

Firewall blocks the traffic from/to unauthorized ports. However, it may be some malicious
traffic coming over the ports authorized by the firewall (22, 80, and 443 in occurrence). IDS is a
program that looks deeper into packets payloads allowing it to detect malicious traffic.

Suricata is Complicated in operation and requires more system resources for full-fledged
functioning in List of Open Source IDS Tools, so we used snort which is one of the best open

source IDS. There is not yet a supported version for Raspbian Jessie. We have to build it from the



sources. Note that the build in our R-PI may take more than an hour. Below the commands to build
it:

111.4.6.1 Install Daq

Snort itself uses something called Data Acquisition library (DAQ) to make abstract
calls to packet capture libraries. Download the latest DAQ source package from the Snort
website with the wgetcommand underneath. We can replace the version number in the

command if a newer source available.

The appropriate package for my operating system and the installation: The download
will only take a few seconds. When complete, extract the source code and jump into the

new directory with the following commands.




We run the configuration script using its default values, then we compile the program
with make and finally install DAQ.

Jconfigure

Tells us whether are quite ready to build the application. It will check if we have everything

needed to build the application, and, if it sees any critical errors it will inform you.
Make

Builds (compiles) the source code. Compiler compiles the code, but, most of the times, the code
cannot stand alone, it requires external libraries (usually provided by ubuntu packages) to be
installed. After this step the executable(s) of this specific application you are trying to install will
be created.

Sudo make install

Moves all the needed for the application files to the appropriate system directories. This has to
be done after “make” because the executable of the application have been created and can be
moved to the appropriate system directory (e.g. /usr/bin/) for later use.

Libraries are necessary, because they allow a programmer to use code made by other people to
achieve certain things. i.e. if | wanted to do some disk formatting in my program, | could use the

libs someone already wrote to do the formatting, and | just have to make my program call those



libraries. If that person finds an issue in their library, they can fix it, and it will fix it in my program

too. This is how open-source software can be written so fast and be so stable.

So we have to install both bison and flex in our raspberry pi. The command below to
intall flex library:

After we make sure that flex and bison are well install there was another library missed

too which is libpcap-dev.
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111.4.6.2 Install Snort

We are now ready to download snort source code:

pifraspberrypi Wget htep anart.org/downloads/ snort/snore-2.9.13.tar. gz
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111.4.7 Check the secure transport layer

To make sure that our communication will be secure we install Tshark which is the command
line version of Wireshark that has been popular for several years, in our Raspberry Pi to check the
packets from our raspberry pi to Losant platform connection.

We started the capture process by using sudo Tshark command and the analysis will started in

both of the two experiments as we see in the figures below:
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Figure 111.21: Analysis packet tshark after a click on the virtual button.

When we click on the virtual button there, we find that the TLS protocol work on as we see in
the figure 111.21 because when we send the command it use the TLS as transport layer protocol to
connect our Raspberry Pi, simply that analysis proves for us that our information is secure from
our Losant platform.

The same thing going on with our second experiment which show us the same transport layer

protocol TLS as we can realize in figure 111.22 below.
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<body>
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Figure 111.22: Tshark analysis of the paquet between API and the raspberry pi.




SLL protocol is already exist in the py files and it work with it too as we find in the figure 111.23

with all details.

@ pi@raspberrypi: ~ =] X

GNU nano 2.7.4 Fichier : /usr/lib/pythonZ.7/ssl.py

Figure 111.23: Screen of SSL.py file in the Rasbperry Pi.

111.5 Conclusion

Security in complicated a painful. However, it protects us and our devices against threats. The
main solutions presented in this chapter are installed once per device (ex; IDS and firewall). And
we find that firewall allows us to control the port connection, Firewalls applications describe what

ports and protocols they need open. It allowed us to block access to those applications if we want.

One of the main advantages of using Tshark here is that we could use the same capture filters
as the GUI version aka Wireshark.

Finally, as NIST define us how to secure 10T device and it worked very good with Raspberry
Pi.



General
Conclusion



General Conclusion

Security research in [oT did an evaluation and found that 70% of what we called IoT devices
are venerable of attack. So that motivate us to find more information and look for options that can

solve the problem.

The aim of this project was to secure a Raspberry Pi on three steps, first step we started by
protect our network in order to prevent the many networking attacks. Second we Setup a Firewall
In order to protect our R-PI against threats originating from the internet, a host based firewall is
the solution to control any incoming connections. The idea is to close all the ports by default and
only open up the ports we need. There also Setup an Intrusion Detection System (IDS), it looks
deeper into packets payloads allowing it to detect malicious traffic. Last part we secure our
Communications by Transport Layer Security (TLS) formally Secure Sockets Layer (SSL) session
which is used to enable privacy and security for the communications over internet. We note that

all the 10T platforms provides more or less similar features.
The most important points that we must know it:

We use the raspberry pi for apply a security steps and we used a SD carte of 32 GB , because
when we use less GB number we needed to start the work again on another SD carte had more

memory size.

There is a new 0T platform which work always to develop all functions of their platform, so

we must keep track of all updates or we will find a problem and take a lot of time to solve it.

For 10T device the security part is a thing which we can’t ever forget about it or give it less
important from the other parts.

There are a lot of software which are open Source IDS Tools that we can replaced with snort in

our example here and find the different between them.

We can add security of sensors that enable the Internet of Things (IoT) by collecting the data
for smarter decisions. And we advise to add more about energy and the force of the small devices
in loT.

I wish that the students coming after us can gain time and experience in field like 10T device

security and add more steps or study a different sides that effect on security like:



IoT device connectivity where devices identify and authenticate each other directly and

exchange information without the involvement of a broker.

Comepatibility and longevity, this will cause difficulties and require the deployment of extra

hardware and software when connecting devices.

Finally, Making stuffs is cool, making secured stuffs is better.
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