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While blockchain technology is currently being investigated for its potential to pro-
vide distributed, decentralized, and time-stamped transactions in a variety of ap-
plications, it is also being investigated in the following disciplines: It is allegedly
attributed to, as a result of its fault-tolerant methodologies, which ensure the preser-
vation of immutable data records, making it impossible to modify the data. The trust
frameworks and reputation models of an online interaction system infer the trust-
worthiness of interacting entities. When dealing with an entity, the risk of failure or
likelihood of success is determined by the information provided by the reputation
system. As such, the system must include a trustworthy reputation score.
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Chapter 1

Introduction

Today, we rely on the internet for almost everything, from communicating with one
another via email to searching for news or media files to shopping for everyday ne-
cessities. It is fair to say that the internet has become an inseparable part of our cul-
ture and way of life. According to statistics, the number of internet users worldwide
is projected to increase by more than a billion people each year. Given the global
reach of the internet and the diversity of its users, it is reasonable to assume that
not all online interactions take place between known entities or parties. The online
identities that everyone uses to interact with one another provide no means of veri-
fying whether or not the person behind the profile is the same as his/her real-world
identity, or the manner in which the person presents themselves. Even in the real
world, determining the trustworthiness of an entity is a difficult task to accomplish.

When used in online encounters, trust and reputation can be used to predict the
outcome of online transactions. It is possible to define an online interaction system
as any platform where users communicate with one another for a variety of pur-
poses, including payment processing, news dissemination and file sharing. A neg-
ative outcome can have a significant impact on those who are involved as a result
of this. Failure to receive a high-quality music file, to give another example, differs
from failure to complete a transaction in which one is purchasing real estate. Failure
of a transaction can result in significant financial loss, and in order to avoid this, the
integrity of the interaction system and the reputation models in that system are crit-
ical. They make every effort to provide as much information as possible about the
entities in question in order to forecast the outcomes. A reputation system collects
information about the entities that interact with one another on a continuous basis,
and it keeps track of how things change.

Information offered by the underlying reputation system influences whether there
is a risk of failure or a high possibility of success when dealing with a different entity.
More commonly, the identity’s trustworthiness is presented as a trust score, which
is calculated for each online identity. One cannot conduct an online transaction un-
less both parties first choose an online identity to connect with prior to starting the
transaction. Because the outcome has been observed and stored, the current trust
value is updated, resulting in further updates to the reputation system.
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Chapter 2

Reputation management Systems

2.1 Introduction

As we all came to a point in time where most of our interactions with the world are
made through the internet, reputation of entities has become a very important factor
to consider before engaging any transaction or interaction with an unknown party.
Therefore, reputation systems play a big part in making these decisions much eas-
ier. eBay, an e-commerce platform, StackExchange, a question-and-answer platform,
and Reddit 3, a content rating and discussion platform, are all examples of current
online interaction platforms that incorporate reputation systems. Users’ trust scores
are calculated using their feedback, positive and negative ratings, as well as upvotes
and downvotes from other participants who share the same ability to interact with
the system. The final score derived from these measures has the potential to increase
or decrease the user’s reputation, as well as restrict their ability to interact with other
users.

To safeguard an online interaction system, it is critical to have a trustworthy se-
curity framework and reputation model that define the rules of interaction between
online identities as well as the extraction of useful information from them. This crit-
ical factor ensures that the information remains accurate, unaltered (i.e., no changes
have been made), and accessible for future use. The overwhelming majority of web-
based interaction systems are client-server in nature. Centralization also exposes
the system to external attacks and the introduction of internal modifications and en-
hancements. If a server fails, the entire network will fail. If one of the servers fails,
the network as a whole will fail.

2.2 Reputation Systems

We begin by referring to Gambetta’s definition of reliability and trust [2], which
is frequently used in the field of trust management research: “trust is the subjective
probability with which an agent assesses that another agent will perform a particular
action in a context in which it affects his own action”.

When attempting to quantify Gambetta’s subjective probability, or what is re-
ferred to as trustworthiness, reputation is frequently used as a measure.

Reputation systems are systems that have been used to foster trust between par-
ticipants in a variety of activities over the years, including online activities.

These systems are frequently used on e-commerce websites such as eBay and
Amazon.com, as well as on online advice forums such as Stack Exchange. These
reputation management systems represent a significant advancement in the field of
"decision support for Internet-mediated service provision." With the popularity of
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online communities for shopping, advice, and the exchange of other critical infor-
mation growing, reputation systems have become critical to the online experience.
Even if a consumer cannot physically try a product or service or observe the person
providing information, they can have confidence in the outcome of the exchange
due to the trust established by recommender systems [8].

FIGURE 2.1: Trust and Reputation Model steps based on[7]

As stated previously by [7], there are four distinct steps that must be completed
before a fully functional "trust and reputation system" can be established which is
shown by Figure 2.1.

The reputation system focuses a lot on the first two steps, namely data collection
and data computation.

Entities and the values that they represent interact with one another in order to
form reputation interactions, and the information contained within the reputation
system is concerned with these interactions.

The final two steps of peer selection and punishment or reward are carried out
via a transactional system.

Due to the fact that implementing a transaction-based system is not the primary
objective of this project, feedback regarding the success or failure of a transaction is
entirely based on an assumption about the transaction network.
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2.3 Exploiting Reputation Systems

In recent years, the literature [4, 13] has described a diverse range of different attacks
on reputation systems, indicating a significant increase in the number of different
attacks.

Koutrouli and Tsalgatidou [5] classified attacks into three categories in order to
provide a structured overview of vulnerabilities:

• dishonest feedback,

• inconsistent behavior,

• and identity-based attacks.
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TABLE 2.1: Example attacks on reputation systems.

Attack
class

Name Description

Unfair
feedback

Vote tossing
The attacker provides numerous favorable ratings in order to

artificially boost an entity’s reputation.

Defamation
The attacker provides numerous negative ratings in order to

unfairly harm an entity’s reputation.

Inconsistent
behavior

Exploitation of
a value

imbalance

The attackers establish a favorable reputation by selling
inexpensive items while committing fraud on the more

expensive ones.

On-off attack

Initially, the attackers act honestly in order to earn a good
reputation, after which they capitalize on that good

reputation. After a certain threshold value has been reached,
he resumes his honest behavior and begins the process all

over again.

Identity-
based

Whitewashing
From the beginning, the attacker exhibits malicious behavior.
After receiving negative feedback, he creates a new account

to try again.

Sybil-attack
The attacker creates a large number of accounts (Sybils) at the
same time in order to increase his influence in a community.

2.4 How does it work?

FIGURE 2.2: Reputation System architecture.
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Using a simple narration to reputation systems mechanism, participants can pro-
mote a rate-able entity (in our case a web service) based on their honesty factor. Par-
ticipants give their feedback on services - that are either searched for, recommended
by the system or simply found - to the system which stores them into a data base
for further process. The system assesses periodically these feedbacks to calculate
reputation for the effected services, and then updates credibility (honesty) factor for
these users, and lastly updates the database.

- The diagram 2.2 illustrates the architecture of the reputation management frame-
work. Users can search for services via the Search and Selection Interface by entering
search queries or by browsing directly through the framework’s registries. Follow-
ing the completion of a selected service, a user may submit to the system via the
Feedback Collector a feedback rating indicating her/his degree of satisfaction. The
feedback database stores the collected feedback ratings.

- The Reputation Manager evaluates the reputation of services on a periodic ba-
sis using new feedback that is received and entered into the feedback database. This
component is used to determine a service provider’s reputation. During the service
recommendation process, newly assessed reputation scores are saved in the reputa-
tion database for later use.

- To assist its users in finding services that match their search queries, the Search
and Selection Interface presents them with sorted sets of services. The Service Selec-
tor is responsible for the preparation of these sets, which:

• Receives services from service registers,

• Extracts from the reputation database reputation scores.

• It sorts services according to their reputation ratings.

• The Search and Selection Interface receives the results and displays them to
users.

The following metrics form the basis of the model for assessing reputation:

1. User honesty: credibility of a user has an effect on the feedback ratings during
the reputation assessment process. In continuation of what we learned in "tab,"
it is critical for an accurate reputation assessment to take the credibility of users
into account.

2. The history of user ratings: malicious users can act in a variety of ways; they
can start out as honest users before gradually changing their behavior. As a
result, the assessment model must estimate and update the credibility of users
in light of their previous rating history.

3. Punishment of suspicious users: users who are suspected of being suspicious
are those whose estimated credibility is less than a certain level (i.e. a given
threshold). In order to ensure the security of the system, the model neutralizes
the feedback ratings of all suspicious users. This mechanism ensures that the
feedback ratings used in the evaluation of service reputation are as accurate as
possible.

4. Feedback history: during each reassessment, the reputation assessment model
makes use of all of the feedback ratings that have been collected in the database.
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5. Temporal sensitivity: As part of its response to the effect of time on ratings, the
model includes a temporal sensitivity factor (denoted by λ ) that assumes that
newer feedback ratings will have a greater impact on the assessed reputation
values.

2.5 System struggle

It is critical for an entity’s reputation to be as robust and transparent as possible,
and the underlying reputation system must meet these requirements. To minimize
the risk of fraud, it is necessary to provide assurance that the available information
has not been tampered with and that the claimed identity is correct. As the current
system’s architecture is centralized, the dissemination of reputation information is
susceptible to external attacks as well as internal modifications. As a result, it is
unable to guarantee the reliability and immutability of data in its current state.

This master’s thesis proposes the use of blockchain technology for the storage
and governance of reputation data in order to ensure that all parties involved have
access to reliable and publicly verifiable information.

2.5.1 Conclusion:

Reputation systems using centralized database can no more be trusted, as we saw
earlier. So in this thesis we are trying to provide a solution to the risks associ-
ated with the centralized database architecture. For that matter, we propose using
Blockchain technology.
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Chapter 3

Blockchain

3.1 Introduction:

The term blockchain technology is used by people to mean various things and it is
sometimes confusing. It can be The Bitcoin Blockchain they talk about, The Ethereum
Blockchain, other digital tokens or virtual currencies. Most of the time, however, it’s
distributed ledgers, i.e. a list of transactions replicated on a number of computers
instead of it being stored on a central server.

In almost all recording events like transactions, Blockchain has demonstrated its
valuable application. This utility could be extended to medical records that are often
inaccurate and divergent. The healthcare professionals are responsible for ensuring
the accuracy, completeness and availability of sensitive health records for authorized
individuals only. This can all prove difficult if healthcare providers all have different
information storage systems.

3.2 What is blockchain?

It is the genius design of Satoshi Nakamoto, originally invented for Bitcoin currency.
But it has since developed into something bigger.

Blockchain is a time-stamped decentralized information storage and transmis-
sion system that is transparent, secure, and operates without the need for a central
authority.

A blockchain, by extension, as we said a time-stamped database that stores the
history of all transactions between its users since its beginning. This database is both
secure and distributed: it is shared by its various users without the use of interme-
diaries, allowing each of them to verify the channel’s validity.

There are public blockchain, which are open to everyone, and private blockchain,
which are only accessible to a select group of people. As a result, a public blockchain
can be compared to a public, anonymous, and unfalsifiable accounting book. [16]

The reason for this great admiration of the blockchain is that:

• It is decentralized because it is not owned by a single entity.
• The information is stored inside encrypted.
• The blockchain is unchangeable, such that the data within the blockchain can

be modified by no one.
• The blockchain is open, so that if you want you can trace the data.
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3.2.1 Blockchain structure

The blockchain is a series of blocks of data (desired to be stored), in which crypto-
graphic algorithms (i.e. chains) are used to secure and link each of these blocks of
data (i.e. block) see figure 3.1

FIGURE 3.1: Pictorial representation of a blockchain.

3.3 How does it work?

Information held on a blockchain is a shared database that is duplicated over a com-
puter network hundreds of times, and this network is intended to update this sheet
regularly. The blockchain database is not stored in one location, so it is truly public
and easy to check the records that it keeps. A hacker does not have a centralized ver-
sion of this information. Hosted simultaneously by millions of computers, its data
is available on the Internet to everyone.

The blockchain network exists in a consensus state which is checked periodi-
cally by itself, every node of that network has a full copy of the ledger and joins the
network voluntarily, and has an incentive to process and verify transactions to win
bitcoins or any other cryptocurrency the network uses. The term "block" refers to a
group of transactions. The transactions in a block can’t be tampered with because
changing any information on the blockchain would require your computer to take
control of the entire network; this is theoretically possible, but unlikely in practice.

• Blockchain algorithm: The operation and purpose of a blockchain depends on
its algorithm. For Bitcoin, the blockchain algorithm is designed to accommo-
date a public, decentralized transaction system based on encryption evidence
rather than trust (allowing parties to directly transact without the need for a
trusted intermediary). Blockchain algorithms are not, however, limited only
to the public ’permit-less’ format of Bitcoin and can be adapted to accommo-
date private, centralized books (or hybrid systems) where transactions are no
longer anonymous and only approved administrative bodies are able to verify
transactions.

• Miners (or nodes): A public, decentralized blockchain is managed on a peer-
to-peer basis by all of the network’s participants (or "miners"). A person be-
comes a miner by downloading a "node" that connects them to the blockchain
network (i.e. a software program that the miner runs on their computer).
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These nodes download the most recent version of the blockchain and com-
pare each new block and transaction to the rules specified by the blockchain ’s
algorithm in real time. Miners can also participate in blockchain transactions
using nodes.

• Adding a block to the chain: A miner can participate in blockchain trans-
actions via their node software. Each transaction is digitally signed and en-
crypted with a public and private encryption key that the miner receives upon
downloading their node. The consensus of all active miners determines the
order in which transactions are recorded on the blockchain (rather than one
or more trusted intermediaries). Each blockchain technology has its own ver-
sion of this process. To complete a transaction in Bitcoin and other public, de-
centralized Blockchains, miners must solve a system-generated proof of work
puzzle (which may include a ’hash’ or one-way function).

• Verification of blocks: When a miner considers a transaction complete, the
miner will transmit the transaction data block along with the hash (containing
also a time stamp) to all other network miners that collectively check the block
content. Upon verification, miners update their respective nodes to include the
new transaction block.

The simplicity of blockchain technology, as well as its security provided by mul-
tiple node verification, are two of its most attractive characteristics. In the event
of a successful attempt to defraud the system (for example, by artificially includ-
ing a block with false transaction data), a ‘fork’ in the blockchain will occur, result-
ing in two chains (and two accounts of events) running side by side. As a result,
the blockchain protocol requires that miners work off the chain with the greatest
number of blocks in order to avoid a timeout. Because blockchain transactions are
verified through a process of consensus across all nodes, they are more resistant to
unauthorized change and malicious tampering than centralized, legacy systems are.

Traditional commerce may become obsolete as a result of this new method of
sending and verifying transactions. The blockchain has the potential to make stock
market trades instantaneous, to keep a fully public record of Land Registry trans-
actions, and even to host elections. The possibilities are endless with blockchain
technology.

3.3.1 The Three Fundamental Elements of Blockchain Technology

The three primary characteristics of Blockchain Technology that have contributed to
its broad acceptance are as follows:

• Decentralization
• Transparency
• Immutability

Decentralization

Before the invention of Bitcoin and BitTorrent, we were more accustomed to cen-
tralized services. The concept is straightforward: you have a centralized entity that
stores all of the data, and you would only be able to interface with this entity in order
to obtain whatever information you required. However, the concept is complicated.

We have taken full advantage of centralized systems for many years; unfortu-
nately, they are susceptible to a number of security risks.
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• To begin, because they are centralized, all data is held in a single location. In
turn, this makes them attractive targets for potential hackers.

• Suppose the centralized system were to go through a software upgrade, the
entire system would come to an abrupt halt.

• What happens if the centralized entity is unable to function for whatever rea-
son? Nobody will be able to gain access to the information that it possesses in
this manner.

• What if, in the worst-case scenario, this entity becomes corrupted and mali-
cious? If this occurs, then all of the data contained within the blockchain will
be compromised as well.

Information is not stored by a single entity, but by a collection of entities in a
decentralized system. In reality, everyone on the network owns the information.

A decentralized network enables you to communicate directly with your friend,
which is especially advantageous in social situations. That was the primary moti-
vation for Bitcoin’s creation. You, and only you, are responsible for your financial
well-being. Your money does not need to pass through a bank to reach its intended
recipient.

FIGURE 3.2: Centralized vs Decentralized network architecture

FIGURE 3.3: Centralized vs Decentralized network pressure
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Transparency

“Transparency” is an enticing yet misunderstood concept in the world of blockchain.
According to some, blockchain technology provides privacy, while others assert that
it is completely transparent. What, in your opinion, is the root cause of this?

A person’s identity is concealed using sophisticated cryptography, and they are
only represented by their public address. Thus, if you were to look up "Bob sent
1 BTC," you would see "1MF1bhsFLkBzzz9vpFYEmvwT2TbyCt7NZJ sent 1 BTC,"
rather than "Bob sent 1 BTC."

FIGURE 3.4: Snapshot of some Ethereum ?? transactions

Even though the individual’s true identity is protected, you will still be able to
view all transactions made using their public address. This level of transparency has
never been achieved in the financial sector’s history. It adds a much-needed layer of
accountability to some of the world’s most powerful institutions.

And to be clear this feature is a great privacy factor, but some blockchain systems
are not obliged to implement it, as their system does not require to.

Immutability

Immutability refers to the fact that once something is added to the blockchain, it
cannot be changed.

Consider the long-term value of this to financial institutions.
If people are aware that they are not permitted to "work the books" or tamper

with company accounts, imagine the number of embezzlement cases that could be
averted.

This property of the blockchain is due to the use of a cryptographic hash function.
Hashing, in its simplest form, is the process of taking an input string of any

length and generating an output string of a fixed length. In the context of cryptocur-
rencies such as bitcoin, transactions are taken as input and passed through a hashing
algorithm (Bitcoin uses SHA-256), which results in an output of a fixed length, no
matter how big or small your input is, the output will always have a fixed 256-bits
length.

As we said, blockchain consists of a linked list of data as well as a hash pointer
to the previous block, which together form a chain of transactional records.

What is the operation of a hash pointer? While it performs the same function as
the pointer, instead of just containing the block’s address, it also contains the hash
of the data that was contained within its predecessor’s block.
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FIGURE 3.5: SHA-256 hash size comparison using different length
inputs

This one small distinction is what distinguishes blockchains as highly depend-
able and trailblazing technologies in the first place.

3.3.2 Blockchains applications

When it comes to recording all types of data, blockchains have proven to be an ef-
fective method, providing a range of benefits including transparency and trust, as
well as security and cost savings, depending on how the design parameters are con-
figured. Table 3.1 summarizes the industries in which the application of blockchain
technology has the potential to be beneficial. At this point, it’s worth noting that
these opportunities face a number of obstacles, but significant research is being con-
ducted in each category to assist in resolving those obstacles.

A hype cycle, as is the case with many emerging technologies, is characterized by
an enormous surge in interest in the technology, which is triggered by large swings
in expectations. Blockchain is no exception to this rule. It is this pattern that is elabo-
rated upon by the "Gartner Hype Cycle," which was developed by Gartner, a global
research and advisory firm headquartered in the United States (Gartner, 2017). This
chart depicts the maturity, adoption, and potential relevance of technologies and ap-
plications for resolving real-world business problems and capitalizing on new op-
portunities in the context of the information age.

3.4 Smart Contracts

One of the most advantageous features of the blockchain is that, as a decentral-
ized system that exists between all permitted parties, there is no need to pay in-
termediaries (Middlemen), which saves time and keeps you out of conflict. While
blockchains do have some drawbacks, they are unquestionably faster, cheaper, and
more secure than traditional systems, which is why banks and governments are in-
creasingly using them for transactions [12].

In 1994, Nick Szabo, a legal scholar and cryptographer, recognized that a de-
centralized ledger could be used to implement smart contracts, also known as self-
executing contracts, blockchain contracts, or digital contracts, and he created a pro-
tocol for their implementation [14]. Contracts could be converted to this format
and then stored and replicated on the blockchain system, where they would be su-
pervised by the network of computers that runs the blockchain. Additionally, this
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TABLE 3.1: Possible opportunities of blockchain technology per cate-
gory.

Sector Possible opportunity of blockchain technology Example

Legal
Reduce the need for human intervention by implementing "smart

contracts" that keep track of the contract’s parties, its terms, the
transfer of ownership, and the delivery of goods or services.

Propy

Supply
chain

Increase the level of transparency around shipment tracking,
deliveries, and progress with other suppliers in cases where the

relationship lacks inherent trust.
Maersk

Government
Serve as an intelligent database for the storage of information such

as personal identity information, criminal histories, and
e-citizenship, all of which are verified using bio-metrics.

ID2020

Energy
Facilitating a decentralized power grid system that enables the

secure use of micro-transactions for both the receiving and sending
ends of energy distribution is a priority.

PowerLedger

Food
Enhancing the efficiency of supply chain data processing in order to

improve product origin, batching, processing, expiration, storage
temperatures, and shipping methods traceability.

Walmart

Retail
Provide a secure market environment for peer-to-peer retail

transactions, with product, shipment, and bill of lading data stored
on the blockchain and payments made in cryptocurrencies.

OpenBazaar

Health
care

Utilize biometrics and/or multi-signature technology to secure
electronic medical records, with biometrics and/or multi-signature

technology controlling access and update permissions. This
simplifies the process of storing, sharing, and updating patient data

in a safe, secure environment.

HealthWizz

Insurance
The use of immutable insurance ledgers eliminates the need for

auditing and authenticating data, resulting in a reduction in
premium costs.

Fizzy

Education
Establish a credible database of digital credentials that includes

academic certificates, degrees, transcripts, and assessments, as well
as strict rules for granting and revoking.

Blockcerts
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would result in ledger feedback, such as money transfers and the receipt of a product
or service.

Without the assistance of a middleman or third party, smart contracts enable
you to exchange money, property, shares, or anything else of value in a transparent,
conflict-free manner.

When comparing smart contracts to vending machines, the best analogy is that
the technology is similar. Normally, you would visit a lawyer or notary, pay them,
and then await delivery of the document. Simply depositing a bitcoin into the vend-
ing machine (i.e. ledger) will result in the delivery of your escrow, driver’s license,
or whatever else you require to begin transferring funds into your bank account. On
the other hand, smart contracts not only define the rules and penalties that apply to
an agreement in the same way that a traditional contract does, but they also enforce
those rules and penalties automatically. If you’re looking for a more comprehen-
sive walkthrough of smart contracts, we recommend checking out our blockchain
courses on smart contracts.

Additionally, there are platforms that offer more complex contractual function-
ality and flexibility, such as Ethereum, which fully implements the smart contract
language’s features and functionality. Neo and Hyperledger Fabric [3], two rela-
tively new blockchain platforms, enable the creation of smart contracts in a variety
of high-level programming languages. The following diagram illustrates the evolu-
tion of smart contracts 3.6.

FIGURE 3.6: Evolution of Smart Contracts.

3.4.1 How does a Smart Contract work?

Smart contract development is linked to the adoption of blockchain technology.
Which is nothing more than a blockchain-encrypted digital node. Smart Contracts
include code-based specifications and permissions, as well as time constraints that
can be used to define contract completion dates and deadlines. The smart contract
system is illustrated in Figure 3.7.

Bitcoin was the first cryptocurrency to employ a smart node for value transfer
between users. The contract’s effectiveness requires both the use of electronic sig-
nature techniques and the implementation of significant specific conditions, such
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FIGURE 3.7: Smart Contract System.

as ensuring that the amount being transferred is actually available in the sender’s
account. Without these, automation of the process will be impossible. [9]

Steps to produce a smart contract [11]

• To begin, the contractual parties should agree on the agreement’s terms. After
all contractual terms have been agreed upon, they are converted to computer
code. In other words, the code is a collection of conditional statements that
describe the various possible outcomes of a future transaction.

• Once created, the code is stored in the blockchain network and replicated
among all blockchain participants.

• It is stored in the blockchain network and replicated among all blockchain par-
ticipants as soon as a blockchain participant creates the code.

3.4.2 Smart Contract Features:

Smart contracts based on blockchain technology have risen to prominence as a rapidly
growing area of blockchain technology. Particularly when these contracts already of-
fer a number of advantages over more traditional arrangements. We’ll go over a few
of the advantages [10]:

• Autonomy : Their technical architecture enables a diverse range of applica-
tions, from automatic self-help to the enforcement of non-legally enforceable
agreements. Additionally, because the network manages execution mechani-
cally, the risk of manipulation by a third party is significantly reduced.

• Trust : they generate complete confidence in their implementation by utilizing
encryption on the shared ledger. Transparency, autonomy, and security of the
contract preclude any possibility of manipulation, alteration, or error.
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• Security : As with cryptocurrencies, they employ the highest level of data en-
cryption currently available, ensuring the maximum level of security possible.
They provide one of the best and most secure levels of protection available on
the network.

• Savings : Because they eliminate the need for a large number of middlemen,
smart contracts have the potential to save money. No advocate, witnesses,
banks, or other third-party intermediaries are required. This is one of the pri-
mary benefits of using a Smart Contract.

• Speed : They are software programs that automate online tasks. As a result,
they can complete transactions quickly. When compared to more traditional
contracting methods, this speed can result in significant time savings.

• Backup : Smart contracts are used to record all of the details of each trans-
action, and they are retained indefinitely for future reference. As a result, if
someone loses access to their savings account, regaining access is relatively
simple.

3.4.3 Conclusion:

As demonstrated, smart contracts have the potential to significantly improve the
world while requiring no commission. It has the potential to significantly reduce
fraud, delays, and the overall cost of a wide range of activities. However, as technol-
ogy advances, certain occupations will become obsolete.
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Chapter 4

System Design

4.1 Introduction

In this chapter we will approach a general description then we highlight the concep-
tual side of our application, which constitutes a fundamental step which precedes
the implementation, it aims to find technical solutions to implement and build the
system analyzed during the previous phase and allows to detail them Different di-
agrams and scenarios to be implemented in the next phase. This will help to bet-
ter understand our application. We have used UML language ( Unified Modeling
Language). In this walkthrough, the UML diagrams used are as follows: Use case,
sequence and class diagrams.

4.2 Reputation System Architecture

As we have seen in Figure 2.2, this architecture the reputation system offers a collec-
tion of services with their reputation score. Actors can either look for a service, get a
recommendation or rate a service. In the case of an actor submitting a feedback (rat-
ing a service), the system stores the feedback in a simple database (any normal way
of storing data) then evaluates it and updates the score (reputation) of this service,
which means storing the new scores into the database.

4.2.1 Search and Selection Interface

Using the Search and Selection interface, users can interact with the system in or-
der to view services, test them and then give his feedback. The user can browse
directly through service registries or do a search query. These searches are typically
comprised of a number of keywords that describe the services that are being sought.
The interface sends queries to the service recommender component, which analyzes
them and searches for services that match the queries sent through the interface. The
recommender returns sorted lists of services to the interface to display them to the
user.

4.2.2 Service Recommender

In order to process user requests, the service recommender component searches the
services registry for any service that contains either a keyword that is in the query
or by comparing with the service’s name.

Then, the collection of services that meet up with the user’s search query; is
arranged according to the value of each service’s reputation.
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Finally, sent to the search and selection interface to be presented to the user; the
highest reputation service first.

4.2.3 Feedback Collector Interface

A user interface through which the actor can submit his feedback. Feedbacks are ex-
pressed as integer values from 1 to 10 grading ratings, with 1 representing complete
dissatisfaction, and 10 being fully satisfied. Each service is identified by a unique
identification as well as the actors. The obtained feedback is then sent to the Repu-
tation Manager to process it.

4.2.4 Reputation Manager

The Reputation Manager component evaluates the reputation of web services by
aggregating feedbacks that have been collected:

• Recover feedback ratings from the last feedback database evaluation round,

• Recalculate the credibility of the users,

• Get all feedbacks for each effected service, and evaluate its reputation,

• Store evaluation results into the reputation database.

• Every time slot T is reached, the reputation manager initiates a new assessment
round. The time slot T can be determined by the administrator based on the
system’s performance.

As part of every feedback transaction, the component stores the following infor-
mation in the database:

• Feedback ID: indicates the current feedback record’s identifier.

• User ID: indicates the user’s identifier.

• Service ID: indicates the service’s identifier.

• Rating: indicates the score given by the user to the service. Rates are unsigned
integers between 0 and 10.

• Timestamp: indicates timestamp of the feedback.

Due to performance concerns, the feedback collector stores only one record in
the database for the same "user to service" feedback. This record is updated when a
this user gives another feedback on that same service.

4.2.5 Formula

- Let σ(i,k) be the feedback rating given by user i for service k.
- Rating score range is between 1 and 10, let there be two classes of feedback: nega-
tive feedback σ− ∈ {1, 2, 3, 4, 5} and positive feedback σ+ ∈ {6, 7, 8, 9, 10}
- Let R(Sk) be the reputation of service Sk, it is calculated by the following formula

R(Sk) =
∑n

i=1 σ(i, k)× h(i)
∑n

i=1 h(i)

Such that : h(i) is the Honesty degree
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4.2.6 Honesty Factor

The honesty factor (or credibility value) of a particular user indicates the likelihood
that this user will provide honest feedback in the majority of raters’ opinion. By
default, a newly created user is assigned the value 1/2. This value indicates that
the user is neither truthful nor untruthful. Thus, new user feedback ratings have
a negligible effect on the reputation of the rated services. However, by providing
additional ratings in the future, this user’s honesty factor will increase, which is
calculated as follows:

hi =
∑t

s=1(
n f (s)

n f++n f− )

t
(4.1)

Such that :

• nf(s) = n f+, if the feedback is positive.

• nf(s) = n f−, if the feedback is negative.

- t: is the number of services rated by user (i)
- nf+(s): number of positive ratings for service (s)
- nf-(s): number of negative ratings for service (s)

4.3 Adapting with Blockchain

In this work we are proposing a solution of replacing the traditional way of storing
data with blockchain technology, as shown in Figure 4.1

FIGURE 4.1: Reputation Management System Architecture using
Blockchain

In this proposed architecture, the components:
- Feedback Collector Interface
- Reputation Manager
- Search and Selection Interface
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- Service Recommender
have the same mechanism as the old system. We are proposing a new component
in the system, a replacement to the old centralized database manager component,
"Blockchain Manager".

4.3.1 Blockchain Manager

This component is the responsible for storing all the sensitive data of the system us-
ing blockchain technology 3.
- We assume that the sensitive store-able data to this particular system are only the
feedbacks given by the users.
- Using blockchain to store other data is possible, and that depends on the system
performance.
- Blockchain Manager stores the data obtained by the reputation manager in the
same old data structure to the miners.

4.4 Detailed Conception of our system using UML

4.4.1 Unified Modeling Language:

The Unified Modeling Language (UML) is a general-purpose, developmental, mod-
eling language in the field of software engineering that is intended to provide a
standard way to visualize the design of a system.

The creation of UML was originally motivated by the desire to standardize the
disparate notational systems and approaches to software design. It was developed
by Grady Booch, Ivar Jacobson and James Rumbaugh at Rational Software in 1994–1995,
with further development led by them through 1996.

In 1997 UML was adopted as a standard by the Object Management Group
(OMG), and has been managed by this organization ever since. In 2005 UML was
also published by the International Organization for Standardization (ISO) as an ap-
proved ISO standard.Since then the standard has been periodically revised to cover
the latest revision of UML.



4.4. Detailed Conception of our system using UML 23

4.4.2 Use case diagram:

FIGURE 4.2: Reputation System using Blockchain: Use Case diagram.
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4.4.3 Sequence Diagrams:

FIGURE 4.3: User search sequence diagram

FIGURE 4.4: User search sequence diagram

4.5 Conclusion:

In this chapter, we presented our solution for a "Reputation Management System"
using Blockchain, and we have detailed this architecture with the UML modeling
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FIGURE 4.5: User give feedback sequence diagram

language through use case, sequence and class diagrams for a purpose of determin-
ing the way to solve the problem to study by analysis and thus to propose dedicated
solutions of implementation and realization.

The next chapter is the final phase it is the realization of the project we highlight,
the approaches and the tools as well as the languages used for the development of
the "Reputation Management System using Blockchain" application.
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Chapter 5

System Implementation

5.1 Introduction

In this chapter, we try to implement the solution presented previously 4. we will
mention tools used that involves the choice of technologies that simplify the im-
plementation of system. This choice comes after the conceptual study and on the
hardware and software environment that we have at our hands.

5.2 The hardware and software environment:

5.2.1 Hardware

A PC with the following characteristics :
- Processor : Intel Core i7 8thgen 1.99 GHz.
- Installed RAM 8.00 GB.

5.2.2 Software

We saw best if we implemented a web platform to simulate this system, and get a
more realistic experience.

We use:

• OS : Windows 10 - 64 bits.

• Programming Languages: we used Laravel PHP Framework [6]:

– Front-End:

* JavaScript 5%

* CSS 10%
– Back-End: PHP version 7.2.34 :85%

• Web and SQL server: Xampp version 3.2.4 [17].

5.3 Search and Selection Interface

It is the first screen the user faces after login. Right away it gives you recommenda-
tions on highest rated services available, and the possibility to search for a service
by keyword or name.

Also the possibility to see blockchain history for complete transparency.
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FIGURE 5.1: Search and Selection Interface screenshot
url: /home

FIGURE 5.2: Blockchain history page screenshot
url: /blockchain

https://reputation-system.000webhostapp.com/blockchain/blockchain/public/
https://reputation-system.000webhostapp.com/blockchain/blockchain/public/blockchain
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5.4 Feedback collector interface

FIGURE 5.3: Feedback collector interface screenshot
url: click on view service button

In this form the user can give his feedback using those stars, as 1 star equals to 2
rating points, and then submits his feedback.

5.5 Blockchain Manager

This is the class in which happens all the blockchain data retrieval or storage opera-
tions.

5.5.1 Blockchain platform simulation

We are simulating Blockchain platform using a PHP package created by Flavienbwk
[1], which stores the data as an encrypted file then gives the possibility to publish it
for the miners. For demonstration purposes, we are working with a single machine
to simulate all possible use cases of the system.
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FIGURE 5.4: Blockchain Manager class screenshot
Code in file: app/BlockchainManager.php

FIGURE 5.5: Flavienbwk Blockchain class
Code in file: /vendor/flavienbwk/blockchain-php/src

Blockchain.php
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FIGURE 5.6: Flavienbwk Block class
Code in file: /vendor/flavienbwk/blockchain-php/src

Block.php
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5.6 Reputation Manager

FIGURE 5.7: Reputation Manager class screenshot
Code in file: app/ReputationManager.php

This is the class in which happens all the calculations and assessments either for
users or services.

5.6.1 Calculation of user credibility

As seen with the formula of honesty factor 4.2.6, this code is the responsible for
calculating a credibility or honesty factor for a given user.

FIGURE 5.8: Calculation of user credibility
Code in file: app/User.php



5.7. System boot 33

5.6.2 Calculation of Service reputation

As seen with the formula of service reputation 4.2.5, this code is the responsible for
calculating a the reputation score for a given service.

FIGURE 5.9: Calculation of Service reputation
Code in file: app/ReputationManager.php

5.7 System boot

To boot the system, as with any PHP application, Xampp server is started on lo-
cal machine, which then can be a server of the system to other nodes on the same
network.

The system is provided with a login and registration interface. The system’s
admin have more privileges than other users.

5.7.1 Admin privileges

The main privileges that the admin has are:
- Edit service registries,
- See all users and can triggers their credibility calculation manually,
- Triggers reputation calculation manually
- Regenerate test data.
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FIGURE 5.10: Admin privileges 1 screenshot

FIGURE 5.11: Admin privileges 2 screenshot
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5.8 Test Data

5.8.1 Users

Regarding system performance and testing, We have pre-created a total number of
99 Users and one admin.

FIGURE 5.12: Pre Created Users in the database

5.8.2 Services

We obtained for this, a list of services called WSDream Dataset [15]. The list can be
downloaded from here: URL.

And we choose about 150 entries randomly.

5.8.3 Generating Interactions

Generating test data is implemented in BlockchainManager.php class, in the func-
tion "regenerate(): void". We followed this algorithm in order to get more realistic
test data each time we regenerate it:
1- We get the number of services, and identifications from the registry.

$serv_count = Service :: getIds ();

2- We randomly choose a collection of services, we named them "golden services"
to give them high reputation scores.

$gnum = (int) $serv_count / 4;
$golden_services = self:: randomGen(0, $serv_count - 1 , $gnum);
private static function randomGen($min , $max , $quantity) {

$numbers = range($min , $max);
shuffle($numbers );
return array_slice($numbers , 0, $quantity );

}

https://wsdream.github.io/dataset/wsdream_dataset1.html
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3- Then, for each user, we define a random number of interactions he makes. If the
current user is the admin, we give him more interactions just to test all the system
functionalities.

$num_of_scores_to_give
= random_int (($user == 1)? 10 : 0, (int) $serv_count / 3);

4- Each interaction is assigned to a randomly selected service, and if that service
is golden then we give it high score.

foreach ($chosen_services as $chosenService)
{

if (in_array($chosenService , $golden_services ))
{
$score = random_int(

(int) ReputationManager :: maxStars * 2 / 3,
ReputationManager :: maxStars );

}
else
{
$score = random_int(1, ReputationManager :: maxStars );
}

}

5- then we calculate credibility for all users 5.6.1 and reputation for all services 5.6.2.

5.9 Remark

During realization of this system, we faced some performance issues since the sys-
tems data is huge and it needs a powerful workstation in order to handle all the
system’s capabilities. For that reason, the supplied source code is intended to simu-
late the system running on low-end workstation.
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Chapter 6

Conclusion

In this work we studied trust/reputation systems, we have seen that centralized ar-
chitectures have a lot of risks. The most important to this work was the transparency
factor.

As a solution we proposed the adaptation of Blockchain technology into the sys-
tem, enforcing the systems transparency and users trusting the system itself, as this
technology provides the magical factor of total immutability in system interactions
and saved data.

Furthermore, the architecture of the system is based on a new technology (blockchain),
which has its own set of issues. The scalability, transaction costs, and usability of
blockchain technology are currently being contested.
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Appendix A

Executing the supplied Source code

For any faced difficulties, we have already hosted the application to a free web host-
ing service online, so you can test it directly without having to go through the fol-
lowing steps.

The ready for test application URL:
https://reputation-system.000webhostapp.com/blockchain/blockchain/public/login
We are demonstrating with a windows machine.

A.1 Xampp server

Install Xampp server, and start Apache and MySQL servers.

FIGURE A.1: Xampp server screenshot

A.2 Database Initialize

Go to this url, which open phpmyadmin interface.
- Create a new database, and name it "blockchain".
- Enter that database, then click "Import" button at the top bar.
- Select the supplied blockchain.sql file, and import it by clicking Go button at the
bottom of the page.

https://reputation-system.000webhostapp.com/blockchain/blockchain/public/login
http://localhost/phpmyadmin/
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FIGURE A.2: Create database

FIGURE A.3: Import button

FIGURE A.4: Select the .sql file



A.3. Application Host 41

A.3 Application Host

Then copy the supplied source code into the folder:

$xampp_instalation_folder$/htdocs/

FIGURE A.5: Xampp Folder screenshot

A.4 Login

And then access this link to get to the login interface:
Application Url
The login credentials for the admin are pre-entered, you can directly click on

login button:
- email: admin@rep.com
- passw: 12345678
And the login credentials for other users are in this form:
- email: user[number]@rep.com
- passw: 12345678
just replace [number] with the wanted user number,. ex: user9@rep.com

http://localhost/blockchain/public/login
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FIGURE A.6: Login interface screenshot



43

Bibliography

[1] flavienbwk/blockchain-php: An object-oriented PHP library for creating a blockchain
easily. June 30, 2021. URL: https://github.com/flavienbwk/blockchain-php
(visited on 06/30/2021).

[2] Diego Gambetta. Can we trust trust?, D. Gambetta (Ed.), Trust. 1988.

[3] Hyperledger Fabric vs. NEO Comparison | IT Central Station. June 26, 2021. URL:
https://www.itcentralstation.com/products/comparisons/hyperledger-
fabric_vs_neo (visited on 06/26/2021).

[4] Audun Jøsang and Jennifer Golbeck. “Challenges for robust trust and reputa-
tion systems”. In: Proceedings of the 5th International Workshop on Security and
Trust Management (SMT 2009), Saint Malo, France. Vol. 5. 9. Citeseer. 2009.

[5] Eleni Koutrouli and Aphrodite Tsalgatidou. “Taxonomy of attacks and defense
mechanisms in P2P reputation systems—Lessons for reputation system de-
signers”. In: Computer Science Review 6.2-3 (2012), pp. 47–70.

[6] Laravel - Wikipedia. June 28, 2021. URL: https://en.wikipedia.org/wiki/
Laravel (visited on 06/29/2021).

[7] Félix Gómez Mármol and Gregorio Martínez Pérez. “Security threats scenar-
ios in trust and reputation models for distributed systems”. In: computers &
security 28.7 (2009), pp. 545–556.

[8] Reputation system - Wikipedia. Feb. 15, 2021. URL: https://en.wikipedia.org/
wiki/Reputation_system (visited on 02/18/2021).

[9] Pablo Lamela Seijas, S. Thompson, and Darryl McAdams. “Scripting smart
contracts for distributed ledger technology”. In: IACR Cryptol. ePrint Arch.
2016 (2016), p. 1156.

[10] Voshmgir Shermin. “Disrupting governance with blockchains and smart con-
tracts”. In: Strategic Change 26.5 (2017), pp. 499–509. DOI: https://doi.org/
10.1002/jsc.2150. eprint: https://onlinelibrary.wiley.com/doi/pdf/10.
1002/jsc.2150. URL: https://onlinelibrary.wiley.com/doi/abs/10.1002/
jsc.2150.

[11] Smart Contract - Overview, How It Works, Role in Blockchain Tech. June 26, 2021.
URL: https://corporatefinanceinstitute.com/resources/knowledge/deals/
smart-contract/ (visited on 06/26/2021).

[12] Smart Contracts: The Blockchain Technology That Will Replace Lawyers. Blockgeeks.
Oct. 9, 2016. URL: https://blockgeeks.com/guides/smart-contracts/ (visited
on 02/15/2021).

[13] Yan Sun and Yuhong Liu. “Security of online reputation systems: The evolu-
tion of attacks and defenses”. In: IEEE Signal Processing Magazine 29.2 (2012),
pp. 87–97.

[14] Nick Szabo. “Smart Contracts : Building Blocks for Digital Markets”. In: 2018.

https://github.com/flavienbwk/blockchain-php
https://www.itcentralstation.com/products/comparisons/hyperledger-fabric_vs_neo
https://www.itcentralstation.com/products/comparisons/hyperledger-fabric_vs_neo
https://en.wikipedia.org/wiki/Laravel
https://en.wikipedia.org/wiki/Laravel
https://en.wikipedia.org/wiki/Reputation_system
https://en.wikipedia.org/wiki/Reputation_system
https://doi.org/https://doi.org/10.1002/jsc.2150
https://doi.org/https://doi.org/10.1002/jsc.2150
https://onlinelibrary.wiley.com/doi/pdf/10.1002/jsc.2150
https://onlinelibrary.wiley.com/doi/pdf/10.1002/jsc.2150
https://onlinelibrary.wiley.com/doi/abs/10.1002/jsc.2150
https://onlinelibrary.wiley.com/doi/abs/10.1002/jsc.2150
https://corporatefinanceinstitute.com/resources/knowledge/deals/smart-contract/
https://corporatefinanceinstitute.com/resources/knowledge/deals/smart-contract/
https://blockgeeks.com/guides/smart-contracts/


44 Bibliography

[15] WS-DREAM Team. WS-DREAM: Towards Open Datasets and Source Code for Web
Service Research. Feb. 2, 2019. URL: https://wsdream.github.io/ (visited on
06/30/2021).

[16] What is Blockchain Technology? A Step-by-Step Guide For Beginners. Sept. 19, 2016.
URL: https://blockgeeks.com/guides/what- is- blockchain- technology/
(visited on 02/15/2021).

[17] XAMPP - Wikipedia. June 27, 2021. URL: https://en.wikipedia.org/wiki/
XAMPP (visited on 06/29/2021).

https://wsdream.github.io/
https://blockgeeks.com/guides/what-is-blockchain-technology/
https://en.wikipedia.org/wiki/XAMPP
https://en.wikipedia.org/wiki/XAMPP

	Declaration of Authorship
	Abstract
	Acknowledgements
	Introduction
	Reputation management Systems
	Introduction
	Reputation Systems
	Exploiting Reputation Systems
	How does it work? 
	System struggle
	Conclusion:


	Blockchain
	Introduction:
	What is blockchain? 
	Blockchain structure

	How does it work? 
	The Three Fundamental Elements of Blockchain Technology
	Decentralization
	Transparency
	Immutability

	Blockchains applications

	Smart Contracts
	How does a Smart Contract work?
	Smart Contract Features:
	Conclusion:


	System Design
	Introduction
	Reputation System Architecture
	Search and Selection Interface
	Service Recommender
	Feedback Collector Interface
	Reputation Manager
	Formula
	Honesty Factor

	Adapting with Blockchain
	Blockchain Manager

	Detailed Conception of our system using UML
	Unified Modeling Language:
	Use case diagram:
	Sequence Diagrams:

	Conclusion:

	System Implementation
	Introduction
	The hardware and software environment: 
	Hardware
	Software

	Search and Selection Interface
	Feedback collector interface
	Blockchain Manager
	Blockchain platform simulation

	Reputation Manager
	Calculation of user credibility 
	Calculation of Service reputation

	System boot
	Admin privileges

	Test Data
	Users
	Services
	Generating Interactions

	Remark

	Conclusion
	Executing the supplied Source code
	Xampp server
	Database Initialize
	Application Host
	Login

	Bibliography

